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GIAC Enterprise Incident Response Sample Questions (Q14-Q19):
NEW QUESTION # 14 
Which of the following is a common attack technique performed against containers?
Response:
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A. Privilege escalation
B. SQL injection
C. Brute force attacks
D. Phishing

Answer: A

NEW QUESTION # 15 
Which of the following telemetry sources are critical for scoping incidents related to unauthorized data access?
Response:

A. File integrity monitoring systems
B. Database access logs
C. Network configuration changes
D. Print server logs
E. IDS/IPS alerts

Answer: A,B,E

NEW QUESTION # 16 
What is the primary purpose of container technology in an enterprise environment?
Response:

A. To enhance network security
B. To isolate applications and their dependencies
C. To replace physical servers
D. To provide a virtualized operating system

Answer: B

NEW QUESTION # 17 
On macOS, where can you find system application logs?
Response:

A. Syslog.app
B. Terminal.app
C. Logger.app
D. Console.app

Answer: D

NEW QUESTION # 18 
Which of the following is an example of a behavioral indicator in the context of threat hunting and incident response?
Response:

A. An unusually high amount of data being uploaded from a device
B. Certificates issued by a non-trusted authority
C. Known malicious IP addresses attempting to communicate with the network
D. Presence of an unauthorized software on the system

Answer: A

NEW QUESTION # 19
......
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