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A B E (Q230-Q235):

H R #230

A security administrator logging into the AIOps for NGFW dashboard needs a quick overview of the overall health, security
posture, and potential operational issues across their fleet of managed firewalls. Which sections or widgets on the AIOps dashboard
are designed to provide this high-level summary nformation?

A. Best Practices Assessment score and findings summary.

B. Operational Status dashboard, showing critical alerts and key performance indicators (KPIs).
C. Detailed threat log viewer.

D. Security Policy rule usage statistics.

E. Configuration logs viewer.
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IE%: A\ B

R -

AlOps dashboards are designed for quick visibility and actionable insights. - Option A (Correct): The Best Practices Assessment
score provides a quantitative measure of how well firewalls align with recommended configurations, and the summary highlights key
findings (policy, network, device best practices), giving a high-level security posture view. - Option B (Correct): The Operational
Status dashboard (or similar section depending on version) provides critical alerts related to device health, resource utilization,
licensing, and key performance metrics, offering a snapshot of operational health. - Option C: While usage statistics are available,
they are typically detailed reports, not a primary high-level summary widget. - Option D and E: Log viewers are for detailed
investigation, not high-level dashboards.

H #231

A company needs to provide secure network access for its employees working remotely from various locations. They require a
solution that establishes an encrypted tunnel to the corporate network (or a cloud security platform), supports multi-factor
authentication, and allows for policy enforcement based on user identity and device compliance. Which Palo Alto Networks product
or service is specifically designed to meet these remote access requirements for mobile users?

A. Prisma SD-WAN ION devices

B. Cloud NGFW for AWS.

C. PA-Series firewalls deployed as internet edge devices.
D. VM-Series firewalls deployed in the cloud.

E. GlobalProtect (Client, Gateways, Portals)

Ef#: E

fEEL:

GlobalProtect is Palo Alto Networks' comprehensive remote access solution for mobile users. It consists of the GlobalProtect client
software on the endpoint, GlobalProtect Gateways (on NGFWs or Prisma Access) that terminate the encrypted tunnels, and
GlobalProtect Portals for client configuration and authentication. It fully supports user identity (User-1D integration), multi- factor
authentication, and device posture checking (HIP). Option A is for site-to-site SD-WAN. Options B, D, and E are firewall form
factors that can host GlobalProtect Gateways but aren't the solution name itself.

R #232
Log stitching in Cortex XDR is used for:
Response:

A. Correlating multiple security events to create a unified incident timeline
B. Encrypting security logs for compliance purposes

C. Aggregating network traffic data only

D. Automatically blocking all detected threats

EfE: A

M #233

A conpany uses Palo Alto Networks Prisma Access for its remote workforce. They have a strict policy to prevent the exfiltration of
sensitive customer data, specifically documents containing patterns resembling Social Security Numbers (SSNs) or Credit Card
Numbers (CCNs). Users should be blocked if they attempt to upload such documents to cloud storage or webmail services.
Assuming App-1D correctly identifies the applications and SSL Forward Proxy decryption is successfully enabled for relevant traffic,
which Content-1D feature is used to enforce this policy, and what is a key aspect of its configuration?

A. Antivirus profile configured to detect data patterns associated with sensitive information.

B. URL Filtering profile configured to block access to all cloud storage and webmail categories.

C. Threat Prevention profile configured with signatures for SSNs and CCNs, which scans the decrypted data stream.

D. Data Filtering profile configured with specific patterns (regex or built-in) for SSNs and CCNss, applied to relevant security
policy rules with an action like "'block' or

¢ E. File Blocking profile configured to block document file types (like .doc, .pdf) being uploaded to the internet.

IEf#: D



fEEL:

Preventing sensitive data loss based on pattern matching within application traffic is the specific finction of the Data Filtering profile
(part of Content-1D). Option D correctly identifies this feature and a key aspect of its configuration: defining the patterns to look for
(using regular expressions or built-in data identifiers) and specifying the action (block, alert, etc.) when a match is found within the
traffic flow that the Data Filtering profile is applied to via a security policy. Option A is incorrect; Threat Prevention signatures are
primarily for exploits and malware, not data patterns. Option B is too blunt; it blocks access entirely rather than inspecting the
content being transferred. Option C blocks file types, not specific content within files. Option E is incorrect; Antivirus profiles scan
for malware signatures, not sensitive data patterns.

E R #234

A user’s endpoint is nfected with malware that attempts to contact its command-and-control (C2) server using a newly generated
domain name (Domain Generation Algorithm - DGA). The user's traffic passes through a Palo Alto Networks NGFW with the
Advanced DNS Security subscription enabled. The DNS query for the malicious domain is sent to an external DN'S server via the
firewall. How does Advanced DNS Security MOST likely contribute to detecting and preventing this C2 communication attempt?
(Select all that apply)

e A The firewall intercepts the DNS query and sends it to the Advanced DNS Security cloud service for analysis.

e B. Based on the analysis, if the domain is classified as malicious, the Advanced DNS Security cloud service instructs the
firewall to block the DNS response or the subsequent connection attempt to the resotved IP address.

e C. The firewall detects the C2 activity by deep packet inspection of the encrypted communication flow after the DN'S
resolution is complete.

e D. The Advanced DNS Security cloud service analyzes the domain name requested using machine learning models trained to
detect DGA patterns and other malicious characteristics.

e E. The firewall relies on the external DNS server to block the query based on its own threat intelligence.

IEf#: A. B. D

R -

Advanced DNS Security intercepts and analyzes DNS queries to block access to malicious domains before the connection to the
malicious [P is even attempted. - Option A (Correct): When enabled, the firewall intercepts DNS queries passing through it and
forwards them (or metadata about them) to the Advanced DNS Security cloud service for analysis. - Option B (Correct): The cloud
service performs sophisticated analysis on the domain name and associated context (querying source, history, etc.), leveraging
machine learning models (specifically trained to detect DGAs) and threat intelligence to determine if the domain is malicious. - Option
C (Correct): If the cloud service identifies the domain as malicious, it sends a verdict back to the firewall. The firewall then takes the
configured action (e.g., block the DN response, sinkhole the response to a safe IP, block the subsequent connection to the
resolved malicious IP) based on the policy applied to the DNS traffic. - Option D (Incorrect): While some external DNS servers
offer security features, the protection here is provided by Palo Alto Networks' Advanced DNS Security, which acts as an
intermediary or inspector for the DNS traffic. - Option E (Incorrect): While other security profiles can detect C2 activity within the
application layer after a connection is made, Advanced DNS Security provides prevention at the DNS layer , stopping the
connection attempt before it even begins, which is a more proactive approach.

B #235
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