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¢ Real Time Response (RTR): This domain covers RTR technical capabilities, administrative settings,
FEY 2 1 connecting to hosts, using RTR commands for remediation, utilizing custom scripts, setting up workflows,
and reviewing audit logs.

o Search Tools: This domain covers utilizing User Search, IP Search, Hash Search, Host Search, and Bulk
bEY 72 Dormain Search to gather intelligence during investigations.

¢ Event Investigation: This domain covers analyzing Process and Host Tinelines, pivoting to Process
hEY 73 Timeline or Process Explorer, and analyzing process relationships using Full Detection Details.

¢ ATT&CK Frameworks: This domain covers understanding the MITRE ATT&CK framework and
ey 74 applying its tactics and techniques within Falcon to provide context to detections.
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H A #166
A responder wants to verify why a certain quarantined file was not uploaded to the cloud. Which specific policy dictates whether
quarantined files are permitted to be uploaded?

A. Response Policy

B. Quarantine Management Policy
C. Sensor Update Policy

D. Prevention Policy

Ef#: D

H #167
Which of'the following is NOT a filter available on the Detections page?

A. Triggering File
B. CrowdScore
C. Time

D. Severity

Ef#: B

M #168
Which option indicates a hash is allowlisted?

A. No Action

B. Ignore

C. Allow

D. Always Block

Ef#: C

R #169
The Falcon sensor can take several automated actions to protect an endpoint. Which of the following is NOT an action that Falcon
takes upon detection?

A. Process Restart

B. Network Isolation
C. File Quarantine

D. Process Termination

EfE: A

HR#170
The Activity Dashboard is a core feature for security teams. What is the primary purpose of this dashboard?

A. To audit the changes made by other Falcon administrators.

B. To manage the installation and update of Falcon sensors.

C. To provide a summary of the current threat state and active detections in the environment.
D. To view the raw telemetry of every event happening on the network.
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