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E #205

You have an Azure environment that contains mutltiple workloads deployed across muiltiple subscriptions.

You need to recommend a solution to assess and improve the security posture of the workloads. The solution must meet the
following requirements:

* Use the Microsoft Cloud Adoption Framework for Azure to evaluate compliance with cloud governance policies.

* Use the Azare Well- Architected Framework to secure individual workloads.

‘What should you include in the recommendation for each requirement? To answer, drag the appropriate recommendations to the
correct requirerments. Each recommendation may be used once, more than once, or not at all. You may need to drag the split bar
between panes or scroll to view content NOTE: Each correct selection is worth one point.

Recommendations Answer Area

it Azure Advisor Use the Microsoft Cloud Adoption Framework for Azure

to evaluate compliance with cloud governance policies® L

it Microsoft cloud secunty benchmark (MCSB) l

]

i1 Microsoft C

Use thedAzurgiWelh ArchitegtediBramework to secure
individual workloads

i1 Microsoft Defender Vulnerability

i Microsoft Intune

i Microsoft Sentinel i ‘

Y-

A CH
é [=X]
! - -
Recommendations ‘ Answer Area
SN e
Use the Microsoft Cloug ‘?k"'mlv. ek ifordating
to evaluate comphange with clad gdvernance policies i1 Microsoft Defender for Cloud
L]
. Use the AzurgfWell. Arghitected Framework 1o secure
L individual workloads! :: Microsoft Defender Vulner ability
L | ——— ——
L]
|
|
Explanation:
Recommendations Answer Area
i Azure Advisor | I Use the Microsoft Cloud Adoption Framéwork for Azure
3 to evaluate compliance with cloud’igovernance policies: !l‘.f.:rrf‘sof: Defender for Cloud
i1 Microsoft Defender for Cloud ; | ®
T - 5o = L Use the Azure'Well-Architected Framework to secure
I x ] | z Y
i3 Microsoft Defender Vulnerability | bt individual workloads: [Microsoft Defender Vulnerability |
e et iy e R - TR ®
[T — 1 1.
:: Microsoft In | |
= X ] N
2 Microsoft Sentinel : 3
|
]
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You have an Azire SQL database named DB that contains customer information.

A team of database administrators has full access to DBI.

To address customer inquiries, operators in the customer service department use a custom web app named Appl to view the
custormer mnformation.

You need to design a security strategy for D81. The solution must meet the following requirements:

* When the database administrators access DB1 by using SQL management tools, they must be prevented from viewing the content
of the Credit Card attribute of each customer record.

* When the operators view customer records in App1, they must view only the last four digits of the Credit Card attribute.

‘What should you include in the design? To answer, select the appropriate options in the answer area. NOTE:

Each correct selection is worth one point.

e e L TR

For the database administrators: gAlways Encrypted b
Always Fncrypted

fDynamic data masking
| Rdw-level security (RLS) |
Transparent [!‘“_‘1 E_nc_'r!ptigﬁ MENTY

For the operators: I Row-tevel security (RLS) b
Always Encrypted
Dynamic data masking

Row-level security (RLS)

Iransparent Data Encryption (TDE)
(=)=

ME.

MmOV El s

For the database adffilfistrators! | AINvAS Bedojiiet! s
H Always Encrypted

[Dynamic data masking ~
Row-level security (RLS)
Transparent Data Encryption (TDE)

For the operators: 1 Row-level security (RLS) v
Always Encrypted
Dynamic data maskin

]

Row-level security (RLS)
Transparent Data Encryption (TOE)

Explanation:

Answer Area

For the databaselddininistrafors”  Always Encrypted "

For the operators: Row:-_lgs_rfgl security (RLS) -
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You have a mutlticloud environment that contains Azure, Amazon Web Services (AWS), and Google Cloud Platform (GCP)
subscriptions.

Youneed to discover and review role assigniments across the subscriptions.

‘What should you use?

e A Aare Lighthouse

¢ B. Microsoft Entra ID Governance

e C. Microsoft Entra Permissions Management
¢ D. Microsoft Defender for Identity

Y. C

ME.

Microsoft Entra Permissions Management is a cloud infrastructure entitlement management (CIEM) product that provides
comprehensive visibility and control over permissions for any identity and any resource in Microsoft Azure, Amazon Web Services
(AWS) and Google Cloud Platform (GCP).



Reference:
https//www.microsoft.conven-us/security/business/identity-access/microsoft-entra-permissions- management
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You have a Microsoft 365 ES subscription.

You need to recommend a solution to add a watermark to email attachments that contain sensitive data. What should you include in
the recommendation?

A. insider risk management

B. Microsoft Information Protection

C. Azure Purview

D. Microsoft Defender for Cloud Apps

He: B

Y.

Explanation

https:/docs.microsoft.com/en-us/microsoft- 365/compliance/sensitivity- labels ?view—=0365-worldwide You can use sensitivity labels
to: Provide protection settings that include encryption and content markings. For example, apply a "Confidential" label to a document
or email, and that label encrypts the content and applies a

"Confidential" watermark. Content markings include headers and footers as well as watermarks, and encryption can also restrict
what actions authorized people can take on the content. Protect content in Office apps across different platforms and devices.
Supported by Word, Excel, PowerPont, and Outlook on the Office desktop apps and Office on the web. Supported on Windows,
macOS, 10S, and Android. Protect content in third-party apps and services by using Microsoft Defender for Cloud Apps. With
Defender for Cloud Apps, you can detect, classify, label, and protect content in third-party apps and services, such as SalesForce,
Box, or DropBox, even if the third-party app or service does not read or support sensitivity labels.

EE #209

You have a Microsoft 365 ES subscription.

Youneed to recommend a solution to add a watermark to email attachments that contain sensitive data. What should you include in
the recommendation?

A. insider risk management

B. Microsoft Information Protection

C. Azure Purview

D. Microsoft Defender for Cloud Apps

e B

ME:

You can use sensitivity labels to:

Provide protection settings that include encryption and content markings. For example, apply a

"Confidential" label to a document or email, and that label encrypts the content and applies a

"Confidential" watermark. Content markings include headers and footers as well as watermarks, and encryption can also restrict
what actions authorized people can take on the content.

Protect content in Office apps across different platforms and devices. Supported by Word, Excel, PowerPoint, and Outlook on the
Office desktop apps and Office on the web. Supported on Windows, macOS, 10S, and Android.

Protect content in third-party apps and services by using Microsoft Defender for Cloud Apps. With Defender for Cloud Apps, you
can detect, classify, label, and protect content in third-party apps and services, such as SalesForce, Box, or DropBox, even if the
third-party app or service does not read or support sensitivity labels.
https://docs.microsoft.comven-us/microsoft-365/compliance/sensitivity- labels ?view=0365- worldwide
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