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Microsoft SC-100 certification examis designed to test an individual's knowledge and skills in cybersecurity architecture. Microsoft
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are already working in the field and want to enhance their skills and knowledge. The Microsoft SC-100 certification exam validates
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PrepAwayExam never hits its customers with any kind of scam instead they are offered with 100% authentic products for Microsoft
SC-100 exam preparation. It is our honor to serve you with ever best offering and delivering the core values for your spent pennies.
Failure is unusual with SC-100 training but if any misfortune leads you towards failure, no issues for financial loss. PrepAwayExam
will repay you all the charges that you have paid for our SC-100 exam products.

Microsoft SC-100 exam covers a range of topics related to cybersecurity architecture, including security design, implementation,
and management. SC-100 exam tests an individual’s understanding of cybersecurity principles, as well as their ability to implement
and manage security solutions in a variety of settings. SC-100 Examis designed to be challenging, and individuals who pass the
exam can be confident in their ability to design and implement effective cybersecurity solutions.

Microsoft Cybersecurity Architect Sample Questions (Q152-Q157):

NEW QUESTION # 152

To meet the application security requirements, which two authentication methods must the applications support? Each correct
answer presents a complete solution.

NOTE: Each correct selection is worth one point.

A. Security Assertion Markup Language (SAML)
B. certificate-based authentication

C. Kerberos

D. NTLMv2

Answer: A,C

Explanation:

Explanation

https://docs.microsoft.comven-us/azure/active-directory/app-proxy/application-proxy-configure-single-sign-on-on
httpsz//docs.microsoft.conven-us/azure/active-directory/app-proxy/application-proxy-configure-single- sign-on-w
httpsz/docs.microsoft.com/en-us/azure/active-directory/app-proxy/application-proxy-configure-customdomain

Topic 2, Litware, inc. Case Study 2

Overview

Litware, inc. is a financial services company that has mam offices in New York and San Francisco. litware has

30 branch offices and remote employees across the United States. The remote employees connect to the main offices by using a
VPN.

Litware has grown significantly during the last two years due to mergers and acquisitions. The acquisitions include several companies
based in France.

Existing Environment

Litware has an Azure Active Directory (Azure AD) tenant that syncs with an Active Directory Domain Services (AD D%) forest
named Utvvare.comand is linked to 20 Azure subscriptions. Azure AD Connect is used to implement pass-through authentication.
Password hash synchronization is disabled, and password writeback is enabled. All Litware users have Microsoft 365 ES licenses.
The environment also includes several AD DS forests, Azure AD tenants, and hundreds of Azure subscriptions that belong to the
subsidiaries of Litware.

Planned Changes

Litware plans to implement the following changes:

* Create a management group hierarchy for each Azure AD tenant.

* Design a landing zone strategy to refactor the existing Azure environment of Litware and deploy all future Azure workloads.

* Implement Azure AD Application Proxy to provide secure access to internal applications that are currently accessed by using the
VPN.

Business Requirements

Litware identifies the following business requirements:

* Minimize any additional on-premises infrastructure.

* Minimize the operational costs associated with administrative overhead.

Hybrid Requirements

Litware identifies the following hybrid cloud requirements:

* Enable the management of on-premises resources from Azure, including the following:

*Use Azure Policy for enforcement and compliance evaluation.

* Provide change tracking and asset inventory.

* Tmplement patch management.


https://www.verifieddumps.com/SC-100-valid-exam-braindumps.html
https://www.testkingpass.com/SC-100-testking-dumps.html

* Provide centralized, cross-tenant subscription management without the overhead of maintaining guest accounts.

Microsoft Sentinel Requirements

Litware plans to leverage the security information and event management (SIEM) and security orchestration autormated response
(SOAK) capabilities of Microsoft Sentinel. The company wants to centralize Security Operations Center (SOQ by using Microsoft
Sentinel

Identity Requirements

Litware identifies the following identity requirements:

* Detect brute force attacks that directly target AD DS user accounts.

* Tmplement leaked credential detection in the Azure AD tenant of Litware.

* Prevent AD DS user accounts from being locked out by brute force attacks that target Azure AD user accounts.

* Tmplement delegated management of users and groups in the Azure AD tenant of Litware, including support for.

* The management of group properties, membership, and licensing The management of user properties, passwords, and licensing
* The delegation of user management based on business units.

Regulatory Compliance Requirements

Litware identifies the following regulatory compliance requirements:

* insure data residency compliance when collecting logs, telemetry, and data owned by each United States- and France-based
subsidiary.

* Leverage built-in Azure Policy definitions to evaluate regulatory compliance across the entire managed environment.

* Use the principle of least privilege.

Azure Landing Zone Requirements

Litware identifies the following landing zone requirements:

* Route all internet-bound traffic from landing zones through Azure Firewall in a dedicated Azure subscription.

* Provide a secure score scoped to the landing zone.

* Ensure that the Azure virtual machines in each landing zone commumnicate with Azure App Service web apps in the same zone over
the Microsoft backbone network, rather than over public endpoints.

* Minimize the possibility of data exfiltration.

* Maximize network bandwidth.

The landing zone architecture will include the dedicated subscription, which will serve as the hub for internet and hybrid connectivity.
Each landing zone will have the following characteristics:

* Be created in a dedicated subscription.

* Use a DNS namespace of litware.com.

Application Security Requirements

Litware identifies the following application security requirements:

* Identify nternal applications that will support single sign-on (SSO) by using Azure AD Application Proxy.

* Monitor and control access to Microsoft SharePoint Online and Exchange Online data in real time.

NEW QUESTION # 153

You have an Azure subscription that has Microsoft Defender for Cloud enabled. Suspicious authentication activity alerts have been
appearing in the Workload protections dashboard.

You need to recommend a solution to evaluate and remediate the alerts by using workflow automation. The solution must minimize
development effort. What should you include in the recommendation?

A. Azure Event Hubs

B. Azure Monitor webhooks
C. Azure Logics Apps

D. Azure Functions apps

Answer: C

Explanation:

The workflow automation feature of Microsoft Defender for Cloud feature can trigger Logic Apps on security alerts,
recommendations, and changes to regulatory compliance.Note: Azure Logic Apps is a cloud-based platform for creating and running
autormated workflows that integrate your apps, data, services, and systerns.

With this platform, you can quickly develop highly scalable ntegration solutions for your enterprise and business-to-business (B2B)
scenarios.

NEW QUESTION # 154
Hotspot Question



Your company has a Microsoft 365 ES subscription, an Azure subscription, on-premises applications, and Active Directory Domain
Services (ADDS).

You need to recommend an identity security strategy that meets the following requirements:

- Ensures that customers can use their Facebook credentials to

authenticate to an Azure App Service website

- Ensures that partner companies can access Microsoft SharePoint Online sites for the project to which they are assigned The
solution must minimize the need to deploy additional infrastructure components.

‘What should you include in the recommendation? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
Answer Area

For the customers:

Azure AD B2B authentication with access package assignments

Azure AD B2C authentication

Federation in Azure AD Connect with Active Directory Federation Services
Pass-through authentication in Azure AD Connect

Password hash synchronization in Azure AD Connect

For the partners:
Azure AD B2B authentication with access package assignments

Azure AD BZC authentication

Federation in Azure AD Connect with Active Directory Federation Services
Pa s-throughrauthentication in Azure AD Connect

P ardhashisyricirohizafioh in Azure AD Connect

Answer:

Explanation:

For the customers: |

Azure AD B2B authentication with access package assignments

Azure AD B2C authentication W

Federation in Azure AD Connect with Active Directory Federation Services
Pass-through authentication in‘Azure AD Connect

Password hash synchronization in Azure AD Connect

For the partners:
Azure AD B2B authentication with access package assignments

Azure AD B2C-authentication

Federation in Azure AD Connect with Active Directory Federation Services
Pass-through authentication'in Azure AD Connect
Password hash synchronization in AZure AD/Carinéct

Explanation:

Box 1: Azure AD B2C authentication

Ensures that customers can use their Facebook credentials to authenticate to an Azure App Service website.

You can set up sign-up and sign-in with a Facebook account using Azure Active Directory B2C.

Box 2: Azure AD B2B authentication with access package assignments

Govern access for external users in Azure AD entitlement management. Azure AD entitlement management uses Azure AD
business-to-business (B2B) to share access so you can collaborate with people outside your organization.

With Azure AD B2B, external users authenticate to their home directory, but have a representation in your directory. The
representation in your directory enables the user to be assigned access to your resources.

Reference:

https7//docs.microsoft.com/en-us/azure/active-directory-b2c/identity-provider- facebook?pivots=b2c-user-flow
https7/docs.microsoft.com/en-us/azure/active-directory/governance/entitlement-management- external-users
httpsz/docs.microsoft.com/en-us/microsoft-365/enterprise/microsoft-365-integration



NEW QUESTION # 155

A custorrer is deploying Docker images to 10 Azure Kubernetes Service (AKS) resources across four Azure subscriptions. You
are evaluating the security posture of the customer.

You discover that the AKS resources are excluded from the secure score recommendations.

You need to produce accurate recommendations and update the secure score.

Which two actions should you recommend in Microsoft Defender for Cloud? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

A. Assign regulatory compliance policies.
B. Enable Defender plans.

C. Review the inventory.

D. Add a workflow automation.

E. Configure auto provisioning.

Answer: B.E

Explanation:
Enable the defender for containers plan - then ensure it deploys to your container resources with auto provision.

NEW QUESTION # 156

Your company develops several applications that are accessed as custom enterprise applications in Azure Active Directory (Azure
AD). Youneed to recommend a solution to prevent users on a specific list of countries from connecting to the applications. What
should you include in the recommendation?

A. activity policies in Microsoft Defender for Cloud Apps

B. user risk policies in Azure AD Identity Protection

C. sign-in risk policies in Azare AD Identity Protection

D. Azure AD Conditional Access policies

E. device compliance policies in Microsoft Endpoint Manager

Answer: D

Explanation:

Explanation
https://docs.microsoft.comven-us/azure/active-directory/conditional-access/howto-conditional-access-policy-loca
httpsz/docs.microsoft.com/en-us/power-platform/admin/restrict-access-online-trusted-ip-rules

NEW QUESTION # 157
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