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B #72

An admmnistrator needs to compare the performance of two VM that are running on separate Nutanix clusters.

When creating an Analysis chart in Prism Central Intelligent Operations, the administrator discovers that it is not possible to add VM
metrics for IOPS and CPU utilization to the same chart.

How should the administrator resolve this issue?

A. Create separate charts for metrics with different units of measurement

B. Ensure that both VM have the same number of vCPUs provisioned.

C. Migrate one of the VM so that both VM are running on the same cluster.
D. Create an Entity chart instead of a Metric chart.

EfE: A

R #73
An administrator needs to ensure that aVM is powered on before the rest of the VMswhen starting a host.
Which configuration option allows this behavior?

A. Agent VM

B. Host Affinity

C. High Availability
D. Recovery Plan

EfE: A

A -

In Nutanix AHV-based clusters, when you want to ensure that a specific VM (e.g., a critical VM like a domain controller) is
powered on before other VMs during a host startup or failover scenario, you use the Agent VM configuration setting.

Here's the exact explanation from the Nutanix ECA course:

"Agent VM are special VMs that are automatically powered on before other user VMs during host startup or recovery. This
ensures that critical VM, such as those that provide essential services, are always available first." In contrast:

#Recovery Plan (A) - This is used in the context of DR and failover, typically with Nutanix Leap.

#Host Affinity (B) - Host affinity rules control placement policies of VMs but not startup priority.

#High Availability (C) - HA ensures VM are restarted on surviving hosts but does not control startup order.

Therefore, setting the VM as an Agent VM guarantees that it is powered on before the other VMs during host start-up. Let me
know if you'd like steps on how to configure an Agent VM within Prism Central or Prism Element!

HA #74
Which task should be performed first when upgrading host memory?

® A. Remove node from the cluster.

e B. Execute "shutdown -h now" fromthe AHV command line mnterface.

o (. Gracefully stop the host by using the out of band management interface.
e D. Place node into the maintenance mode

Ef#: D

R -

The Nutanix ECA course provides detailed procedures for performing hardware upgrades, such as adding host memory, to ensure
cluster stability and data availability. Upgrading host memory requires safely preparing the node to avoid disrupting running VMs or
cluster operations.

Extract from Nutanix Enterprise Cloud Administration (ECA) Course Documents:

* Module: Cluster Management, Section: Hardware Upgrades"Before performing hardware upgrades, such as adding host memory,
the node must be placed into maintenance mode. This ensures that all VMs are migrated to other nodes and the host is safely
isolated from cluster operations."

* Module: Host Maintenance, Section: Maintenance Mode'Placing a node into mamntenance mode is the first step for hardware



upgrades. Maintenance mode migrates all VM to other nodes, stops the Controller VM (CVM), and prepares the host for safe
shutdown or hardware changes." Explanation of Options:

* A. Gracefully stop the host by using the out of band management interfaceThis is incorrect. Stopping the host via the out-of-band
management interface (e.g., IPMI or iLO) without first entering maintenance mode risks disrupting running VMs and cluster services.
The ECA course warns:"Shutting down a host without maintenance mode can cause VM crashes and data unavailability, as VMs
are not migrated."

* B. Remove node from the clusterThis is incorrect. Removing a node from the cluster is a permanent action that detaches it from the
cluster's metadata and storage pool, requiring re-imaging to rejoin. It is not appropriate for a temporary hardware upgrade like
adding memory. The ECA course states:" Removing a node is not required for hardware upgrades and should be avoided, as it
disrupts cluster configuration.”

* C. Execute "shutdown -h now" from the AHV command line interfaceThis is incorrect. Running shutdown -h now on the AHV
host without entering maintenance mode will abruptly stop the host, potentially crashing VMs and disrupting cluster operations. The
ECA course notes:"Directly shutting down a host via CLI without maintenance mode risks data loss and service disruption."

* D. Place node into maintenance modeThis is the correct answer. Placing the node into maintenance mode is the first step for
hardware upgrades, as it safely migrates all VM to other nodes, stops the CVM, and prepares the host for shutdown or hardware
changes. The ECA course emphasizes that maintenance mode ensures cluster stability during upgrades.

* Supporting Extract:"To upgrade host memory, place the node into maintenance mode using Prism Element or the CLI command
ncli host maintenance_mode. This ensures safe VM migration and host isolation." Additional Context from ECA:

* Mamtenance Mode Process: In Prism Element, mantenance mode can be enabled underHardware > Host > Enter Mamtenance
Mode. The process automatically migrates VMs using five migration, stops the CVM, and isolates the host. For AHV, the CLI
command is ncli host maintenance _mode id=<host_id> enable=true.

* Memory Upgrade: After entering maintenance mode, the host can be safely powered off to add memory, then powered back on
and exited from maintenance mode.

Supporting Reference from Web Results:

The Nutanix Bible (https://www.nutanix.conygo/the-nutanix-bible) confirms:"Maintenance mode is the required first step for host
hardware upgrades, ensuring VMs are migrated and the node is isolated before changes like memory upgrades."

B #75
Refer to Exhibit:

LCM it Pvact e Wy

An administrator notices the message shown in the exhibit when navigating to LCM from Prism Central.
‘Which action should the administrator take to update LCM to the latest version?

¢ A. RunanAHV upgrade.

¢ B. Download and install the latest LCM version froma CVM.
¢ C. RunanAOS upgrade.

¢ D. Performanlnventory Scan.

Ef#: D

A -

When Life Cycle Manager (LCM) reports thata newer framework version is available, thecorrect actionis toperform an inventory
scan (Option C).

Performing an inventory scan updates the available firmware/software versionsand allows LCM to download required updates.
Option A (Run an AOS upgrade)is unrelated to the LCM framework update process.

Option B (Run an AHV upgrade)is a separate component update and does not affect the LCM framework.

Option D (Download manually from a CVM)is not necessary because LCM updates are automatically pulled after an mventory
scan.

References:

Nutanix LCM User Guide #Updating LCM Framework and Performing Inventory Scans Nutanix KB #Best Practices for LCM
Updates Nutanix Prism Central #LCM Update Workflow



HH #76

An administrator recently attempted to enable Data-in-Transit Encryption on a scale-out Prism Central cluster to ensure service-level
traffic is encrypted between cluster nodes. After attempting to enable the feature, it did not function because of firewall restrictions.
Which CVM-specific port must be allowed through the firewall for Data-in-Transit Encryption?

e A0
e B. 1
o C.2
e D3
Ef&: D

TR

Data-in-Transit Encryption for Prism Central and CVMs requires specific internal communication ports to be open. Nutanix internal
component documentation states:

"Port 2020 is used by the Nutanix encryption service for encrypted CVM-to-CVM communication during Data-in-Transit
Encryption operations." This port is essential for establishing secure tunnels between control-plane services. Ports 2009 and 2010
are used by other CVM services (e.g,, Stargate, Curator coordination) but not for transport encryption. Port 9440 is for Prism
UI/API traffic, and while it must be accessible for management, it does not enable encrypted back- end service traffic.

Thus, the administrator must ensure that port 2020 is permitted to enable Data-in-Transit Encryption functionality.

B #77
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