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(Q10-Q15):

PRI #10
Ifa FortiSIEM rule is constructed to detect a potential data exfiltration attempt, which framework can provide insights on the
techniques attackers might use for this purpose?

A. OWASP Top Ten?
B. NIST SP 800-53?

C. ISO/IEC 270017

D. MITRE ATT&CK®?
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Refer to the exhibit.
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A service provider does not have a dedicated worker in the cluster, but still wants to add a collector to an organization.
‘What option does the administrator have?

A. Install a worker

B. Define the supervisorIP address as a worker unload address
C. Define a pseudo address as a worker IP address

D. Ignore the warning and continue adding the collector
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InFortiSIEM, collectors need to upload event logs to aworker nodefor processing. However, if there isno dedicated worker,
thesupervisor can function as the workerto receive data.

# The error message suggests that aworker upload addressmust be defined before adding a collector.

# Since there isno dedicated worker, the administrator canset the Supervisor IP as the upload destinationto enable log collection.

il =8 #12
Which three statements about collector commumnication with the FortiSIEM cluster are true? (Choose three.)

A. The supervisor does not initiate any connections to the collector node.

B. Collectors commumicate periodically with the supervisor node.

C. The only communication between the collector and the supervisor is during the registration process.

D. The supervisor periodically checks the health of the collector.

E. Collectors upload event data to any node in the worker upload list, but report their health directly to the supervisor node.
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A service provider purchases a licensed EPS of 520. The guaranteed EPS allocated to three customers is 50, 100, and 150
respectively. At the end of every three-minute interval, imcoming EPS is calculated at every collector and the value is sent to the
central decision-making engine on the supervisor node.

The ncoming EPS for the first collector is 25. the mcoming EPS for the second collector is 50, and the incommg EPS for the third
collector is 75.

Based on the information provided, what is the unused events total calculated by the supervisor?

A.71.460
B. 75.960
C. 35.960
D. 76.000
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Why was this incident auto cleared?

A. The original rule did not trigger within five minutes

B. Within five minutes, the packet loss percentage dropped to a level where the reporting IP is same as the source IP

C. Within five minutes the packet loss percentage dropped to a level where the reporting IP is the same as the host IP

D. Within five minutes, the packet loss percentage dropped to a level where the host IP of the original rule matches the host
IP of'the clear condition pattern
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From the "Clear If" condition in the exhibit:

*WITHIN 5 minutes, the system checks if the pattern AllPinglossSrv_ CLEAR occurs.

*The Host IP of the clear condition must match the Host IP of the original rule (Clear Condition.Host IP = Original Rule.Host IP).
*Ifthis condition is met, the system automatically clears the incident because it indicates that network connectivity has been restored
(packet loss has dropped).

Thus, the incident was auto-cleared because the system detected that the issue was resolved within the defined 5-minute window,
meeting the conditions for auto-clearance.
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