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FCP_GCS_AD-7.6 ;A B i E (Q18-Q23):

B #18
For what three reasons must you deploy a set of Google Cloud passthrough network load balancers for an active-passive high-
availability (HA) FortiGate cluster instead of a set of Google Cloud proxy network load balancers? (Choose three.)

¢ A Passthrough network load balancers can forward all protocols.

¢ B. Passthrough network load balancers rely on API calls from FortiGate devices during HA failovers.
¢ (. Passthrough network load balancers offer the highest throughput.

¢ D. Passthrough network load balancers termmate SSL connections.

¢ E. Passthrough network load balancers support health checks.

Ef#: A. C. E
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Passthrough load balancers support health checks to monitor backend health for failover.
They can forward all protocols, not limited to HTTP/HTTPS like proxy load balancers.
Passthrough load balancers provide higher throughput because they don't terminate sessions.

B #19
Refer to the exhibit.

JIAYlivat VULpuL

passive # diagnose debug application gcpd -1
passive # diagnose debug enable

passive # HA event
eip cluster-ip-vpm(34.68.13.24) is attached in remote instance: us-centrall-c/fgt-vpm, should be moved to local
[pid 90@@): failover eip: cluster-ip-vpm(34.68.13.24)

9000] fgt-vpm
Gap0l; inSta ni ,1172.16.08.2, vpc-vpm, accessConfig(external-nat), eip(34.68.13.24), tier(PREMIUM)
[pid 9@@e]: get inStance nic: nicl, 172.16.1.2, vpc2-vpm

[pid 9eee): get instance nic: nic2, 172.16.2.2, vpc3-vpm, accessConfiglexternal-nat), eip(34.66.4.139), tier(PREMIUM)
[pid 90@@]: nic® of instance fgt-vpm is using eip 34.68.13.24

[pid 90@@]): remove eip 34.68.13.24 from instance fgt-vpmi{nic@).

gcpd checking route: internal-route-vpm

failover route: internal-route-vpm, move next hop from 172.16.1.2 to 172.16.1.3

[pid 90@4): failover route: internal-route-vpm

[pid 9@@4]: remove route internal-route-vpm on next hop 172.16.1.2

gcpd checking forwardrule: fgt-forwarding-rule

failover forwardrule: fgt-forwarding-rule, move target from fgt-target-vpm to fgt-target2-vpm
[pid 90@6]): failover forwardrule: fgt-forwarding-rule

[pid 9086): set target forwardrule fgt-forwarding-rule point to target instance fgt-target2-vpm
[pid 9084): route internal-route-vpm is updated to next hop 172.16.1.3 successfully.

[pid 9@@e]: attach eip 34.68.13.24 to instance fgt-2-vpm(nic@).

[pid 900@): eip cluster-ip-vpm(34.68.13.24) is attached to local successfully.

[pid 9006]): forwardrule fgt-forwarding-rule is updated to next hop fgt-target2-vpm successfully.
==== gcpd ha failover exit ====

An admmnistrator is troubleshooting an issue when a high-availability (HA) failover occurs.
Which conclusion can you draw from the debug output?

e A. The health check has successfully updated the internal custom route to forward all internal traffic to
172.16.1.3.

¢ B. The HA cluster is deployed using the software-defined network (SDN) connector.

e C. The HA cluster is accessible using HTTPS on 34.68.13.24 and 34.66.4.139.

e D. Both cluster members are located in the same zone.

EfE: A

R
The debug output shows the mnternal route being updated and moved to the new next hop (172.16.1.3), indicating the health check
and failover process successfully redirected internal traffic to the active HA node.

R #20

An administrator configured an external fabric connector for Google Cloud to pull information from Google Cloud, ncluding
addresses, VM names, and subnets to create firewall policies.

When trying to create dynamic firewall addresses, the list of available instances does not populate any information from Google
Cloud.

Which two issues are the most probable cause? (Choose two.)

A. There are no VM instances deployed in Google Cloud.

B. Google Cloud Metadata API access is disabled for Compute Engine for the FortiGate instance.
C. The VM nstances in Google Cloud have multiple IP address assigned to them.

D. The VM nstances in Google Cloud were not deployed using Google Cloud marketplace.

IE%: A\ B

fiR -
The external fabric connector relies on Google Cloud Metadata AP access to retrieve instance information; if this is disabled, data
won't populate.



Ifno VM instances exist in the project, there will be no instance data for the connector to retrieve.

B #21
Refer to the exhibit.
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FortiGate-VM64-GCP # gcp: add GCP Lab

gcpd sdn connector GCP Lab prepare to update

gcpd get token

gcpd metadata url: http://169.254.169,254/computeMetadata/vl/instance/service-accounts/default/token
gcpd metadata result:200

Token expires in: 3599 seconds

gcpd metadata url: http://169.254.169.254/computeMetadata/vl/project/project-id

gcpd metadata result:20@

gcpd got project id from metadata: fcp-fcss-course-development

gcpd sdn connector GCP Lab start updating

gcpd sdn connector GCP Lab got empty project list, trying sdn update from metadata project: fcp-fcss-course-development
gcpd sdn connector GCP Lab get instanmce list successfully

gcpd didn't find any GKE cluster for project fcp-fcss-course-development

gcpd sdn connector GCP Lab list GKE cluster failed

GCP Lab got 3 addresses

gcpd sdn connector GCP Lab start updating IP addresses

gepd sdn connector GCP Lab finish updating IP addresseF BJ:ID-ET

An administrator configured GoogleCloud as an external fabric connector on FortiGate.
Which conclusion can you draw fiom the output?

A. The external fabric connector is misconfigured.

B. The external fabric connector is unable to find a valid Google Cloud project.

C. The external fabric connector shows that an administrator created three dynamic firewall addresses.
D. The external fabric connector found muiltiple IP addresses assigned to Google Cloud instances.

IEf#: D
fiE it

The output shows the connector successfully retrieved project information and instance IP addresses (GCP Lab got 3 addresses),
indicating it found multiple IPs assigned to Google Cloud instances.

R #22

Your organization is running an application in their shared services virtual public cloud (VPC) and must control network access
natively in the cloud.
How can your organization meet this requirement?

A. Create a firewall rule that allows access to the application instance only.

B. Create a firewall policy for the entire VPC that allows access from all networks.
C. Create another VPC in front of the shared services VPC and deploy FortiGate.
D. Create IAM access to allow access from specified resources only.

ERE: A
R

Creating specific firewall rules that restrict access directly to the application instance allows precise native network access control
within the shared services VPC.

B #23
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