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Microsoft AZ-500 exam include all the important concepts leaving behind the stories to tell for some other time. For the complete
and quick Microsoft AZ-500 preparation the Microsoft AZ-500 Exam Questions are the best study material. With Microsoft AZ-
500 Exam Practice test questions you can ace your Microsoft AZ-500 exam preparation simply and quickly to pass the final AZ-
500 exam easily.

The Microsoft AZ-500 exam consists of multiple-choice questions and scenario-based questions to test the candidate's knowledge
of Azure security concepts and their ability to apply them in real-world situations. Candidates have two hours to complete the exam,
and the passing score is 700 out of 1000. Microsoft recommends that candidates have at least one year of experience in Azure
security before taking AZ-500 exam.

The Microsoft AZ-500 exam consists of various topics related to Azure security, including Azure identity and access management,
Azure platform protection, data and application protection, and governance and compliance management. AZ-500 Exam is designed
to assess the skills of candidates in configuring, managing, and monitoring security solutions for Azure resources and services.
Candidates who pass the exam will earn the Microsoft Certified: Azure Security Engineer Associate certification.
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AZ-500 Valid Exam Blueprint, Reliable AZ-500 Test Vce
The great advantage of the APP online version is if only the clients use our AZ-500 certification guide in the environment with the
internet for the first time on any electronic equipment they can use our AZ-500 test materials offline later. So the clients can carry
about their electronic equipment available on their hands and when they want to use them to learn our qualification test guide. So the
clients can break through the limits of the time and environment and learn our AZ-500 Certification guide at their own wills. This is an
outstanding merit of the APP online version.

Microsoft Azure Security Technologies Sample Questions (Q22-Q27):
NEW QUESTION # 22 
You have an Azure Active Directory (Azure AD) tenant named contoso1812.onmicrosoft.com that contains the users shown in the
following table.

You create an Azure Information Protection label named Label1. The Protection settings for Label1 are configured as shown in the
exhibit. (Click the Exhibit tab.)
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Label1 is applied to a file named File1.
For each of the following statements, select Yes if the statement is true, Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:



NEW QUESTION # 23 
You have an Azure subscription that contains a storage account named storage1 and several virtual machines.
The storage account and virtual machines are in the same Azure region. The network configurations of the virtual machines are
shown in the following table.

The virtual network subnets have service endpoints defined as shown in the following table.

You configure the following Firewall and virtual networks settings for storage1:
Allow access from: Selected networks
Virtual networks: VNET3\Subnet3
Firewall - Address range: 52.233.129.0/24
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.



Answer:

Explanation:

Explanation

Box 1: No
VNet1 has a service endpoint configure for Azure Storage. However, the Azure storage does not allow access from VNet1 or the
public IP address of VM1.
Box 2: Yes
VNet2 does not have a service endpoint configured. However, the Azure storage allows access from the public IP address of VM2.
Box 3: No
Azure storage allows access from VNet3. However, VNet3 does not have a service endpoint for Azure storage.
The Azure storage also does not allow access from the public IP of VM3.

NEW QUESTION # 24 
You need to configure WebApp1 to meet the data and application requirements.
Which two actions should you perform? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

A. Turn on the HTTPS Only protocol setting.
B. Turn on the Incoming client certificates protocol setting.
C. Upload a public certificate.
D. Set the Minimum TLS Version protocol setting to 1.2.
E. Change the pricing tier of the App Service plan.

Answer: A,B

Explanation:



Refer https://docs.microsoft.com/en-us/azure/app-service/app-service-web-configure-tls-mutual-auth
Topic 2, Contoso
Please wait while the virtual machine loads. Once loaded, you may proceed to the lab section. This may take a few minutes, and the
wait time will not be deducted from your overall test time.
When the Next button is available, click it to access the lab section. In this section, you will perform a set of tasks in a live
environment. While most functionality will be available to you as it would be in a live environment some functionality (e.g., copy and
paste, ability to navigate to external websites) will not be possible by design.
Scoring is based on the outcome of performing the tasks stated in the lab. In other words, it doesn't matter how you accomplish the
task, if you successfully perform it, you will earn credit for that task.
Labs are not timed separately, and this exam may have more than one lab that you must complete. You can use as much time as you
would like to complete each lab. But, you should manage your time appropriately to ensure that you are able to complete the lab{s)
and all Please note that once you submit your work by clicking the Next button within a lab.
Task 1:
You need to configure Azure to allow RDP connections from the Internet to a virtual machine named VM1. The solution must
minimize the attack surface of VM1.
To complete this task, sign in to the Azure portal.
Task 2:
You need to add the network interface of a virtual machine named VM1 to an application security group named ASG1.
To complete this task, sign in to the Azure portal.
Task 3:
You need to perform a full malware scan every Sunday at 02:00 on a virtual machine named VM1 by using Microsoft Antimalware
for Virtual Machines.
Task 4:
The developers at your company plan to create a web app named App103178O6 and to publish the app to
htlps://www.contoso.com.
You need to perform the following tasks:
* Ensure that App10317806 is registered lo Azure Active Directory (Azure AD).
* Generate a password for App10317806.
Task 5:
You need to prevent administrative users from accidentally deleting a virtual network named VNET1. The administrative users must
be allowed to modify the settings of VNET1.
Task 6:
You need to ensure that a user named user2103l7806 can manage the properties of the virtual machines in the RG1lod10317806
resource group. The solution must use the principle of least privilege.
Task 7:
You need to ensure that only devices connected to a 131.107.0.0/16 subnet can access data in the railod10317806 Azure Storage
account, Task 8:
You need to email an alert to a user named admin1@contoso.com if the average CPU usage of a virtual machine named VM1 is
greater than 70 percent for a period of 15 minutes.
Task 9:
You need to collect all the audit failure data from the security log of a virtual machine named VM1 to an Azure Storage account.
To complete this task, sign in to the Azure portal.
This task might take several minutes to complete. You can perform other tasks while the task completes.
Task 10:
You need to prevent HTTP connections to the rg1lodl03l7806n1 Azure Storage account.
Task 11:
You need to ensure that the rg1lod10317806n1 Azure Storage account is encrypted by using a key stored in the
KeyVault10317806 Azure key vault.
Task 12:
You need to create a new Azure Active Directory (Azure AD) directory named 10317806.onmicrosoft.com. The new directory
must contain a user named userl103l7806.onmicrosoft.com who is configured to sign in by using Azure Multi-Factor Authentication
(MFA).
This is a case study. Case studies are not timed separately. You can use as much exam time as you would like to complete each
case. However, there may be additional case studies and sections on this exam. You must manage your time to ensure that you are
able to complete all questions included on this exam in the time provided.
To answer the questions included in a case study, you will need to reference information that is provided in the case study. Case
studies might contain exhibits and other resources that provide more information about the scenario that is described in the case
study. Each question is independent of the other question on this case study.
At the end of this case study, a review screen will appear. This screen allows you to review your answers and to make changes
before you move to the next sections of the exam. After you begin a new section, you cannot return to this section.
To start the case study



To display the first question on this case study, click the Next button. Use the buttons in the left pane to explore the content of the
case study before you answer the questions. Clicking these buttons displays information such as business requirements, existing
environment, and problem statements. If the case study has an All Information tab, note that the information displayed is identical to
the information displayed on the subsequent tabs. When you are ready to answer a question, click the Question button to return to
the question.
Overview
Contoso, Ltd. is a consulting company that has a main office in Montreal and two branch offices in Seattle and New York.
The company hosts its entire server infrastructure in Azure.
Contoso has two Azure subscriptions named Sub1 and Sub2. Both subscriptions are associated to an Azure Active Directory
(Azure AD) tenant named contoso.com.
Technical Requirements
Contoso identifies the following technical requirements:
* Deploy Azure Firewall to VNetWork1 in Sub2.
* Register an application named App2 in contoso.com.
* Whenever possible, use the principle of least privilege.
* Enable Azure AD Privileged Identity Management (PIM) for contoso.com
Existing Environment
Azure AD
Contoso.com contains the users shown in the following table.

Contoso.com contains the security groups shown in the following table.

Sub1
Sub1 contains six resource groups named RG1, RG2, RG3, RG4, RG5, and RG6.
User2 creates the virtual networks shown in the following table.

Sub1 contains the locks shown in the following table.

Sub1 contains the Azure policies shown in the following table.



Sub2

Sub2 contains the virtual machines shown in the following table.

All virtual machines have the public IP addresses and the Web Server (IIS) role installed. The firewalls for each virtual machine
allow ping requests and web requests.
Sub2 contains the network security groups (NSGs) shown in the following table.

NSG1 has the inbound security rules shown in the following table.

NSG2 has the inbound security rules shown in the following table.

NSG3 has the inbound security rules shown in the following table.

NSG4 has the inbound security rules shown in the following table.

NSG1, NSG2, NSG3, and NSG4 have the outbound security rules shown in the following table.

Contoso identifies the following technical requirements:
* Deploy Azure Firewall to VNetwork1 in Sub2.
* Register an application named App2 in contoso.com.
* Whenever possible, use the principle of least privilege.



* Enable Azure AD Privileged Identity Management (PIM) for contoso.com.

NEW QUESTION # 25 
You have an Azure subscription that contains an Azure SQL server named sqlsrv1 and an Azure SQL database named DB1.
Sqlsrv1 is configured for Microsoft Entra authentication only.
You have the Microsoft Entra identities shown in the following table.

Which users can create scoped credentials for DB1?

A. User1 only
B. User1 and User2 only
C. User1, User2, and User3

Answer: C

NEW QUESTION # 26 
You need to configure WebApp1 to meet the data and application requirements.
Which two actions should you perform? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

A. Turn on the HTTPS Only protocol setting.
B. Turn on the Incoming client certificates protocol setting.
C. Upload a public certificate.
D. Set the Minimum TLS Version protocol setting to 1.2.
E. Change the pricing tier of the App Service plan.

Answer: A,B

Explanation:
Refer https://docs.microsoft.com/en-us/azure/app-service/app-service-web-configure-tls-mutual-auth

NEW QUESTION # 27
......
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