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Topic 1

BIG IP Administration Install Initial Configuration and Upgrade: This section of the exam measures skills of
System Administrators and covers the lifecycle tasks for deploying and maintaining a BIG IP system. It
includes installing the platform, performing initial setup, applying licenses, configuring basic networking, and
planning and executing software upgrades and hotfixes.

Topic 2

BIG IP Administration Data Plane Configuration: This section of the exam measures skills of System
Administrators and covers configuring BIG IP objects that control data plane behavior. It focuses on
setting up virtual servers, pools, nodes, monitors, and profiles so that applications are delivered reliably and
efficiently according to design requirements.

Topic 3

BIG IP Administration Data Plane Concepts: This section of the exam measures skills of Network
Administrators and covers how BIG IP handles application traffic on the data plane. It includes
understanding flow of traffic, key data path components, basic concepts of load balancing, and how
security and performance features affect user traffic.

Topic 4

BIG IP Administration Support and Troubleshooting: This section of the exam measures skills of Network
Administrators and covers identifying and resolving common issues that affect BIG IP operation. It focuses
on using logs, statistics, diagnostic tools, and basic troubleshooting methods to restore normal traffic flow
and maintain stable application delivery.

Topic 5

BIG IP Administration Control Plane Administration: This section of the exam measures skills of System
Administrators and covers managing the control plane where BIG IP is configured and administered. It
includes working with user accounts, roles, device settings, configuration management, and using the
graphical interface and command line for daily administrative tasks.

F5 BIG-IP Administration Install, Initial Configuration, and Upgrade Sample
Questions (Q16-Q21):
NEW QUESTION # 16 
A BIG-IP Administrator is using Secure Copy Protocol (SCP) to transfer a TMOS image to the BIG-IP system in preparation for
an upgrade. To what directory should the file be transferred?

A. /shared/images/
B. /var/images/
C. /local/images/

Answer: A

Explanation:
BIG-IP systems require all ISO images (base TMOS images and HotFix images) to be stored in a specific directory used for
software installation:
/shared/images/
This directory:
Is the only supported location from which the BIG-IP software installation system validates and installs ISO files Is accessible by
both the GUI and TMSH installers Has adequate storage space allocated specifically for images Is part of the shared partition that
persists across reboots When transferring images via SCP, the administrator must copy them directly into
/shared/images/ so that:
The GUI (System Software Management Available Images) can detect the image TMSH install software image commands can
reference it Other directories such as /local/images/ or /var/images/ are not valid storage paths for software images.

NEW QUESTION # 17 
How should a BIG-IP Administrator check the provisioned CPU percent for a module?
(Choose two.)

A. By going to System > Resource Provisioning and hovering over the CPU section colors.
B. By checking the Dashboard output in the Statistics tab in the GUI.
C. By running the top command and reviewing the output for the provisioned module.



D. By running tmsh show /sys provision and reviewing the specific module in the output.
E. By running tmsh show /sys cpu and reviewing the specific module provisioned output.

Answer: A,D

Explanation:
BIG-IP allocates CPU and memory resources based on module provisioning levels.
To view how much CPU a module is assigned, administrators must check provisioning information from:
C). GUI - System > Resource Provisioning
This page visually displays CPU allocation via color-coded bars.
Hovering over the CPU bar shows:
* CPU usage percent per module
* Which modules share CPU cycles
* The system's total resource allocation
This is the primary GUI method.
D). tmsh show /sys provision
This command displays detailed module provisioning information including:
* Provisioned modules
* Their provisioning level
* CPU and memory allocation data
It is the authoritative CLI method for resource provisioning status.
Why the other options are incorrect:
A). top
* Shows real-time process usage, not provisioned CPU allocation.
B). tmsh show /sys cpu
* Displays CPU runtime utilization, not per-module provisioning.
E). Statistics Dashboard
* Only shows traffic / system runtime metrics, not provisioning resource allocations.
Therefore, C and D are correct.

NEW QUESTION # 18 
A BIG-IP device will be dedicated to functioning as a WAF, requiring only theASMmodule to be provisioned.
What provisioning level will ensure that the system allocatesall CPU, memory, and disk resourcesto this module exclusively?

A. Dedicated
B. Nominal
C. Comprehensive
D. Maximal

Answer: A

Explanation:
Provisioning defines how BIG-IP allocates system resources to modules. The provisioning levels include:
* Dedicated- allocatesallCPU, memory, and disk resources to a single module
* Nominal- standard resource allocation balanced with other modules
* Minimal- lowest level, used for basic utility needs
* None- module disabled
* Comprehensive / Maximal- not valid TMOS provisioning levels
Why "Dedicated" is correct
When a BIG-IP device is intended to runonly ASM(Web Application Firewall), the recommended way to maximize performance is
to provision the module atDedicatedlevel.
WithASM: Dedicated:
* ASM receives theentire hardware capacity
* No other modules can or should be provisioned
* This is explicitly recommended when a device is used solely as a WAF platform Why other options are incorrect B).
Comprehensive / C. Maximal
* These arenot valid provisioning modesin BIG-IP.
* TMOS supports: Nominal, Minimal, Large (module-specific), and Dedicated.
D). Nominal
* Shares resources with other modules



* Does not provide full system performance
* Not suitable when exclusive resource allocation is required
Thus,Dedicatedis the correct provisioning choice.

NEW QUESTION # 19 
Refer to the exhibit. What traffic will be permitted to reach the BIG-IP?

A. Telnet
B. FTP
C. SSH

Answer: C

Explanation:
The exhibit shows the configuration of a Self IP with:
Port Lockdown: Allow Custom
A Custom List that includes the following TCP ports:
443
22
Meaning of these ports:
TCP 443 -> HTTPS (TMUI -- web-based management)
TCP 22 -> SSH (command-line remote access)
No other TCP, UDP, or protocol entries are listed; therefore, only these two services are allowed to reach the BIG-IP via this Self
IP.
Evaluating the answer choices:
Option Service Port Allowed?
Not allowed
FTP TCP 21 Not listed



Allowed
SSH TCP 22 Listed
Not allowed
Telnet TCP 23 Not listed
Thus, SSH is the only traffic permitted through this Self IP configuration.

NEW QUESTION # 20 
The Service Check Date on the license matches the date that the BIG-IP was installed two years ago. Which of the following
activities would require the BIG-IP Administrator to renew the license and update the Service Check Date for it to work?

A. Creating a QkView and uploading it to the F5 iHealth site for support to review.
B. Performing a system software upgrade to a new version of BIG-IP that was just released.
C. Uploading and installing new ASM signatures and threat campaigns to the device.

Answer: B

Explanation:
Comprehensive and Detailed Explanation From BIG-IP Administration - Install, Initial Configuration, and Upgrade:
The Service Check Date embedded in the BIG-IP license acts as a gating mechanism that determines eligibility for software updates.
F5 enforces that the Service Check Date must be equal to or newer than the software release date of any BIG-IP version being
installed. If the installed license carries a Service Check Date from two years ago, attempting to upgrade to a newly released BIG-IP
software version - whose release date post-dates that Service Check Date - will fail, as the system validates this date during the
upgrade process.
Option A is incorrect - generating and uploading a QkView to F5 iHealth is a diagnostic activity that requires no license validation or
Service Check Date verification whatsoever.
Option C is incorrect - ASM signature and threat campaign updates are content updates, not platform software upgrades. These
updates are independent of the Service Check Date requirement and do not trigger license validation checks during installation.
Only a platform software upgrade to a newly released BIG-IP version directly invokes the Service Check Date validation,
mandating license renewal prior to the upgrade proceeding successfully.
Reference Topics: License Service Check Date, Software Upgrade Prerequisites, License Reactivation - BIG- IP Administration
Study Guide.

NEW QUESTION # 21
......

The product is made in three different formats to help customers with different preparation styles meet their needs. One of these
formats is F5 F5CAB1 Dumps PDF file which is printable and portable. Users can take BIG-IP Administration Install, Initial
Configuration, and Upgrade (F5CAB1) PDF questions anywhere and use them anytime.
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