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¢ Protect Data Used by Al Services: This section evaluates Al Governance Specialists on securing data in
Al-driven environments. It includes implementing controls for Microsoft Purview, configuring Data Security

FH 1 Posture Management (DSPM) for Al, and monitoring Al-related security risks to ensure compliance and

protection.

¢ Inplement Data Loss Prevention and Retention: This section evaluates Data Protection Officers on
designing and managing data loss prevention (DLP) policies and retention strategies. It includes setting

FH 2 policies for data security, configuring Endpoint DLP, and managing retention labels and policies.

Candidates must understand adaptive scopes, policy precedence, and data recovery within Microsoft 365.

e Manage Risks, Alerts, and Activities: This section assesses Security Operations Analysts on insider risk

management, monitoring alerts, and investigating security activities. It covers configuring risk policies,
M3 handling forensic evidence, and responding to alerts using Microsoft Purview and Defender tools.
Candidates must also analyze audit logs and manage security workflows.
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¢ Inplement Information Protection: This section measures the skills of Information Security Analysts in
classifying and protecting data. It covers identifying and managing sensitive information, creating and
applying sensitivity labels, and implementing protection for Windows, file shares, and Exchange.
Candidates must also configure document fingerprinting, trainable classifiers, and encryption strategies using]
Microsoft Purview.
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EAE #2006

Hotspot Question

You have a Microsoft SharePoint Online site that contains the following files.
Users are assigned roles for the site as shown in the following table.

Which files can User1 and User2 open? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

HE:

Y.

Explanation:

Userl: Userl is a Site Owner, meaning they have full control over all files in the site. Even though File3.docx is blocked by DLP, a
Site Owner can override or manage DLP restrictions and still access all files.

User2: User2 is a Site Member, meaning they have standard permissions to view and edit files unless blocked. Filel.docx has no
DLP action, so User2 can access it. File2.docx is matched by DLP, but it is not blocked, so User2 can still access it. File3.docx is
blocked by DLP, which means User2 cannot access it.

AE #207

DRAG DROP

You need to create a trainable classifier that can be used as a condition in an auto-apply retention label policy.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer
area and arrange them in the correct order.

HE:

MY

Explanation:

To create a trainable classifier that can be used in an auto-apply retention label policy, you need to follow these key steps:
1. Create the tramable classifier

This is the first step where you define the classifier, specifying the types of content it should identify.

2. Test the trainable classifier

Before using the classifier in production, you need to validate its accuracy by testing it against sample documents to ensure it
correctly classifies the intended data.

3. Publish the trainable classifier

Once testing is successful, you must publish the classifier so that it can be used in policies like auto-apply retention labels in
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Microsoft Purview.

EAE #208

You have 4 Microsoft 565 E5 subscription that contains two Microsoft SharePoint Online sites named Sitel and Site2. You plan to
configure a retention label named Label and apply labell to all the files in Site1 You need to ensure that two years after a file is
created in Sitel. the file moves automatically to Site2. How should you configure the Choose what happens after the retention period
setting for Labell?

A. Change the label

B. Deactivate retention settings
C. Run a Power Automate flow
D. Start a disposition review

o
M

: C

EE #209

SIMULATION

Username and password

Use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and select the username below.

To enter your password, place your cursor in the Enter password box and select the password below.
Microsoft 365 Username:

admn@WWLx971455.onmicrosoft.com

Microsoft 365 Password: XXXXXXXXX

Ifthe Microsoft Edge browser or Microsoft 365 portal does not load successfully, select the Microsoft Edge browser icon from the
task bar, type the URL "https://admin microsoft.com', and press Enter.

The following information is for technical support purposes only:

Lab Instance: XXXXXXXX.

Task 7

You need to create a retention policy that meets the following requirements:

- Applies to Microsoft Teams chats and Teams channel messages.

- Retains iters for five years from the date they are created, and then deletes them.

He:

HE:

Stage 1: Create an adaptive scope

Step 1: Sign into Microsoft Purview compliance portal using credentials for an admin account in your Microsoft 365 organization.
Step 2: In the compliance portal, select Roles and Scopes.

Step 3: Select Adaptive scopes, and then + Create scope.

Step 4: Follow the prompts in the configuration where you'll first be asked to assign an administrative unit. If your account has been
assigned administrative units, you must select one administrative unit that will restrict the scope membership. (Does not apply here) If
you don't want to restrict the adaptive scope by using administrative units, or your organization hasn't configured administrative units,
keep the default of Full directory. (Applies here) Step 5: Select the type of scope, and then select the attributes or properties you
want to use to build the dynamic membership, and type in the attribute or property values. Select Add attribute (for users and
groups).

For exanple, to configure an adaptive scope that will be used to identify users in Europe, first select Users as the scope type, and
then select the Country or region attribute, and type in Europe:

Step 6: For User Attributes select: Department, is equal to, Sales

Stage 2: Create and configure retention policies

Step 1: From the Microsoft Purview compliance portal, select Data lifecycle management > Microsoft 365 > Retention Policies.
Step 2: Select New retention policy to start the Create retention policy configuration, and name your new retention policy.

Step 3: For the Assign admin units page (skip)

Step 4: For the Choose the type of retention policy to create page, select Adaptive or Static.

Select Adaptive.

We need Adaptive scopes.

Step 5: On the Choose adaptive policy scopes and locations page, select Add scopes and select the one you created in Stage 1.

Step 6: Then, select one or more locations. The locations that you can select depend on the scope types added. For exanple, if you



only added a scope type of User, you'll be able to select Teans chats but not Teams channel messages.

Select: Tears chat and Teams channel

Step 7: For Decide if you want to retain content, delete it:

Select: On the Decide if you want to retain content, delete it, or both page, select Retain items for a specific period, specify the
retention period [specify 5 years], and then for At end of the retention period select Delete iters automatically.

Note: We need to retains item for five years from the date they are created, and then deletes them.

Reference:

httpsz/leam.microsoft.com/en-us/purview/purview-adaptive-scopes
httpsz/leam.microsoft.com/en-us/purview/create-retention-policies
httpsy/leam.microsoft.com/en-us/purview/retention-settings#settings- for-retaining-and-deleting- content

AE #210

You have Microsoft 365 ES subscription that uses data loss prevention (DLP) to protect sensitive information.
You have a document named Formdocx.

You plan to use PowerShell to create a document fingerprint based on Form.docx.

You need to first connect to the subscription.

‘Which cmdlet should you run?

A. Conmnect-MgGraph

B. Connect-ExchangeOnline
C. Connect-SPOService

D. Connect-IPPSSession

¥e: D

MY

Currently, you can create a document fingerprint only in Security & Compliance PowerShell, and Connect-IPPSSession is how you
connect to it.

https//learn.microsoft.com/en-us/purview/document- fingerprintingfcreate-a-custom-sensitive- information-type-based-on-
document-fingerprinting-using-powershell

https//learn.microsoft.comven-us/powershell/module/exchange/connect-

ippssession?view=exchange-ps
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