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Fortinet FCP_ZCS_AD-7.4 시험요강:

주제 소개

주제 1

VPN Solutions in Azure: This section of the exam measures skills of a Network Security Engineer and
addresses secure connectivity between Azure and on-premises environments. Candidates will review the
different site-to-site VPN options available in Azure, configure tunnels between FortiGate devices and
Azure VPN gateways, and understand how Azure Virtual WAN enhances global connectivity.

주제 2

High Availability (HA): This section of the exam measures skills of a Network Security Engineer and
focuses on maintaining system resilience within Azure. Candidates are required to demonstrate knowledge
of setting up FortiGate-based high availability in Azure, configuring Azure-native load balancing, and
implementing autoscaling features to ensure continuous service availability and optimal performance.

주제 3

Azure Virtual WAN: This section of the exam measures skills of a Cloud Engineer and explains the
concept and deployment of Azure Virtual WAN. It focuses on building large-scale, optimized, and
automated branch connectivity with Azure regions and services using virtual WAN hubs, improving cloud-
based networking efficiency and scalability.

주제 4

Azure Route Server Use Cases: This section of the exam measures skills of a Cloud Engineer and explores
real-world applications of the Azure Route Server. It includes identifying scenarios where Route Server is
used to streamline routing operations, support hybrid connectivity, and improve manageability in complex
network topologies.

주제 5

Fortinet Product Deployment: This section of the exam measures skills of a Network Security Engineer and
covers the implementation of Fortinet products within Azure environments. The topics include deploying
individual FortiWeb and FortiGate instances, integrating FortiGate with Azure’s software-defined
networking, and applying best practices for secure and efficient deployments of Fortinet solutions in the
cloud.
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주제 6

Azure Route Server Concepts: This section of the exam measures skills of a Cloud Engineer and covers
the basics of Azure Route Server. The focus is on understanding what the Azure Route Server is, how it
functions within a virtual network, and how it simplifies the management of dynamic routing by automating
route exchange with network virtual appliances.
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최신 Public Cloud Security FCP_ZCS_AD-7.4 무료샘플문제 (Q43-Q48):
질문  # 43 
How are the configurations synchronized between two FortiGate VMs in an active-passive HA with SDN connector failover
deployed from the Azure marketplace?

A. By configuring FGSP on the primary
B. Using unicast FGCP
C. An Azure function distributes the configuration files
D. Using system autoscaling during a failover

정답：B

설명：
In an active-passive HA deployment of FortiGate VMs in Azure using the Marketplace template, configuration synchronization is
handled via unicast FortiGate Clustering Protocol (FGCP). FGCP allows the primary unit to replicate its configuration and session
information to the secondary unit, ensuring seamless failover.

질문  # 44 
When you deploy a single FortiGate VM using the available template from the Azure Marketplace, several other resources are also
created.
Which two resources, among others, are created during the process? (Choose two.)

A. One NSG for each interface
B. One VM Scale set
C. One new route table
D. Two virtual NICs

정답：A,D

설명：
Two virtual NICs - The FortiGate Azure Marketplace template deploys the VM with at least two network interfaces: one for the
external/public interface and one for the internal/private interface.
One NSG for each interface - The deployment creates separate Network Security Groups (NSGs) attached to each NIC to control
inbound and outbound traffic as per Fortinet's best practices.

질문  # 45 
Refer to the exhibit.
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Your organization is planning the implementation of a complex hub-to-spoke solution to meet automated large-scale branch
connectivity with multiple regions, offering a diverse range of connectivity options.
Which Azure networking service can deliver a solution?

A. Azure SD-WAN
B. Azure Firewall Manager
C. Azure Virtual WAN
D. Azure VPN Gateway

정답：C

설명：
Azure Virtual WAN is designed for large-scale, automated, and global branch connectivity, supporting hub-and-spoke architectures
across multiple regions. It enables centralized routing, hub-to-hub connectivity, and integrates with VPN, ExpressRoute, and SD-
WAN solutions, making it ideal for complex, multi-region deployments as shown in the diagram.

질문  # 46 
In the context of Azure Route Server, what is a primary function of the route server subnet?

A. Serving as the hub for the exchange of routing information
B. Hosting virtual machines for routing propagation purposes
C. Providing DNS resolution for on-premises networks
D. Acting as a dedicated subnet to host network virtual appliances (NVAs) with routing propagation capabilities

정답：A

설명：
The route server subnet in Azure is a dedicated subnet that hosts the Azure Route Server, which functions as the hub for dynamic
routing information exchange between Azure virtual networks and BGP-enabled network virtual appliances (NVAs) or on-premises
routers. It enables seamless and centralized route propagation.

질문  # 47 
What is the primary purpose of enabling the IP forwarding setting on FortiGate in Azure?

A. To block incoming and outgoing network traffic
B. To prevent source and destination checks on network interfaces



C. To enable the VM to act as a router
D. To disable network security group (NSG) rules

정답：C

설명：
Enabling the IP forwarding setting on FortiGate (or any NVA) in Azure allows the VM to route traffic that is not destined for itself,
effectively enabling it to act as a router or firewall. This is essential for scenarios where FortiGate inspects or filters traffic between
subnets or from on-premises to Azure.

질문  # 48
......
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