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CWNP CWNA-109 Prüfungsplan:

Thema Einzelheiten

Thema 1
Radio Frequency (RF) Technologies: This topic explains the basic features and behavior of RF. It also
discusses applying the basic concepts of RF mathematics and measurement. Lastly, the topic covers RF
signal characteristics and the functionality of RF antennas.

Thema 2

WLAN Network Architecture and Design Concepts: This topic deals with describing and implementing
Power over Ethernet (PoE). Furthermore, the topic covers different wireless LAN architectures, coverage
requirements, roaming considerations, and common proprietary features in wireless networks.

Thema 3
WLAN Network Security: It addresses the concepts of weak security options, security mechanisms for
enterprise WLANs, and security options and tools used in wireless networks.

Thema 4
RF Validation and WLAN remediation: This topic covers RF interference, WLAN performance, the basic
features of validation tools, and common wireless issues.

Thema 5
WLAN Protocols and Devices: It focuses on terminology related to the 802.11 MAC and PHY, the
purpose of the three main 802.11 frame types, MAC frame format, and 802.11 channel access methods.
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Verfügung gestellt. So können Sie sie kostenlos als Probe herunterladen und die Zuverlässigkeit unserer Produkte testen. Wir helfen
Ihnen nicht nur, die Prüfung zum ersten Mal zu bestehen, sondern Ihnen auch viel Zeit und Energie zu ersparen. Pass4Test stehen
Ihnen die echten und originalen Prüfungsfragen und Antworten zur Verfügung, damit Sie die CWNP CWNA-109 Prüfung 100%
bestehen können. Mit CWNP CWNA-109 Zertifikat werden Sie in der IT-Branche leichter befördert. Und Ihre Zukunft werden
immer schöner sein.

CWNP Wireless Network Administrator (CWNA) CWNA-109
Prüfungsfragen mit Lösungen (Q103-Q108):
103. Frage 
You are implementing a multi-AP WLAN and fast secure roaming is essential. Which one of the following methods is an IEEE
802.11 standard method for fast roaming?

A. FT
B. Load balancing
C. OKC
D. Band steering

Antwort: A

Begründung:
FT (Fast Transition) is an IEEE 802.11 standard method for fast roaming. FT is defined in the IEEE 802.11r amendment and is also
known as Fast BSS Transition (FBT) or Fast Secure Roaming. FT is a feature that allows a client station to quickly switch from one
AP to another within the same ESS (Extended Service Set) without having to re-authenticate and re-associate with each AP. This
reduces the latency and packet loss that may occur during roaming, thus improving the user experience and maintaining the security
of the connection. FT works by using pre-authentication and key caching mechanisms that allow the client station and the APs to
exchange security information before the actual roaming occurs. This way, when the client station decides to roam to a new AP, it
can use a fast reassociation request and response that contain only a few fields, instead of a full authentication and association
exchange that require more time and data. References: 1, Chapter 9, page 367; 2, Section 6.3

104. Frage 
You are installing an AP to be used by 27 laptops. All laptops will connect on the 5 GHz frequency band. A neighbor network uses
channels 1 and 6. What channel should be used for this AP and why?

A. Channel 1, because it is best to use the channel with the lowest frequency
B. Channel 6, because it is always best to use this channel
C. Channel 11, because channels 1 and 6 are in use nearby
D. A 5 GHz channel, because channels 1 and 6 are 2.4 GHz channels they have no impact on the decision

Antwort: D

Begründung:
A 5 GHz channel should be used for this AP because channels 1 and 6 are 2.4 GHz channels and they have no impact on the
decision. The 5 GHz frequency band offers more non-overlapping channels than the 2.4 GHz frequency band, which reduces
interference and improves performance. The 5 GHz frequency band also supports higher data rates and wider channel bandwidths
than the 2.4 GHz frequency band, which increases capacity and throughput. The 5 GHz frequency band also has less interference
from other devices and sources than the 2.4 GHz frequency band, which enhances reliability and quality of service. Therefore, it is
recommended to use the 5 GHz frequency band for WLANs whenever possible. Channels 1 and 6 are two of the three non-
overlapping channels in the 2.4 GHz frequency band (the other one is channel 11). They are used by a neighbor network in this
scenario, but they do not affect the channel selection for this AP because they operate in a different frequency band than the 5 GHz
frequency band. Channel 6 is not always best to use; it depends on the interference and congestion level in the environment. Channel
1 is not best to use because it has a lower frequency than channel 6; frequency does not determine channel quality or performance.
Channel 11 is not best to use because it is also a 2.4 GHz channel and it may interfere with channels 1 and 6. References: CWNA-
109 Study Guide, Chapter 4: Antenna Systems and Radio Frequency (RF) Components, page 113

105. Frage 
What security option for 802.11 networks supports SAE and requires protected management frames?
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* WPA

A. WPA3
B. OWE
C. WPA2

Antwort: B

Begründung:
The security option for 802.11 networks that supports SAE and requires protected management frames is WPA3. WPA3 stands
for Wi-Fi Protected Access version 3 and is the latest security standard for WLANs.
WPA3 supports two modes: WPA3-Personal and WPA3-Enterprise. WPA3-Personal uses Simultaneous Authentication of Equals
(SAE) as the key exchange protocol, which provides stronger protection against offline dictionary attacks and password guessing
than WPA2-Personal. WPA3 also requires protected management frames, which are encrypted frames that prevent spoofing,
replay, or denial-of-service attacks on management frames such as deauthentication or disassociation frames. WPA, WPA2, and
OWE do not support SAE or require protected management frames. References: [CWNP Certified Wireless Network
Administrator Official Study Guide: ExamCWNA-109], page 307; [CWNA: Certified Wireless Network Administrator Official
Study Guide: ExamCWNA-109], page 297.

106. Frage 
An 802.11-based network uses an AP and has several connecting clients. The clients include iPhones, iPads, laptops and one
desktop. What WLAN use case is represented?

A. WPAN
B. BSS
C. IBSS
D. Ad-hoc

Antwort: B

Begründung:
A BSS (Basic Service Set) is a WLAN use case that represents an 802.11-based network that uses an AP (Access Point) and has
several connecting clients. The AP acts as a central point of coordination and communication for the clients, which can include
iPhones, iPads, laptops, desktops, or any other devices that have Wi-Fi capabilities. A BSS can be identified by a unique BSSID
(Basic Service Set Identifier), which is usually the MAC address of the AP's radio interface. A BSS can also be associated with an
SSID (Service Set Identifier), which is a human-readable name that identifies the network. References: , Chapter 1, page 23; ,
Section 1.1

107. Frage 
You are installing an AP to be used by 27 laptops. All laptops will connect on the 5 GHz frequency band. A neighbor network uses
channels 1 and 6. What channel should be used for this AP and why?

A. Channel 1, because it is best to use the channel with the lowest frequency
B. Channel 6, because it is always best to use this channel
C. Channel 11, because channels 1 and 6 are in use nearby
D. A 5 GHz channel, because channels 1 and 6 are 2.4 GHz channels they have no impact on the decision

Antwort: D

Begründung:
A 5 GHz channel should be used for this AP because channels 1 and 6 are 2.4 GHz channels and they have no impact on the
decision. The 5 GHz frequency band offers more non-overlapping channels than the 2.4 GHz frequency band, which reduces
interference and improves performance. The 5 GHz frequency band also supports higher data rates and wider channel bandwidths
than the 2.4 GHz frequency band, which increases capacity and throughput. The 5 GHz frequency band also has less interference
from other devices and sources than the 2.4 GHz frequency band, which enhances reliability and quality of service. Therefore, it is
recommended to use the 5 GHz frequency band for WLANs whenever possible. Channels 1 and 6 are two of the three non-
overlapping channels in the 2.4 GHz frequency band (the other one is channel 11). They are used by a neighbor network in this
scenario, but they do not affect the channel selection for this AP because they operate in a different frequency band than the 5 GHz
frequency band. Channel 6 is not always best to use; it depends on the interference and congestion level in the environment. Channel



1 is not best to use because it has a lower frequency than channel 6; frequency does not determine channel quality or performance.
Channel
11 is not best to use because it is also a 2.4 GHz channel and it may interfere with channels 1 and
6. References: CWNA-109 Study Guide, Chapter 4: Antenna Systems and Radio Frequency (RF) Components, page 113

108. Frage
......

Wenn Sie die CWNP CWNA-109 (CWNP Wireless Network Administrator (CWNA)) Zertifizierungsprüfung bestehen wollen,
hier kann Pass4Test Ihr Ziel erreichen. Wir sind uns im Klar, dass Sie die die CWNA-109 Zertifizierungsprüfung wollen. Unser
Versprechen sind die wissenschaftliche und qualitativ hochwertige Prüfungsfragen und Antworten zur CWNA-109
Zertifizierungsprüfung.
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