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Which two protocols does PingAccess use for authentication and authorization? (Choose 2 answers.)

A. SAML
B. OAuth2
C. OIDC
D. WS-Fed
E. WS-Trust

Answer: B,C

Explanation:
PingAccess is designed to work with modern identity protocols. It doesnotsupport legacy WS-* protocols directly.
Exact Extract:
"PingAccess integrates with OAuth 2.0 and OpenID Connect (OIDC) to provide authentication and authorization for web and API
resources."
* Option A (SAML)is incorrect - PingAccess does not natively consume SAML assertions; SAML can be used indirectly via
PingFederate.
* Option B (WS-Fed)is not supported.
* Option C (WS-Trust)is not supported.
* Option D (OAuth2)is correct - used for authorization and token validation.
* Option E (OIDC)is correct - used for user authentication and sessions.
Reference:PingAccess Administration Guide -Supported Protocols

NEW QUESTION # 66 
What information must be provided when setting the PingFederate Standard Token Provider for the Runtime engines?

A. Issuer
B. Port
C. Host
D. Client ID

Answer: C

Explanation:
When configuring PingAccess to use PingFederate as theStandard Token Providerfor runtime engines, PingAccess must know how
to contact PingFederate. The configuration requires theHost(PingFederate base URL).
Exact Extract:
"When configuring the Standard Token Provider, specify the PingFederate host to which PingAccess engines will connect for token
validation."
* Option A (Issuer)is part of OIDC metadata but not required explicitly in this configuration.
* Option B (Client ID)is needed for OAuth clients but not when defining the token provider connection itself.
* Option C (Host)is correct - this is required to connect to PingFederate.
* Option D (Port)may be included within the host definition (host:port) but is not the required field.
Reference:PingAccess Administration Guide -Configuring PingFederate as a Token Provider

NEW QUESTION # 67 
A business requires logs to be written to a centralized Oracle database. Which two actions must the PingAccess administrator take
to enable this? (Choose 2 answers.)

A. Remove the logs located in PA_HOME/log.
B. Enable the Audit flag in the Resource.
C. Configure log4j2.xml and log4j2.db.properties.
D. Import the database certificate into the Trusted Certificate Group.
E. Copy the database driver JAR file to the PA_HOME/lib directory.

Answer: C,E

Explanation:
PingAccess supports logging directly to a relational database usingLog4j database appenders. To enable this:



* Configurelog4j2.xmlto use a JDBC Appender.
* Configurelog4j2.db.propertieswith the database connection information.
* Provide the appropriate database driver in thePA_HOME/libdirectory.
Exact Extract:
"To log to a database, configure log4j2.xml and log4j2.db.properties, and place the JDBC driver JAR file in PA_HOME/lib."
* Option Ais correct - both files must be configured.
* Option Bis incorrect - existing logs do not need removal.
* Option Cis incorrect - enabling audit is unrelated to database logging.
* Option Dis correct - the Oracle JDBC driver must be installed in PA_HOME/lib.
* Option Eis incorrect unless TLS is used to connect to the DB, but it is not required for standard DB logging setup.
Reference:PingAccess Administration Guide -Log Configuration

NEW QUESTION # 68 
A PingAccess administrator needs to configure PingAccess to validate tokens. Which two options can the administrator use?
(Choose 2 answers)

A. Common SAML provider
B. PingAuthorize
C. PingFederate
D. Common OIDC provider
E. Kerberos

Answer: C,D

Explanation:
PingAccess validates access tokens usingAccess Token Managers, which are typically backed by PingFederateor ageneric OIDC
provider.
Exact Extract:
"PingAccess validates tokens through Access Token Managers, which can be configured against PingFederate or a common OIDC
provider."
* Option A (PingFederate)is correct - the most common token provider.
* Option B (Kerberos)is not supported for token validation.
* Option C (SAML provider)is incorrect - PingAccess does not natively consume SAML assertions.
* Option D (Common OIDC provider)is correct - tokens can be validated against any OIDC- compliant IdP.
* Option E (PingAuthorize)is an authorization engine, not a token provider.
Reference:PingAccess Administration Guide -Access Token Managers

NEW QUESTION # 69 
An administrator needs to configure a signed JWT identity mapping for an application that expects to be able to validate the
signature. Which endpoint does the application need to access to validate the signature?

A. /pa/aidc/cb
B. /pa-admin-api/v3/identityMappinga/descriptora/jwtidentitymapping
C. /pa/authtoken/JWKS
D. /pa-admin-api/v3/authTokenManagement

Answer: C

Explanation:
Applications consuming signed JWTs need theJSON Web Key Set (JWKS)endpoint to retrieve the public keys used for validating
JWT signatures. PingAccess exposes this at/pa/authtoken/JWKS.
Exact Extract:
"When using JWT identity mapping, applications can obtain the signing keys from the/pa/authtoken
/JWKSendpoint to validate the JWT signature."
* Option Ais correct -/pa/authtoken/JWKSprovides the key set for signature validation.
* Option Bis incorrect - that's an administrative API for configuring identity mappings, not a runtime validation endpoint.
* Option Cis incorrect -/pa/aidc/cbis the OIDC callback endpoint.
* Option Dis incorrect -/pa-admin-api/v3/authTokenManagementis for admin token management, not JWT validation.
Reference:PingAccess Administration Guide -JWT Identity Mapping
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