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HH #46
‘What Maestro component acts as a load balancer and network switch?

A. Security Gateway Module (SGM)

B. Security Switching Module (SSM)

C. Security Group (SG)

D. Maestro Hyperscale Orchestrator (MHO)

Ef#: D

iR

Explanation

*The Quantum Maestro Orchestrator uses the Distribution Mode to assign incoming traffic to Security Group Members.
*Reference: Working with the Distribution Mode

B #47
‘Which command is used to set the number of sites in a Maestro environment?

e A set maestro configuration orchestrator-site-amount
¢ B. set maestro configuration orchestrator-site-id

e C. set maestro configuration orchestrator-site-number
e D. set maestro orchestrator-site-amount

Ef: A

R

This command is used to set the number of sites n a Maestro environment, which can be either one or two.

The number of sites determines the site-sync configuration and the failover policies for the Security Groups and the Security Group
Members. The default value is one, and it can be changed only before the first Security Group is created.

References =

*Maestro basic setup documentation - Page 2 - Check Point CheckMates

*Check Point R81.10 for Scalable Platforns - Check Point Software

*CHECK POINT MAESTRO EXPERT

B #48
There are two appliances within the same Security Group. One of themis connected by One downlink only, another one by Two
downlinks. Assuming there's no NAT and no VPN, what would be proportion of traffic distribution done by Orchestrator?

A. 100%/0%
B. 50%/50%
C. 33%/66%
D. 66%/33%

.
R

: C

HH #49
‘What cannot be learned fiom the output of lidpctl?

A. Serial number of Appliance
B. Orchestrator's [P
C. Appliance model
D. Distribution mode

IEfE: D
A -

Explanation
The Ildpctl command is a tool to display information about the devices discovered by the Link Layer Discovery Protocol (LLDP) on



all ports of the Maestro Orchestrator and the Security Group Members. LLDP is a protocol that enables devices to exchange
information about their identity, capabilities, and configuration.

LLDP can help to discover the topology and connectivity of the Maestro environment. The output of lldpctl can show the serial
number, appliance model, and orchestrator's IP of the connected devices, but it cannot show the distribution mode of the Security
Group. The distribution mode is the algorithm that determines how the Maestro Orchestrator distributes the traffic among the
Security Group Members. To view the distribution mode, other commands such as asg monitor or asg stat can be used.
References

*Check Point Certified Maestro Expert (CCME) R81.X Courseware, Module 4: Using the Command Line Interface and WebUI,
Lesson4.2: LLDP, page 4-9

*Check Point R81 Maestro Administration Guide, Chapter 3: Working with Security Group Modules, Section:

LLDP, page 3-9

*Check Point R81 Maestro Administration Guide, Chapter 2: Maestro Security Groups, Section: Traffic Distribution, page 2-7
*Maestro basic setup documentation - Page 2 - Check Point CheckMates

*Log and Configuration Files - Check Point Software

HM #50
A splitter cannot be used:

¢ A. To connect a single port on an Orchestrator to multiple ports on an external switch
¢ B. To connect a single port on an Orchestrator to multiple Appliances

¢ C. To connect a single port on an Appliance to multiple ports on the Orchestrator

¢ D. To connect a single port on an Orchestrator to the same Appliance

Ef#: D

L

In a Check Point Maestro environment, a splitter is used to divide a single high-speed port (e.g., QSFP or QSFP28) into multiple
lower-speed ports (e.g., SFP or SFP+). However, a splitter cannot be used to connect a single port on an Orchestrator to the same
Appliance, as this would not align with the purpose of a splitter, which is to expand connectivity to multiple devices or ports, not to
loop back to a single device.

Exact Extract:

"A splitter is used to divide a single high-speed port on the Orchestrator (e.g., QSFP or QSFP28) into multiple lower-speed ports
(e.g, SFP or SFP+). Splitters are typically used to connect a single Orchestrator port to multiple ports on an external switch or to
multiple Appliances. However, a splitter cannot be used to connect a single Orchestrator port to the same Appliance, as this does
not align with the splitter's purpose of expanding connectivity."

-Check Poit Certified Maestro Expert (CCME) R81.X Courseware, Module 3: Dual Orchestrator Environment, Lesson 3.2:
Connectivity Options, page 3-10

-Check Point R81 Maestro Administration Guide, Chapter 3: Working with Security Group Modules, Section: Connectivity, page
3-10 Explanation of Options:

* A. To connect a single port on an Orchestrator to the same Appliance: Correct, as a splitter is not designed for this purpose and
cannot be used to connect an Orchestrator port to a single Appliance.

* B. To connect a single port on an Orchestrator to multiple ports on an external switch: Incorrect, as this is a valid use case for a
splitter.

* C. To connect a single port on an Appliance to multiple ports on the Orchestrator: Incorrect, as splitters can be used in
configurations where an Appliance connects to mutltipleOrchestrator ports.

* D. To connect a single port on an Orchestrator to multiple Appliances: Incorrect, as this is another valid use case for a splitter.
References:

Check Point Certified Maestro Expert (CCME) R81.X Courseware, Module 3: Dual Orchestrator Environment, Lesson 3.2:
Connectivity Options, page 3-10 Check Point R81 Maestro Administration Guide, Chapter 3: Working with Security Group
Modules, Section:

Connectivity, page 3-10
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