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¢ Protecting PowerFlex Storage: This section covers data protection through snapshot technology for point-
bEY 71 n-time copies and volume replication between clusters for disaster recovery.

¢ PowerFlex Upgrades: This domain covers understanding upgrade procedures and executing cluster
hEy 22 upgrades to newer software versions.

¢ PowerFlex Logical Entities: This section focuses on configuring the logical structures within PowerFlex
FEy 23 including tenplates, resource groups, protection domains, fault sets, and storage pools that organize and
manage storage resources.

¢ PowerFlex Storage: This domain addresses daily storage operations including creating and managing
hEY 74 volumes, configuring shared file systems, and working with storage data targets.

e PowerFlex Security: This section addresses security administration through managing user accounts and

bEYZS access privileges, integrating CloudLink for encryption, and configuring system alerting,

¢ PowerFlex Conmponents and Resource Discovery: This domain covers identifying PowerFlex hardware
FEY 26 models and software components, using management interfaces to interact with the system, and completing
essential post-installation configuration tasks.
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B #67
How can storage pools in PowerFlex be expanded?

A. Add additional disks to the existing pool
B. Configure replication between clusters
C. Increase the node count in the fault set
D. Create new protection domains

EfE: A

A -

PowerFlex Storage Pools are elastic containers for physical drive capacity.

* Add additional disks to the existing pool (Option A): You can expand a Storage Pool by physically inserting new drives into
existing nodes and adding them to the pool, or by adding completely new nodes (populated with drives) to the cluster.

* The Process: When new devices are added to a Storage Pool, the PowerFlex MDM automatically initiates a Rebalance operation.
It moves existing data chunks from the full drives to the new empty drives until the usage percentage is equalized across all drives in
the pool. This process is transparent to the host and increases both the capacity and the I/O performance of the pool.

I #68
What is the default role assigned to new users in PowerFlex if no specific higher privilege is selected (or conceptually, the basic

read-only role)?

A. Monitor

B. Read-only user
C. Operator

D. Administrator

EfE: A

TR

In the PowerFlex role hierarchy, the Monitor role is the standard "Read-Only" role.

* Monitor Role: Users with this role can view the dashboard, check configurations, view logs, and monitor performance. However,
they cannot make any changes to the system (cannot create volumes, cannot add nodes, cannot change passwords).

* Default Context: When discussing "default” security postures or the safest role to assign to auditors or junior staff, Monitor is the
correct answer. The "Admmistrator" has full control, and "Security" manages users. "Read-only user" is a description of the
functionality, but Monitor is the specific PowerFlex terminology for the role.

HH #69
While setting up a PowerFlex cluster, an administrator needs to create a Storage Pool. What tasks must they complete first?

¢ A. Configure a Protection Domain
e B. Assign drives with consistent performance metrics
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¢ C. Enable Fault Sets for redundancy
¢ D. Validate VLAN configurations

EfE: A

BN -

This question tests your knowledge of the logical hierarchy in PowerFlex:

System $\rightarrow$ Protection Domain $\rightarrow$ Storage Pool $\rightarrow$ Device (Disk)

$S\rightarrow$ Volume.

* Configure a Protection Domain (Option A): You cannot create a Storage Pool without a parent entity. The Protection Domain
(PD) is the contamner that isolates a specific group of nodes. Once the PD is created, you create a Storage Pool inside it.
* The Workflow:

* Install SDS software on nodes.

* Create a Protection Domain (e.g., PD 1).

* Add SDS nodes to PD 1.

* Create a Storage Pool (e.g., Pool SSD) inside PD 1.

* Add devices (drives) to Pool SSD.

Options B and C are important validation steps, but A is the mandatory structural prerequisite.

HR #70
An administrator wants to secure PowerFlex user accounts by mtegrating with LDAP. What steps should they follow? (Choose
two).

e A Test LDAP integration for authentication

¢ B. Configure LDAP server details in the PowerFlex GUI
¢ C. Enable multi-factor authentication for all users

¢ D. Define user roles and permissions in RBAC

Ef#: A. B

R :

* Configure LDAP server details (Option A): The administrator must navigate to the Security settings and input the IP/Hostname of
the LDAP/AD server, the Base DN (Distinguished Namne), and the Bind User credentials. This establishes the connection.

* Test LDAP integration (Option C): Before saving and relying on the configuration, it is essential to performa "Test" action within
the interface. This verifies that PowerFlex can reach the LDAP server and successfully query the user directory. Ifthis step is
skipped and the config is wrong, users might be locked out.

Note: Option B is partially relevant but usually automated via "LDAP Group Mapping' rather than defining individual local RBAC
roles for every LDAP user.

B #71
What is the default state of snapshots created in PowerFlex?

A. Read-only
B. Archived
C. Active

D. Editable

IEf@E: D

AR :

* Editable (Writable): Unlike many traditional storage arrays where a snapshot is a read-only frozen image requiring a "clone" to
become writable, PowerFlex snapshots are filly writable volumes by default.

* Behavior: Immediately upon creation, a snapshot is mapped as a volume. You can mount it to a host, write new data to it, delete
files from it, or format it, without affecting the source parent volume (due to the Redirect-on- Write architecture).

R #72
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