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436. Frage
‘When planning a VPN deployment, for which reason does an engineer opt for an active/active FlexVPN configuration as opposed
to DMVPN?

A. HSRP is used for faliover.

B. Traffic is distributed statically by default.
C. Multiple routers or VRFs are required.
D. Floating static routes are required.

Antwort: C

An active/active FlexVPN configuration allows for multiple routers or VRFs to act as hubs for different VPN groups, providing load
balancing and redundancyl. This is useful when the VPN deployment has a large number of spokes or different security policies for
different groups of spokes. DMVPN, on the other hand, only supports a single hub or a pair of hubs in active/standby mode for
each VPN group?2. This limits the scalability and flexibility of DMVPN deployments. Therefore, an engineer would opt for an
active/active FlexVPN configuration as opposed to DMVPN when multiple routers or VRFs are required. References =

* Cisco FlexVPN: Benefits and Best Practices

* Cisco DMVPN Design Guide

437. Frage
Drag and drop the security responsibilities from the left onto the corresponding cloud service models on the right.
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The cloud security shared responsibility model is a way of describing how the security tasks and obligations are divided between the
cloud service provider (CSP) and the customer, depending on the type of cloud service model used. The cloud service models are:
* Software as a Service (SaaS): The CSP provides and manages the entire software stack, including the applications, data, runtime,
middleware, operating system, virtualization, servers, storage, and networking, The customer only needs to access the software
through a web browser or an application.

The customer is responsible for managing their own data and identities, as well as configuring the security settings of the software.
The CSP is responsible for everything else, including patching the operating system and the applications12

* Platform as a Service (PaaS): The CSP provides and manages the platform layer, including the runtime, middleware, operating
system, virtualization, servers, storage, and networking. The customer can deploy and run their own applications and data on the
platform, using the tools and languages supported by the CSP. The customer is responsible for managing their own applications and
data, as well as configuring the security settings of the platform. The CSP is responsible for patching the operating systemand the
middleware12

* Infrastructure as a Service (IaaS): The CSP provides and manages the infrastructure layer, including the virtualization, servers,
storage, and networking. The customer can provision and use virtual machines, containers, or bare metal servers, and install their
own operating system, middleware, applications, and data. The customer is responsible for managing and patching their own
operating system, middleware, applications, and data, as well as configuring the security settings of the infrastructure. The CSP is
responsible for the physical security and availability of the infrastructure12 References = 1: Shared responsibility in the cloud -
Microsoft Azure 2: Cloud security shared responsibility model - NCSC

438. Frage
What is a benefit of using Cisco FMC over Cisco ASDM?

A. Cisco FMC provides centralized management while Cisco ASDM does not.

B. Cisco FMC uses Java while Cisco ASDM uses HTMLS.

C. Cisco FMC supports all firewall products whereas Cisco ASDM only supports Cisco ASA devices
D. Cisco FMC supports pushing configurations to devices while Cisco ASDM does not.

Antwort: A

Begrindung:

Explanation Explanation Cisco FTD devices, Cisco Firepower devices, and the Cisco ASA FirePOWER modules can be managed
by the Firepower Management Center (FMC), formerly known as the FireSIGHT Management Center -> Answer D is not correct
Reference: CCNP And CCIE Security Core SCOR 350-701 Official Cert Guide Note: The ASA FirePOWER module runs on the
separately upgraded ASA operating system "You cannot use an FMC to manage ASA firewall fnctions." Reference:
https7//www.cisco.convc/en/us/td/docs/security/firepower/compatibility/firepower-compatibility. html The Cisco Secure Firewall
Threat Defense Manager (Firepower Management Center) increases the effectiveness of your Cisco network security solutions by
providing centralized, integrated, and streamlined management. Reference:
httpsy//www.cisco.comy/c/en/us/products/collateral/security/firesight-management-center/datasheetc78-736775.html Explanation
Cisco FTD devices, Cisco Firepower devices, and the Cisco ASA FirePOWER modules can be managed by the Firepower
Management Center (FMC), formerly known as the FireSIGHT Management Center -> Answer D is not correct Reference:

Note: The ASA FirePOWER module runs on the separately upgraded ASA operating system



"You cannot use an FMC to manage ASA firewall functions."

The Cisco Secure Firewall Threat Defense Manager (Firepower Management Center) increases the effectiveness of your Cisco
network security solutions by providing centralized, integrated, and streamlined management.

Explanation Explanation Cisco FTD devices, Cisco Firepower devices, and the Cisco ASA FirePOWER modules can be managed
by the Firepower Management Center (FMC), formerly known as the FireSIGHT Management Center -> Answer D is not correct
Reference: CCNP And CCIE Security Core SCOR 350-701 Official Cert Guide Note: The ASA FirePOWER module runs on the
separately upgraded ASA operating system "You cannot use an FMC to manage ASA firewall functions." Reference:
https//www.cisco.comv/c/en/us/td/docs/security/firepower/compatibility/firepower-compatibility.html The Cisco Secure Firewall
Threat Defense Manager (Firepower Management Center) increases the effectiveness of your Cisco network security solutions by
providing centralized, integrated, and streamlined management. Reference:
httpsy//www.cisco.comv'c/en/us/products/collateral/security/firesight-management-center/datasheetc78- 736775 .html

439. Frage
What is managed by Cisco Security Manager?

A. ESA
B. ASA
C. WSA
D. access point

Antwort: B

Begrindung;

Cisco Security Manager provides a conmprehensive managemment solution for:
- Cisco ASA 5500 Series Adaptive Security Appliances

- Cisco intrusion prevention systems 4200 and 4500 Series Sensors

- Cisco AnyConnect Secure Mobility Client

Cisco Security Manager provides a comprehensive management solution for:
- Cisco ASA 5500 Series Adaptive Security Appliances

- Cisco intrusion prevention systems 4200 and 4500 Series Sensors

- Cisco AnyConnect Secure Mobility Client

Cisco Security Manager provides a comprehensive management solution for:
- Cisco ASA 5500 Series Adaptive Security Appliances

- Cisco intrusion prevention systems 4200 and 4500 Series Sensors

- Cisco AnyConnect Secure Mobility Client

440. Frage
Refer to the exhibit.
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When configuring a remote access VPN solution terminating on the Cisco ASA, an administrator would like to utilize an external
token authentication mechanism in conjunction with AAA authentication using machine certificates. Which configuration item nuist be
modified to allow this?

A. Method

B. Group Policy
C. SAML Server
D. DHCP Servers

Antwort: A

In order to use AAA along with an external token authentication mechanisim, set the "Method" as "Both" in the Authentication.

441. Frage

Wie kann man Erfolge erlangen. Es gibt mur eine Ankiirzung, ndmlich: die Lernhilfe zur Cisco 350-701Zertifizierungspriifung von
Pass4Test zu benutzen. Das ist unser Vorschlag fiir jeden Kandidaten. Wir hoffen, dass Sie Thren Traum erfiillen konnen.
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