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i =8 #29
Which of the following statements is true regarding the Intrusion Prevention Protection Module?

¢ A The Intrusion Prevention Protection Module analyzes the payload within incoming and outgoing data packets to identify
content that can signal an attack.

¢ B. The Intrusion Prevention Protection Module can prevent applications from executing, allowing an organization to block
unallowed software.

e C. The Intrusion Prevention Protection Module can identify changes applied to protected objects, such as the Hosts file, or
the Windows Registry.

¢ D. The Intrusion Prevention Protection Module blocks or allows traffic based on header information within data packets.

ER: A
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The Intrusion Prevention Module (IPS) perforns deep packet inspection, examning both the headers and payload of network
packets to detect and block exploits, malware, and other threats. It is not limited to header analysis and is not responsible for file
integrity or application control.

From the official documentation:

"The Intrusion Prevention module inspects the payload and headers of network traffic to detect and block exploits and attacks. It
uses deep packet inspection techniques to identify malicious content and suspicious patterns in network data." Option B is correct.
Option A is only partially true (IPS looks at more than just headers).

Option C is handled by Integrity Monitoring, not IPS.

Option D is handled by Application Control, not IPS.

References:

Trend Micro Deep Security 20 LTS Administrator's Guide - Intrusion Prevention Trend Micro Deep Security Help: Intrusion
Prevention Overview

i =8 #30
While viewing the details of the Firewall Protection Module, as displayed in the exhibit, you note that a few rules have already been
assigned. You try to disable these rules, but they can not be unassigned. Why can the displayed rules not be unassigned?
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A. The rules displayed in the exhibit can not be unassigned as the administrator currently logged into the Deep Security
Manager Web console does not have the permissions necessary to unassign rules.

B. The rules displayed in the exhibit were assigned to the policy automatically when a Recommendation Scan was run. Rules
assigned through a Recommendation Scan can not be disabled once assigned.

C. The rules displayed in the exhibit have been hard-coded with the details of the policy. These rules will automatically be
assigned to all Firewall policies that are created and can not be unassigned.

D. The rules displayed in the exhibit have been assigned to the policy at the parent level. Rules assigned to a parent policy can
not be unassigned at the child level.

ZEX: D

f R A«

Firewall rules that are assigned at the parent policy level are inherited by all child policies and cannot be unassigned from the child
policy. You must remove or modify these rules at the parent policy to affect all children.

References:

Trend Micro Deep Security Policy and Rule Inheritance
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How is scan caching used in agentless implementations of Deep Security?

A. Scan caching maintains the Inclusions and Exclusions lists from the Malware Scan Configuration in memory to improve
performance.

B. Scan caching enhances the performance of the Deep Security Virtual Appliance in that files scanned for malware on a
virtual machine that appear on other virtual machines may not need to be scanned again.

C. Scan caching is used in Agent-based installations only and is not supported in an agentless implementation.

D. Scan caching manages resource usage by staggering the launch of malware scans to prevent scan storms
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Based on the policy configuration displayed in the exhibit, which of the following statements is true?

e A Ifthe Deep Security Manager does not receive a message from the Deep Security agent every 20 minutes, an alert will be
raised.

e B. Deep Security Agents will send event information to Deep Security Manager every 10 minutes.

e C. Changes to any of the Deep Security policies will be sent to the Deep Security Agents as soon as the changes are saved.

¢ D. Admmistrators with access to the protected Server will be able to uninstall the Deep Security Agent through Windows
Control Panel.

ZX: D

fE AR A«

In the exhibit, under "Agent Self Protection," the toggle is disabled (blue switch is to the left, "No"), which means the self-protection
feature is off.

This means local users/administrators on the server can uninstall, stop, or modify the agent via standard Windows tools (like the
Control Panel).

Option A is incorrect: "Automatically send Policy changes to computers" is set to "No," so policy changes will not be pushed
mstantly; they'll take effect at the next agent heartbeat.

Option C is incorrect: Heartbeat interval is set to 22 minutes (not 10).

Option D is incorrect: The alert threshold is for "missed heartbeats" and is set to 3, but the heartbeat nterval is

22 minutes, not 20.

References:

Trend Micro Deep Security Help: Agent Self Protection

Deep Security 20 LTS Admmistrator's Guide, Policy Configuration

Exhibit screenshot details

FIRE #33
Which of the following statements is false regarding the Log Inspection Protection Module?

A. Scan for Recommendations identifies Log Inspection rules that Deep Security should implement.

B. Custom Log Inspections rules can be created using the Open Source Security (OSSEC) standard.

C. Deep Security Manager collects Log Inspection Events from Deep Security Agents at every heartbeat.
D. The Log Inspection Protection Module is supported in both agent-based and agentless environments.

ZE: D
fRRERR A :

Log Inspection requires running some analysis on the computer and is not supported in Agentless deployments.
Explication: Study Guide - page (310)

IR #34
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