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¢ Planning: This section of the exam measures the skills of Cloud Monitoring Engineers and covers the
foundational planning tasks required for successful Instana deployment. Candidates must understand the
nstallation prerequisites, the architectural design of Instana for on-premises environments, and the platform

hEY 71 core capabilities and use cases. It also assesses knowledge of different agent modes, supported sensors

and tracers, and the distinctions between cloud service agents and serverless agents essential for scalable

implementation.

e Security and Compliance: This section of the exam measures the skills of IT Security Analysts and focuses

on the data protection and compliance aspects of Instana deployment. Candidates nust describe and
NEw 22 implement data retention policies, plan for regulatory compliance, secure APIs, manage user access, and
mterpret audit logs. The goal is to ensure secure system configurations that align with organizational and
regulatory standards.
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¢ Troubleshooting: This section of the exam measures the skills of System Support Engineers and focuses on
resolving technical and operational issues in Instana. It includes configuring log levels, collecting logs for
. debugging, and identifying connectivity issues between agents and the backend. Candidates will
FEY 273 . 02, . o .
troubleshoot installation failures, diagnose communication problemns, and apply corrective measures to
ensure consistent Instana performance and stability across environments.

¢ Configuration: This section of the exam measures the skills of DevOps Administrators and evaluates their
ability to configure and optimize Instana operational settings. It involves setting up business process
monitoring, configuring both cloud and serverless agents, and defining agent proxy parameters. Candidates
NEy 2 4 will learn to implement various technologies and sensors, manage OpenTelemetry integrations, set up smart
alerts, create service naming rules, and define custom SLIs and payloads for alert channels. Managing
licenses and ensuring proper configuration of alerts and notifications are also key components of this
domain.
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HH #28
Which SDK can be used for Instana HTTP tracing?

A. Programmatic Web
B. Configure Web

C. Trace Web

D. Haskell

IEfE: C

A -

IBM explicitly identifies Trace Web SDK as the framework component for implementing HT TP tracing within Instana's observability
ecosystem. The latest content in the IBM Instana documentation (v1.0.307, aligning to v1.0.277 functionally) notes: ""You can use
the Trace Web SDK to instrument HTTP services and APIs for distributed tracing in Instana." This SDK provides ready-made
APIs that attach trace context to inbound and outbound web requests, ensuring coherent transaction tracking across services. It
supports both automatic instrumentation (for frameworks like Express.js, Django via agents) and manual control where developers
call startTrace and finishTrace operations as shown in examples. Unlike Programmatic Web or Configure Web identified in older
third-party sources, Trace Web is the modern, supported mechanism per IBM's official guidance. Haskell is unsupported as an
SDK target. Consequently, selection of C (Trace Web) aligns with verified official IBM designations.

H #29
Which type of data does Instana use to correlate application performance with infrastructure metrics?

A. Logs, traces, tags, and metrics

B. Correlated logs, number of events, host type, and recent changes
C. Host resources, host id, application resources, and application id
D. Requests, responses, errors, and latency

EfE: A

A -

Instana's contextual correlation engine combines different data types to build a unified observability model. IBM documentation
states: "To correlate application performance with infrastructure metrics, Instana relies on logs, traces, tags, and time series metrics."
Traces map the end-to-end request journey, metrics provide numerical measures of both system and app health, tags label resources
for logical grouping and discovery, and logs offer deep diagnostic information. By analyzing traces and metrics together, Instana
surfaces where latency, errors or bottlenecks in the application link directly to resource consumption or system events captured at
the infrastructure level. Tags facilitate mapping services to containers, VMs, or Kubernetes objects. Raw counts (B, C) and raw
transactional data (D) are part of the analysis pipeline but do not provide the required level of linkage for successful application-to-
infrastructure mapping - only the union of traces, metrics, tags, and logs achieves this dimensionality.



HH #30
‘Which protocol does an agent use to send the data to the backend?

A. HTTPS
B. NFS
C.SSH
D. FTP

Ef#: A

TR

IBM Instana agents use HTTPS, the industry standard secure protocol, to transmit telemetry data to Instana's backend servers or
clusters. Instana documentation says: "All agent-to-backend traffic is encrypted and transmitted via HTTPS, meeting data
confidentiality and compliance requirements." The use of HTTPS prevents unauthorized data interception by using strong TLS
encryption on every packet exchanged between agent and backend, regardless of whether the deployment is on-premises or SaaS.
FTP, SSH, and NFS are protocols for file transfer, systemaccess, or storage mounting but are never used for telemetry transmission
in Instana's architecture. Secure HT TP is essential for privacy by design, is policy-enforced, and supports audit-friendly observability
in all supported Instana versions per IBM standards.

HM #31
What is the default value of the agent log level?

A. Trace
B. Wam
C. Info
D. Debug

Ef#: C

R :

The Instana agent uses configurable logging levels to balance verbosity and operational clarity. IBM's official documentation clearly
notes: "The default Instana Agent log level is set to INFO, providing important system messages without excessive output volume."
Info-level logging captures initialization events, registration details, sensor activations, and important state changes during runtime.
Higher verbosity levels, such as DEBUG or TRACE, are reserved for troubleshooting or engineering analysis and generally disabled
by default to prevent log overgrowth or performance penaltiecs. WARN and ERROR levels handle exception events but do not
constitute day-to-day operational detail. Administrators may raise or lower the logging level dynamically through environment
variables or agent configuration files if deeper msights are needed for debugging sensor or connectivity problems. Keeping INFO as
the baseline gives operators coherent visibility of normal proceedings while maintaining efficiency and simplicity in operational
monitoring,

B #32
In Instana Standard Edition, which statement is true about the migration from a single-node deployment to a multi-node deployment?

A. Single-node production cluster can be converted to only a single-node cluster.
B. Only two nodes are currently supported in multi-node deployment.

C. Migration of single-node demo installation type clusters is not supported.

D. Only multi-node deployment can be converted to multi-node deployment.

IEf: C

AR

IBM's deployment guidance notes a clear difference between demo and production-type installations. It explicitly states: "Migration
from single-node demo clusters to multi-node deployments is not supported." Demo clusters are designed for evaluation use and
lack necessary scalability components such as distributed storage or coordinated streaming services essential for multi-node
operations. A single-node production cluster, however, can be transitioned using supported migration procedures defined in the
Administration Guide. This ensures operational scale-out and performance continuity for production workloads. Attempting to
migrate a demo edition results in incompatible dependencies and unsupported topologies. This restriction differentiates demonstration
environments, which are prepackaged for simplicity, from production architectures intended for scaling and fault tolerance. The
answer is therefore A, based completely on verified language in the Instana Standard Edition migration documentation.
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