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Fortinet FCP_FML_AD-7.4 Exam Syllabus Topics:

Topic

Details

Topic 1

Email Flow and Authentication: This section of the exam measures skills of a Messaging Security Engineer
and focuses on configuring FortiMail to handle email flow securely. It includes enabling and matching
authentication protocols, setting up secure MTA features, and implementing access control, IP policies,
and recipient-based policies to control mail delivery and security.

Topic 2

Server Mode and Transparent Mode: This section of the exam measures skills of a Network Security
Administrator and explains how to deploy and manage FortiMail in different operation modes. It includes
configuring server mode to handle mail directly and deploying FortiMail in transparent mode where it acts
as a gateway to filter email traffic without altering the existing mail infrastructure.

Topic 3

Email Security: This section of the exam measures skills of a Network Security Administrator and deals
with implementing security controls to filter and manage email threats. Candidates must configure session-
based filtering, spam detection methods, malware protection, APT mitigation, and content filtering, The
section also includes email archiving configurations for compliance and storage.

Topic 4

Encryption: This section of the exam measures skills of a Messaging Security Engineer and addresses the
implementation of encryption methods in FortiMail. It covers traditional SMTP encryption and identity-
based encryption (IBE). Candidates are expected to configure these technologies and manage IBE users
for secure email communication.

Topic 5

Initial Deployment and Basic Configuration: This section of the exam measures skills of a Network Security
Administrator and covers the foundational setup of FortiMail. It includes understanding SMTP and email
flow, performing mitial configurations such as selecting operation mode, system settings, and defining
protected domains. It also nvolves deploying FortiMail in high-availability clusters to ensure service

continuity.

Fortinet FCP - FortiMail 7.4 Administrator Sample Questions (Q45-Q50):

NEW QUESTION # 45
Refer to the exhibit, which shows an antivirus action profile.
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Antivirus Action Profile

AntiVirus Action Profile

Domain systen
Name AV_Action

Comment

€©  Tagsubject | [VIRUS]
» Insert header g
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Header Name
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insert disclaimer | default . | S8 w at| Start of message
Deliver to alternate hostfi "

Deliver to original host

BCC 3

Replace infect®d / suspicious body or attachment | --None
Remove URL detected by FortiSandbox

Archive to account | --None--

MNaotify with profile  --None--
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Final action

What are two expected outcomes if FortiMail applies this antivirus action profile to an email?
(Choose two.)

A. The original email will be sent to the system quarantine.

B. Virus content will be removed from the email.

C. The sanitized email will be sent to the recipient's personal quarantine.
D. A replacement message will be added to the email.

Answer: A,.B,D

Explanation:

A replacement message will be added to the email.

Because the "Replace infected/suspicious body or attachment" action is enabled, any detected virus object is stripped out and
replaced with a stub or notice.

Virus content will be removed from the email.

FortiMail strips the infected parts of the message as part of that replacement action.

NEW QUESTION # 46
Which license must you apply to a FortiMail device to enable the HA centralized monitoring features?

A. Office 365 protection license

B. Enterprise license

C. Cloud gateway license

D. Advanced Management and MSSP license



Answer: D

NEW QUESTION # 47
Refer to the exhibits, which show an email archiving configuration (Email Archiving 1 and Email Archiving 2) froma FortiMail
device.

Email Archiving Policy
Email Archiving Policy 0\ <
Status | &
Account journal L4 _F o4&
Policy type | Recipient ., ¢ N v
Pattern marketing@e:xqriﬂ;c-om
Comment ~X.
Comcel

Email Archiving Exempt Policy

Email Archiving Exempt Policy

Status | &

Account journal
Policy type Spam Email
Pattern

Comment

Cance

What two archiving actions will FortiMail take when email messages match these archive policies? (Choose two.)

=l hunlm] =

e A FortiMail Will allow only the marketing@example.com account to access the archived email.
e B. FortiMail will archive email sent from marketing@example.com

e C. FortiMail will save archived email in the journal account.

e D. FortiMail will exenpt spam email from archiving.

Answer: C,D

Explanation:

FortiMail will exempt spam email from archiving,

The Email Archiving Exempt Policy is set to "Spam Email," so any messages identified as spam are skipped.
FortiMail will save archived email in the journal account.

Both policies target the same "journal" account, so all non-exempt matching messages go into that mailbox.

NEW QUESTION # 48



Refer to the exhibit, which shows a topology diagram of a FortiMail cluster deployment.

Cluster Virtual IP
172.16.32.55

Primary

Which IP address must the DN'S MX record for this organization resolve to?

A 172.16.32.1
B. 117216 32 57
C. 172.16.32.55
D. 172.16.32.56

Answer: C

NEW QUESTION # 49
Refer to the exhibit, which shows an inbound recipient policy.

Inbound Recipient Policy

Inbound Recipient Policy

Status O

Domain example.com

Comment

Sender Pattern
Type User (wildcard) -
@ 2

et Paftern AC\\YD
Type | User (widcagd) &Y ™ v

-..---—.—— @

Profiles

B Authentication and Access
Authentication type LDAP
Authentication profile ExamplcLDAP
Allow SMTP authentication (I

Advanced Setting

= ST i T=
After creating the policy, an administrator discovers that clients can send Inbound Recipient Policy unauthenticated emails using
SMTP.

‘What must the administrator do to enforce authentication?

e A. Configure an access receive rule to verify authentication status.



¢ B. Configure an access delivery rule to enforce authentication.
¢ C. Configure an outbound recipient policy for LDAP authentication.
¢ D. Configure a matching IP policy with the exclusive flag enabled.

Answer: A

Explanation:
You need to create an Access Receive Rule that matches your incoming mail and sets Authentication status to "Authenticated." That
rule will block any SMTP session that isn't authenticated before it ever reaches the recipient policy.

NEW QUESTION # 50
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