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Traum verwirklichen.
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Priifungsfragen mit Losungen (Q608-Q613):

608. Frage

Scenario: In a multi-engine HCL Workload Automation 10.2 environment with LDAP authentication, certain LDAP groups need
access only to specific engine connections in the DWC for monitoring their domain's workloads. How is this achieved without
affecting global roles? (Select two)

A. Assign MONITOR access limited by ENGINE name in security file

B. Enable per-connection authentication propagation

C. Define engine-specific roles in the security file using APPLICATION keyword
D. Configure realm-specific federated repositories per engine

E. Use connection profiles in DWC settings tied to LDAP group mappings

Antwort: A,C

Begriindung;
Define engine-specific roles in the security file using APPLICATION keyword restricts actions to named engine connections. Assign
MONITOR access limited by ENGINE name in security file confines monitoring views and actions to particular connected engines.

609. Frage
To configure authentication fallback to local users when LDAP is unavailable in HCL Workload Automation 10.2, which federation
setup is recommended?

A. <basicRegistry> federated with <ldapRegistry id="ldap"/>

B. Separate realns per component

C. Use OpenlD Comnect with local mapping

D. <federatedRepository> with basicRegistry as primary and Idap as secondary
E. Multiple <ldapRegistry> with failover enabled

Antwort: A

Begrindung;
<basicRegistry> federated with <ldapRegistry id="ldap"/> combines repositories, allowing fallback to file-based users if LDAP bind
fails.

610. Frage
HCL HWA 10.2 secondary domain manager assumes production cycle after primary failure; 135 FTAs show "Plan out of sync"
during symreq (5100 jobs submitted). What bulk recovery synchronizes workstations?

A. conman "startup ftal35#*"
B. planman extend 72h /RECOVER
C. planman symreq ftal 35#* /WAIT=1200; planman resyncplan /FORCE

D. Primary cleanup; secondary create

Antwort: C

Begriindung;
planman synreq ftal35#* /WAIT=1200 bulk synchronizes 135 FTAs to secondary MDM,; resyncplan /FORCE completes failover
recovery during 5100-job synreq. Targeted bulk operations maintain production cycle versus individual startups or plan recreation.

611. Frage

A security audit reveals that the db.user account used by HCL Workload Automation has been granted excessive privileges on the
database, including schema modification rights that are not required for normal operations. The DBA wants to create a new
restricted account with only the necessary permissions for HWA and update the engine configuration accordingly, while leaving the
database name and host unchanged. Which configuration changes in the HWA database properties are required to start using the
restricted account?

e A Update db.databaseName and db.portNumber to reference the restricted account schema



¢ B. Update db.driver.path and db.ssIConnection to restrict privileged operations

e (. Update db.user and db.password to the new restricted account credentials, keeping db.databaseName and
db.serverName unchanged

e D. Update db.user only, as the password will be retrieved automatically from the database

Antwort: C

Begriindung;

HCL Workload Automation database connectivity separates endpoint properties such as db.serverName, db.portNumber, and
db.databaseName from credential properties such as db.user and db.password, which define the database account used by the
engine. When moving to a restricted account with the same database host and schema, only db.user and db.password need to be
updated to the new credentials so that all engine components authenticate as the restricted account, without changing the database
endpoint properties. Driver path and SSL configuration do not influence privilege levels, and the engine does not auto-discover or
update passwords from the database; both the username and password must be explicitly set in the configuration.

612. Frage

HCL HWA 10.2 Liberty SSL troubleshooting for Dynamic Workload Broker shows appserviman. *.trc

"javax.net.ssl. SSLHandshakeException: No trusted certificate found". List files show 52-agent pool but DWC 28 agents. wa-pwd-
secret mismatch suspected. What certificate validation confirms broker isolation?

e A BrokerWorkstation.properties: ssITruststorePath verification

¢ B. keytool -list -v -keystore STWS HOME/TWS/certs/truststore.jks | grep -i broker; openssls_client -connect
localhost:55443

e C. conman "testssl broker"; DWC refresh

¢ D. openssl x509 -in wa-pwd-secret.crt -checkend 365; netstat -Itnp | grep 55443

Antwort: B

Begrindung;

keytool truststore verification confirms missing broker certificate causing SSLHandshakeException; openssl s_client -connect
localhost:55443 tests 55443 connectivity explaining 52—?28 agent DWC drop; keystore+connectivity validates wa-pwd-secret vs
openssl checkend missing trust or properties lacking runtime validation maintaining Dynamic Workload Broker SSL diagnosis.
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