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Cisco Understanding Cisco Cybersecurity Operations Fundamentals Sample
Questions (Q328-Q333):
NEW QUESTION # 328 
An analyst discovers that a legitimate security alert has been dismissed.
Which signature caused this impact on network traffic?

A. true negative
B. false negative
C. true positive
D. false positive

Answer: B

Explanation:
Section: Network Intrusion Analysis

NEW QUESTION # 329 
What is the principle of defense-in-depth?

A. Access control models are involved.
B. Agentless and agent-based protection for security are used.
C. Several distinct protective layers are involved.
D. Authentication, authorization, and accounting mechanisms are used.

Answer: C

Explanation:
Defense-in-depth is a security strategy where multiple layers of defense are placed throughout an information technology (IT)
system. It addresses physical, technical, and administrative controls to provide redundancy and ensure that if one layer fails, others
will be in place to thwart an attack. Reference: Cisco Tech Roles - CyberOps Engineer

NEW QUESTION # 330 
Refer to the exhibit.

What does the output indicate about the server with the IP address 172.18.104.139?

A. open ports of a web server
B. open port of an FTP server
C. running processes of the server
D. open ports of an email server

Answer: D

NEW QUESTION # 331 
An employee received an email from a colleague's address asking for the password for the domain controller.



The employee noticed a missing letter within the sender's address. What does this incident describe?

A. social engineering
B. brute-force attack
C. shoulder surfing
D. insider attack

Answer: A

Explanation:
Social engineering is a tactic used by attackers to manipulate individuals into divulging confidential information, such as passwords. In
this scenario, the attacker is impersonating a colleague by using a similar email address with a missing letter, attempting to trick the
employee into revealing sensitive information.
Understanding Cisco Cybersecurity Operations Fundamentals (CBROPS) course and materials provide insights into various types
of cybersecurity threats, including social engineering, and how to recognize and respond to them.

NEW QUESTION # 332 
Drag and drop the security concept on the left onto the example of that concept on the right.

Answer:

Explanation:

NEW QUESTION # 333
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