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H I #203
A Logon Account can be specified in the Master Policy.

e A FALSE
e B. TRUE

EfE: A

I #204
Platform settings are applied to

A. Network Areas

B. The entire vautt.

C. Individual Accounts
D. Safes

Ef#: D

M #205
The vault supports Subnet Based Access Control.

e A TRUE
e B FALSE

Ef: A

A

Explanation

According to the web page in the edge browser, the vault supports Subnet Based Access Control. This is a feature that allows you
to restrict access to a key vault to a specified virtual network and subnet. You can also use firewall settings to deny internet traffic
and allow only specific IP addresses. This way, you can enhance the security and privacy of your key vault datal?2

B #206
You are logging into CyberArk as the Master user to recover an orphaned safe.
Which ttems are required to log in as Master?

A. Master CD, Master Password, console access to the PVWA server, Recover.exe

B. Master CD, Master Password, console access to the Vault server, Private Ark Client
C. Operator CD, Master Password, console access to the Vault server, Recover.exe

D. Operator CD, Master Password, console access to the PVWA server, PVWA access

IEf#: B

AR :

Explanation

The Master user is a predefined user that has complete control over the entire system and can manage a full recovery when
necessary. To log in as the Master user, you need the following items:

* Master CD: This is a physical CD that contains the Private Recovery Key, which is a file named RecPrv.key. This key is used to
decrypt the Vault data and authenticate the Master user. The Master CD must be inserted into the Vault server's CD drive.

* Master Password: This is a password that is set by the Master user during the initial installation of the Vauilt. It is used to log in to
the Vault with the Master user name. The Master password can be reset by the Master user if needed.

* Console access to the Vault server: This is a direct access to the Vault server machine, either physically or remotely. The Master
user can only log in from the Vault server machine, not from any other client machine.

* Private Ark Client: This is a graphical user interface that allows the Master user to connect to the Vault and perform various tasks,
such as recovering orphaned safes, activating predefined users, and managing network areas. The Private Ark Client must be
installed on the Vault server machine and configured to use Private Ark authentication method.

References: How to log in as the Master user, Predefined users and groups, Log in as Master from CyberArk PrivateArk Client



HA #207
Within the Vault each password is encrypted by:

Ef#:

A. the recovery public key
B. its own unique key

C. the server key

D. the recovery private key

B
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