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ECCouncil Certified Ethical Hacker Exam (CEHv13) Sample Questions
(Q357-Q362):
NEW QUESTION # 357 
Annie, a cloud security engineer, uses the Docker architecture to employ a client/server model in the application she is working on.
She utilizes a component that can process API requests and handle various Docker objects, such as containers, volumes. Images,
and networks. What is the component of the Docker architecture used by Annie in the above scenario?

A. Docker objects
B. Docker registries
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C. Docker daemon
D. Docker client

Answer: C

Explanation:
Docker uses a client-server design. The docker client talks to the docker daemon, that will the work of building, running, and
distributing your docker containers. The docker client and daemon will run on the same system, otherwise you will connect a docker
consumer to a remote docker daemon. The docker consumer and daemon communicate using a REST API, over OS sockets or a
network interface.
The docker daemon (dockerd) listens for docker API requests and manages docker objects like pictures, containers, networks, and
volumes. A daemon may communicate with other daemons to manage docker services.

NEW QUESTION # 358 
You just set up a security system in your network. In what kind of system would you find the following string of characters used as a
rule within its configuration? alert tcp any any -> 192.168.100.0/24 21 (msg: ""FTP on the network!"";)

A. An Intrusion Detection System
B. A Router IPTable
C. FTP Server rule
D. A firewall IPTable

Answer: A

NEW QUESTION # 359 
A computer science student needs to fill some information into a secured Adobe PDF job application that was received from a
prospective employer. Instead of requesting a new document that allowed the forms to be completed, the student decides to write a
script that pulls passwords from a list of commonly used passwords to try against the secured PDF until the correct password is
found or the list is exhausted.
Which cryptography attack is the student attempting?

A. Session hijacking
B. Dictionary attack
C. Man-in-the-middle attack
D. Brute-force attack

Answer: B

Explanation:
The scenario describes a cryptographic attack where the attacker (in this case, the student) uses a predefined list of commonly used
passwords to try and unlock a secured PDF document. This technique is known as a Dictionary Attack.
According to the CEH v13 Official Courseware:
A Dictionary Attack is defined as "a method of breaking passwords by trying out a predefined list of words (dictionary) commonly
used as passwords." Unlike a brute-force attack, which tries every possible character combination, a dictionary attack relies on
known or likely password choices, which makes it faster but less exhaustive.
Dictionary attacks are commonly used against encrypted or password-protected files, login forms, and even hashes.
Relevant distinctions from other options:
A). Man-in-the-middle attack involves intercepting communication between two parties and is unrelated to offline password
cracking.
B). Brute-force attack tries all possible character combinations, not just a list of known or common passwords.
D). Session hijacking involves taking over a user session and is unrelated to document password cracking.
Reference - CEH v13 Official Study Materials:
Module 20: Cryptography
Section: "Cryptanalysis Techniques"
Subsection: "Dictionary Attack vs. Brute-force Attack"
CEH v13 eBook or Study Guide - look for Table: "Types of Password Attacks" under "Cryptography Attack Vectors" This exact
technique is illustrated in CEH v13 labs involving John the Ripper, Hydra, and password recovery tools.



NEW QUESTION # 360 
Peter, a system administrator working at a reputed IT firm, decided to work from his home and login remotely. Later, he anticipated
that the remote connection could be exposed to session hijacking. To curb this possibility, he implemented a technique that creates a
safe and encrypted tunnel over a public network to securely send and receive sensitive information and prevent hackers from
decrypting the data flow between the endpoints.
What is the technique followed by Peter to send files securely through a remote connection?

A. SMB signing
B. Switch network
C. VPN
D. DMZ

Answer: C

Explanation:
In CEH v13 Module 14: Cryptography, VPN (Virtual Private Network) technology is described as the method that allows users to
securely transmit data over an insecure (public) network by establishing a secure, encrypted tunnel.
VPN Features:
Encrypts all traffic between the user's device and the target network.
Prevents session hijacking, eavesdropping, and man-in-the-middle (MITM) attacks.
Common protocols: IPSec, L2TP, SSL VPN, and OpenVPN.
Option Clarification:
A). DMZ: A network segmentation strategy, not an encryption method.
B). SMB signing: Ensures integrity for SMB protocol, but not for remote tunneling.
C). VPN: Correct. Used to securely tunnel over public networks.
D). Switch network: Refers to network segmentation using switches, unrelated to tunneling.
Reference:
Module 14 - VPNs and Secure Communication Protocols
CEH iLabs: Configuring and Testing a VPN Tunnel

NEW QUESTION # 361 
Which of the following Google advanced search operators helps an attacker in gathering information about websites that are similar
to a specified target URL?

A. [info:]
B. [inurl:]
C. [site:]
D. [related:]

Answer: D

Explanation:
related:This operator displays websites that are similar or related to the URL specified.

NEW QUESTION # 362
......
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how a legislative body has set different rules for physical space and cyberspace.
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