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EC-COUNCIL Certified SOC Analyst (CSA) 312-39 Priifungsfragen mit
Losungen (Q64-Q69):

64. Frage

SecureTech Inc. operates critical infrastructure and applications in AWS. The SOC detects suspicious activities such as unexpected
API calls, unusual outbound traffic from instances, and DNS requests to potentially malicious domains. They need a fully managed
AWS security service that continuousty monitors for malicious activity, analyzes CloudTrail logs, VPC Flow Logs, and DNS query
logs, leverages machine learning and threat intelligence, and provides actionable findings. Which AWS service best fits?

A. AWS Security Hub
B. Amazon GuardDuty
C. AWS Config

D. Amazon Macie

Antwort: B

Begriindung;

Amazon GuardDuty is the fully managed AWS threat detection service designed to analyze CloudTrail events, VPC Flow Logs, and
DNS logs to identify suspicious and malicious activity. It uses threat intelligence and behavioral models to detect patterns such as
unusual API calls, anomalous network connections (including known malicious destinations), and suspicious DNS activity-directly
matching the scenario requirements. Macie is focused on discovering and protecting sensitive data (especially in S3) through
classification and data exposure detection, not broad threat detection across API/network/DNS. AWS Config is a configuration
compliance and drift monitoring service; it tracks resource configurations and policy compliance but does not provide threat
detection based on network and activity logs. Security Hub aggregates and normalizes findings from multiple AWS security services
and partners; it is a central view and compliance

/finding management layer, but it relies on services like GuardDuty to generate threat findings. Froma SOC perspective, GuardDuty
provides the near-real-time detection signals the team needs, and those findings can be forwarded to SIEM/SOAR workflows for
triage and response.

65. Frage

An attacker, in an attempt to exploit the vulnerability in the dynamically generated welcome page, inserted code at the end of the
company's URL as follows:

httpz//technosoft.com.com/<script>alert("WARNING: The application has encountered an error");</script>.

Identify the attack demonstrated in the above scenario.

A. Cross-site Scripting Attack
B. Denial-of-Service Attack
C. SQL Injection Attack

D. Session Attack

Antwort: A

Begriindung;

The attack demonstrated in the scenario is a Cross-site Scripting (XSS) attack. This is evident from the attacker's action of inserting
a <script> tag into the URL, which is a common technique used in XSS attacks to execute malicious scripts in the context of the
victim's browser. The script in the URL is designed to display an alert box with a warning message, which is a typical behavior of
XSS to show that the attacker can execute JavaScript in the user's browser session.

References The answer can be verified through EC-Council's Certified SOC Analyst (CSA) course materials and study guides,
which cover various types of cyber attacks, including XSS, and their characteristics.

66. Frage
The threat intelligence, which will help you, understand adversary intent and make informed decision to ensure appropriate security in
alignment with risk.
What kind of threat intelligence described above?
e A Tactical Threat Intelligence

¢ B. Operational Threat Intelligence
e (. Strategic Threat Intelligence



¢ D. Functional Threat Intelligence
Antwort: C

Begrindung;

The type of threat intelligence that helps in understanding adversary intent and making informed decisions to ensure appropriate
security in alignment with risk is known as Strategic Threat Intelligence. This form of intelligence is concerned with the broader goals
and motivations of threat actors, as well as the long-term trends and implications of their activities. It provides insights into the cyber
threat landscape and helps organizations shape their security strategy and policies to mitigate risks.

Strategic Threat Intelligence is used to inform decision-makers about the nature of threats, the potential impact on the organization,
and the necessary steps to align security measures with business objectives. It is less technical than Tactical or Operational Threat
Intelligence and does not focus on the specific details of attacks or the technical indicators of compromise. Instead, it provides a
high-level view of the threats and their relevance to the organization's risk management.

References: The information provided aligns with the EC-Council's Certified Threat Intelligence Analyst (C|TIA) program, which
covers the use of threat intelligence in SOC operations and the integration of threat intelligence into risk management processes|.
Additionally, the distinction between different types of threat intelligence, such as Tactical, Strategic, and Operational, is well-
documented in the cybersecurity community and can be found in various threat intelligence resources23.

Reference: https//www.blueliv.com/cyber-security-and-cyber-threat-intelligence-blog-blueliv/threat- intelligence/what-is-threat-
intelligence/

67. Frage
In which of the following incident handling and response stages, the root cause of the incident must be found from the forensic
results?

A. Evidence Gathering
B. Eradication

C. Evidence Handling
D. SystensRecovery

Antwort: B

Begrindung;

The eradication stage is where the root cause of the incident is determined from the forensic results. This stage involves not only
removing the threat from the affected systems but also identifying and fixing the vulnerabilities that were exploited. It's crucial to
understand how the incident occurred to prevent future occurrences. After the containment stage, where the immediate threat is
isolated, eradication ensures that the threat is completely removed and that the root cause is addressed.

References: The EC-Council's Certified Incident Handler (EJCIH) program outlines the stages of incident handling and response,
which include preparation, identification, containment, eradication, recovery, and lessons learned. Theeradication stage specifically
deals with eliminating the threat and addressing the root cause based on forensic analysis. This information is covered in the E|CIH
programand can be found in the official EC-Council learning resources|.

Reference: https://www.eccouncil.org/wp-content/uploads/2019/02/ECIH- V2-Brochure.pdf

68. Frage
Which of the log storage method arranges event logs in the form of a circularbufter?

A. wrapping

B. FIFO

C. non-wrapping
D. LIFO

Antwort: A

Begrindung;

In the context of log storage, a circular buffer is a data structure that uses a single, fixed-size buffer as if it were connected end-to-
end. This structure lends itself to bufferingstreans of data, where the data is written to the buffer and read from it in a potentially non-
sequential manner. When the buffer is full, new data is written starting at the beginning of the buffer, and thus 'wraps' around. This is
why the method is referred to as

'wrapping. FIFO (First In, First Out) and LIFO (Last In, First Out) are queueing methods, and non-wrapping implies that the buffer
does not overwrite existing data when full.



References: The answer can be verified through EC-Council's SOC Analyst study materials and official courseware, which detail
various log storage methods and their characteristics. Additionally, the concept of a circular buffer is a well-known data structure in
computer science, often discussed in the context of system design and memory management.
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