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Amazon SCS-C02 Exam Syllabus Topics:

Topic Details

Topic 1

Infrastructure Security: Aspiring AWS Security specialists are trained to implement and troubleshoot
security controls for edge services, networks, and compute workloads under this topic. Emphasis is placed
on ensuring resilience and mitigating risks across AWS infrastructure. This section aligns closely with the
exam's focus on safeguarding critical AWS services and environments.

Topic 2
Security Logging and Monitoring: This topic prepares AWS Security specialists to design and implement
robust monitoring and alerting systems for addressing security events. It emphasizes troubleshooting logging
solutions and analyzing logs to enhance threat visibility.

Topic 3

Management and Security Governance: This topic teaches AWS Security specialists to develop centralized
strategies for AWS account management and secure resource deployment. It includes evaluating
compliance and identifying security gaps through architectural reviews and cost analysis, essential for
implementing governance aligned with certification standards.

Topic 4

Threat Detection and Incident Response: In this topic, AWS Security specialists gain expertise in crafting
incident response plans and detecting security threats and anomalies using AWS services. It delves into
effective strategies for responding to compromised resources and workloads, ensuring readiness to manage
security incidents. Mastering these concepts is critical for handling scenarios assessed in the SCS-C02
Exam.

Amazon AWS Certified Security - Specialty Sample Questions (Q380-Q385):
NEW QUESTION # 380 
A company wants to receive an email notification about critical findings in AWS Security Hub. The company does not have an
existing architecture that supports this functionality.
Which solution will meet the requirement?

A. Create an AWS Lambda function to identify critical Security Hub findings. Create an Amazon Simple Notification Service
(Amazon SNS) topic as the target of the Lambda function. Subscribe an email endpoint to the SNS topic to receive published
messages.
B. Create an Amazon EventBridge rule to detect critical Security Hub findings. Create an Amazon Simple Notification
Service (Amazon SNS) topic as the target of the EventBridge rule. Subscribe an email endpoint to the SNS topic to receive
published messages.
C. Create an Amazon Kinesis Data Firehose delivery stream. Integrate the delivery stream with Amazon EventBridge. Create
an EventBridge rule that has a filter to detect critical Security Hub findings.
Configure the delivery stream to send the findings to an email address.
D. Create an Amazon EventBridge rule to detect critical Security Hub findings. Create an Amazon Simple Email Service
(Amazon SES) topic as the target of the EventBridge rule. Use the Amazon SES API to format the message. Choose an
email address to be the recipient of the message.

Answer: B

Explanation:
This solution meets the requirement of receiving an email notification about critical findings in AWS Security Hub. Amazon
EventBridge is a serverless event bus that can receive events from AWS services and third-party sources, and route them to targets
based on rules and filters. Amazon SNS is a fully managed pub/sub service that can send messages to various endpoints, such as
email, SMS, mobile push, and HTTP. By creating an EventBridge rule that detects critical Security Hub findings and sends them to
an SNS topic, the company can leverage the existing integration between these services and avoid writing custom code or managing
servers.
By subscribing an email endpoint to the SNS topic, the company can receive published messages in their inbox.

NEW QUESTION # 381 
Which of the following are valid configurations for using SSL certificates with Amazon CloudFront? (Select THREE )
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A. Custom SSL certificate stored in AWS Certificate Manager
B. Default SSL certificate stored in AWS Secrets Manager
C. Custom SSL certificate stored in AWS KMS
D. Default CloudFront certificate
E. Custom SSL certificate stored in AWS IAM
F. Default AWS Certificate Manager certificate

Answer: C,D,F

Explanation:
The key length for an RSA certificate that you use with CloudFront is 2048 bits, even though ACM supports larger keys. If you use
an imported certificate with CloudFront, your key length must be 1024 or 2048 bits and cannot exceed 2048 bits. You must import
the certificate in the US East (N. Virginia) Region. You must have permission to use and import the SSL/TLS certificate
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/cnames-and-https-requirements.html

NEW QUESTION # 382 
A company hosts its microservices application on Amazon Elastic Kubernetes Service (Amazon EKS). The company has set up
continuous deployments to update the application on demand. A security engineer must implement a solution to provide automatic
detection of anomalies in application logs in near real time. The solution also must send notifications about these anomalies to the
security team. Which solution will meet these requirements?

A. Configure AWS App Mesh to monitor the traffic to the microservices in Amazon EKS. Integrate App Mesh with AWS
CloudTrail for logging. Use Amazon Detective to analyze the logs for anomalies and to alert the security team when anomalies
are detected.
B. Configure Amazon CloudWatch Container Insights to collect and aggregate EKS application logs.
Create a CloudWatch alarm to monitor for anomalies. Configure the alarm to launch an AWS Lambda function to alert the
security team when anomalies are detected.
C. Configure Amazon EKS to send application logs to Amazon CloudWatch. Create a CloudWatch alarm based on a log
group metric filter. Specify anomaly detection as the threshold type. Configure the alarm to use Amazon Simple Notification
Service (Amazon SNS) to alert the security team.
D. Configure Amazon EKS to export logs to Amazon S3. Use Amazon Athena queries to analyze the logs for anomalies. Use
Amazon QuickSight to visualize and monitor user access requests for anomalies.
Configure Amazon Simple Notification Service (Amazon SNS) notifications to alert the security team.

Answer: C

Explanation:
Comprehensive Detailed Explanation with all AWS References
To achieve automatic detection of anomalies in application logs in near real time and notify the security team, the following solution is
appropriate:
1. Configure Amazon EKS to Send Application Logs to Amazon CloudWatch:
* Log Collection: Set up Fluent Bit or Fluentd as a DaemonSet within your EKS cluster to collect application logs and forward them
to Amazon CloudWatch Logs. This setup ensures that all application logs are centralized in CloudWatch for monitoring and analysis.

NEW QUESTION # 383 
A company is testing its incident response plan for compromised credentials. The company runs a database on an Amazon EC2
instance and stores the sensitive database credentials as a secret in AWS Secrets Manager. The secret has rotation configured with
an AWS Lambda function that uses the generic rotation function template. The EC2 instance and the Lambda function are deployed
in the same private subnet. The VPC has a Secrets Manager VPC endpoint.
A security engineer discovers that the secret cannot rotate. The security engineer determines that the VPC endpoint is working as
intended. The Amazon CloudWatch logs contain the following error: "setSecret: Unable to log into database".
Which solution will resolve this error?

A. Use the AWS Management Console to edit the JSON structure of the secret in Secrets Manager so that the secret
automatically conforms with the structure that the database requires.
B. Use the Secrets Manager list-secrets command in the AWS CLI to list the secret. Identify the database credentials. Use
the Secrets Manager rotate-secret command in the AWS CLI to force the immediate rotation of the secret.
C. Ensure that the security group that is attached to the Lambda function allows outbound connections to the EC2 instance.
Ensure that the security group that is attached to the EC2 instance allows inbound connections from the security group that is



attached to the Lambda function.
D. Add an internet gateway to the VPC. Create a NAT gateway in a public subnet. Update the VPC route tables so that
traffic from the Lambda function and traffic from the EC2 instance can reach the Secrets Manager public endpoint.

Answer: C

NEW QUESTION # 384 
A business stores website images in an Amazon S3 bucket. The firm serves the photos to end users through Amazon CloudFront.
The firm learned lately that the photographs are being accessible from nations in which it does not have a distribution license.
Which steps should the business take to safeguard the photographs and restrict their distribution? (Select two.)

A. Update the S3 bucket policy with a deny list of countries where the company lacks a license.
B. Update the S3 bucket policy to restrict access to a CloudFront origin access identity (OAI).
C. Update the website DNS record to use an Amazon Route 53 geolocation record deny list of countries where the company
lacks a license.
D. Add a CloudFront geo restriction deny list of countries where the company lacks a license.
E. Enable the Restrict Viewer Access option in CloudFront to create a deny list of countries where the company lacks a
license.

Answer: B,D

Explanation:
For Enable Geo-Restriction, choose Yes. For Restriction Type, choose Whitelist to allow access to certain countries, or choose
Blacklist to block access from certain countries. https://IAM.amazon.com/premiumsupport/knowledge-center/cloudfront-geo-
restriction/

NEW QUESTION # 385
......

All these SCS-C02 exam dumps formats contain real, updated, and error-free AWS Certified Security - Specialty (SCS-C02)
exam questions that prepare you for the final SCS-C02 exam. To give you an idea about the top features of SCS-C02 Exam
Dumps, a free demo download facility is being offered to AWS Certified Security - Specialty candidates. This free SCS-C02 exam
questions demo download facility is available in all three SCS-C02 exam dumps formats.
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