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HM #76
How can threat hunting benefit from leveraging threat intelligence feeds?

A. By limiting the scope of investigations to known indicators
B. By automating the threat hunting process entirely

C. By reducing the need for regular monitoring

D. By providing up-to-date information on emerging threats

H
R

: D

B #77

Which threat modeling technique focuses on identifying abuse cases or scenarios where a system is misused for unauthorized
purposes?

A. Threat agent profiling

B. Threat modeling decomposition
C. Misuse case development

D. Attack surface analysis

EfE: C

M #78
What is the purpose of using TTPs in threat actor attribution?

A. To identify the threat actor's password

B. To identify the threat actor's location

C. To identify the threat actor's email address

D. To identify the threat actor's Tactics, Techniques, and Procedures

IEf#: D

R #79
Which technique focuses on monitoring and analyzing the behavior of endpoints or devices within a network to identify potential
security issues?

A. Endpoint logging

B. Signature-based detection
C. Network traffic analysis
D. Behavioral analysis

EfE: A
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B #80
What is Threat Actor Attribution?

Ef#:

A. Predicting future actions of threat actors

B. Identifying the motives of threat actors

C. Determining the geographical location of threat actors

D. Associating malicious activities with a specific threat actor

D
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