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¢ Operations: This section of the exam measures the skills of Application Monitoring Specialists and covers
daily operational tasks for managing Instana environments. It includes configuring website and application
monitoring, handling synthetic monitoring, and creating incidents, issues, and alerts. Candidates will analyze
F&E 1 mnfrastructure performance, set maintenance windows, and design custom dashboards. They are also
expected to interpret golden signals, evaluate alerts, use analytics, and perform backup or restore
operations to maintain optimal system performance.

¢ Installation: This section of the exam measures the skills of System Implementation Specialists and focuses

on installing and deploying Instana across different environments. It includes installing the Instana backend,
EY 0 deploying and configuring agents, and migrating existing Instana setups. Candidates will also demonstrate
therr ability to implement Synthetic Monitoring and manage Pomnts of Presence (PoPs) effectively for end-
to-end performance validation.

¢ Troubleshooting: This section of the exam measures the skills of System Support Engineers and focuses on

resolving technical and operational issues in Instana. It includes configuring log levels, collecting logs for
5 3 debugging, and identifying connectivity issues between agents and the backend. Candidates will
troubleshoot installation failures, diagnose communication problemns, and apply corrective measures to
ensure consistent Instana performance and stability across environments.
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¢ Configuration: This section of the exam measures the skills of DevOps Administrators and evaluates their
ability to configure and optimize Instana operational settings. It involves setting up business process
monitoring, configuring both cloud and serverless agents, and defining agent proxy parameters. Candidates
EN will learn to implement various technologies and sensors, manage OpenTelemetry integrations, set up smart
alerts, create service naming rules, and define custom SLIs and payloads for alert channels. Managing
licenses and ensuring proper configuration of alerts and notifications are also key components of this
domain.

¢ Planning: This section of the exam measures the skills of Cloud Monitoring Engineers and covers the
foundational planning tasks required for successful Instana deployment. Candidates must understand the
nstallation prerequisites, the architectural design of Instana for on-premises environments, and the platform
FRES core capabilities and use cases. It also assesses knowledge of different agent modes, supported sensors
and tracers, and the distinctions between cloud service agents and serverless agents essential for scalable
implementation.

e Integration: This section of the exam measures the skills of Integration Engineers and assesses their
proficiency in connecting Instana with external monitoring and automation tools. Candidates must
demonstrate knowledge of integrating agent-based systens such as Omegamon, ITM, and ITCAM, as

&6 well as external platforms like Prometheus and Grafana. The section also includes configuring alert

channels, autormation actions, and utilizing the Instana REST API to support customized workflows and

data visibility.
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P& #46
What is the purpose of creating a custom service rule in Instana?

A. To map services using existing meta-information of the infrastructure component
B. To apply the service.name tag of the infrastructure component

C. To set a global service name for all calls

D. To create a manual service configuration

ER: A

i RE LB -

IBM Instana Observability enables users to create custom service rules to precisely associate telemetry with logical services using
meta-mformation already present in infrastructure components. The documentation specifies: "Custom service rules enable mapping
of discovered entities to meaningful service constructs, using labels, tags, or annotations present on infrastructure components." This
supports the grouping and visualization of traffic/metrics for actual business workflows rather than default technical boundaries. By
analyzing meta-data, such as Kubernetes labels, docker tags, or VM metadata, Instana automatically maps relevant requests and
traces to the defined service names, improving observability and simplifying troubleshooting. Global service naming (A) and manual
configuration (C) do not leverage infrastructure metadata and are not scalable in dynamic environments. Option D relies only on a
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service.namme tag, missing broader meta-information mapping capabilities. The verified documentation supports answer B as the sole
comprehensive approach for dynamic service discovery within Instana.

FIE #47
‘Which action triggers an event when a Synthetic PoP is uninstalled?

A. Manually trigger the "Synthetic pop status" event after PoP uninstallation.

B. Rely on the "Synthetic pop status" built-in event, which automatically triggers when a PoP is uninstalled.
C. Modify the default settings of the "Synthetic pop status" event to detect uninstallation.

D. Create a customized event using the Offline event detection system rule.

EX: B

it RE S B -

IBM Instana documentation describes autormated event management for Synthetic Points of Presence (PoP). When a Synthetic PoP
is uninstalled or goes offline, Instana's event model will automatically trigger the "Synthetic pop status" event. The verified statement
found in the latest docs: "The 'Synthetic pop status' built-in event automatically triggers when a Synthetic PoP is uninstalled or taken
offline, notifying administrators for actionable response." No manual intervention or custom rule creation is needed (A, B), and
default event logic already covers all offline or removal states so configuration changes (D) aren't necessary. This ensures real-time
visibility for operational teams to maintain synthetic coverage, immediately alerting when synthetic endpoint monitoring is
compromised or reconfigured. Built-in event autormation is an Instana best practice, limiting operational complexity and maintaining
compliance.

I RE #48
By default, which rate limit is applied to Instana API calls for per hour usage?

A. 5,000
B. 6,000
C. 10,000
D. 1,000

ER: A

i EER

Instana sets API rate limits to ensure fair resource usage and platform stability across accounts. According to the IBM Instana
Observability documentation, "The default rate limit for the Instana REST API is 5,000 calls per hour per account." This policy is
enforced automatically; when an account's API activity reaches the limit, flrther requests are temporarily blocked until the next hour
begins. This guards against accidental overload as well as malicious consumption, and is fndamental for multi-tenant operation.
Organizations may request increases for large-scale use cases, but 5,000 per hour is the standard value pre-configured for all
accounts. Instana recommends that automation and integrations are engineered to respect this quota, using exponential backoff and
batching if needed. Values such as 10,000, 6,000, or 1,000 are not defaults, and modifying them requires special support
mtervention.

FIRE #49
What is the purpose of the Infrastructure map?

A. It shows a dynamic map of the dependencies between services and a visualization of calls between them
B. It is a detailed static image of all hardware resources.

C. It shows a dynamic map of the relation between infrastructure nodes.

D. It is a dynamic, interactive map providing an overview of all monitored systens, grouped by zones.

ZE: D

fE R A -

According to IBM Instana Observability documentation, the Infrastructure map's primary goal is to present a real-time, interactive
graphical overview of monitored hosts, nodes, VM, and cloud instances, organized by zones or clusters. The verified statement is:
"The Infrastructure map provides a dynamic, interactive view of all monitored systers-grouping resources by logical or physical
zones and delivering actionable context for troubleshooting and planning." Users can zoom, filter, and select entities to drill into



system health and configuration, identify relationships, and pinpoint issues in geographic or topological layouts. Static images are not
produced; instead, the map updates in real-time as agents detect new hosts, containers, or state changes, reflecting additions,
removals, or migrations instantly. Option D describes the Service map, which visualizes application and service dependencies rather
than the underlying infrastructure. Thus, C best matches the IBM documented description for Infrastructure map functionality.

i =8 #50
What is an agile set of focused security and privacy practices that are used by Instana?

A. Agile Security Practice

B. Security Orchestration, Automation, and Response
C. Security and Privacy by Design

D. DevSecOps

ER: C

B REES B -

IBM Instana observability platform is designed with a strong emphasis on security and privacy best practices. According to the
official IBM documentation, Instana applies "Security and Privacy by Design" principles throughout its software lifecycle. The
documentation specifically states: "Instana implements security and privacy by design to ensure secure software development,
deployment, and system operation, integrating data protection into platform architecture and operations from the outset." This
framework mandates data minimization, encrypted in-transit and at-rest telemetry, access control, audit logging, and compliance
mapping (such as GDPR or industry frameworks) as default features in Instana platform. While DevSecOps and Security
Orchestration are supported concepts, the verified and explicit phrase in IBM Instana documents is Security and Privacy by Design,
which is referenced in platform release notes and compliance statements. Agile and focused privacy practices are foundational, as
Instana delivers enterprise-grade monitoring for regulated environments.
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