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B #74
A SOC team notices repeated outbound HTTPS connections froma Compute Engine instance to an external IP every 60 seconds.
CPU usage is normal and no malware signatures trigger. What is the BEST next analytical step?

A. Identify the process and service account generating the traffic
B. Power off the instance

C. Notify executive leadership

D. Block the destination IP immediately

IEf#: A

AR
Understanding what is generating the traffic and under which identity is essential before containment.

HE#75

Your organization is a Google Security Operations (SecOps) customer. You use Google Threat Intelligence to identify cyber threats
within your organization's threat profile. You believe your organization may have been targeted by a cyber crime group. You need to
identify whether your organization has been the victim of an attack. What should you do?

e A Inthe Reports & Analysis feature, extract the IOCs from the recent reports, and implement detection rules and lists in
Google SecOps to identify whether they are present in your organization's environment.

e B. Implement monitors in the Digital Threat Monitoring feature to identify new compromised credentials, dark web mentions,
or data leaks.

e (. Inthe Vulnerability Intelligence feature, identify new high and critical vulnerabilities in products or technologies that your
organization uses so they can be patched.
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¢ D. Review the Threat Landscape feature to identify threat groups that are active in your industry, research their known
MITRE ATT&CK tactics, techniques, and procedures (TTPs) and implement detection rules in Google SecOps.

EfE: A

fi .-

To determine whether your organization has already been targeted or compromised by a cyber crime group, you need to take
actionable intelligence (I0Cs) and check your own environment for evidence of activity. In Google Threat Intelligence, the Reports
& Analysis feature provides threat reports that include IOCs. By extracting those IOCs and implementing detection rules and lists in
Google SecOps, you can search historical and current telemetry to identify whether the attack group has operated against your
Systemns.

HH #76

Youare building a detection rule in Google Security Operations (SecOps) to alert on requests to potentially malicious domains. You
are planning to use the logs from your network detection and response (NDR) solution but you need to reduce noise and narrow the
scope of detections. You want to minimize cost and deploy the solution quickly. What should you do?

e A Ingest logs fromyour threat intelligence platform (TIP), and build a multi-event rule that correlates the domains found in
your NDR logs with your threat intelligence data.

e B. Build a Google SecOps SOAR playbook that enriches domain entities in alerts with VirusTotal information and auto-
closes cases when no domains are classified as malicious.

e C. Ingest logs froma domain monitoring service, and build a multi-event rule that correlates the domains found in your NDR
logs with your domain monitoring data.

e D. Build a multi-event rule that correlates the domains found in your NDR logs with WHOIS context in the entity graph and
sets the risk score based on domain creation time.

EfE: A

A -

The most effective and efficient approach is to ingest threat intelligence platform (TIP) logs and build a multi-event rule in Google
SecOps that correlates domains found in your NDR logs with your TIP's known malicious domains. This method quickly narrows
detection scope to high- confidence IOCs, reduces noise, and minimizes cost and complexity compared to manual enrichment or
additional monitoring services.

HE#77

You are ingesting and parsing logs from an SSO provider and an on-premises appliance using Google Security Operations
(SecOps). Users are tagged as "restricted" by an internal process.

Restrictions last five days from the most recent flagging time. You need to create a rule to detect when restricted users log into the
appliance. Your solution must be quickly implemented and easily mantained. What should you do?

o A Ingest the user flags as custom enrichment data using a feed. Use a multi-event detection rule to find logins from users
flagged in the entity graph.

¢ B. Use a Google SecOps SOAR global context value to store a list of flagged users with their corresponding time to live
values. Use a SOAR job to dynamically build and deploy a new version of the detection rule with the updated list of flagged
users.

¢ C. Store the identifiers of the flagged users in the detection rule logic. Actively monitor for newly flagged users, and add them
to the detection rule logic.

¢ D. Store the flagged users in a data table column with their corresponding time to live values in a second column. Use row-
based comparisons in your detection rule.

EfE: A

AR :

The best solution is to ingest the user flags as custom enrichment data using a feed and then use a multi-event detection rule to detect
logins fromusers flagged in the entity graph. This approach is quick to implement, integrates cleanly with Google SecOps, and
ensures that restricted user flags are dynamically correlated without constant manual updates or complex rule rebuilding.



HE#78

You are tasked with building a workflow in Google Security Operations (SecOps) SOAR. The documentation you are using
requires a logical split that has eight different possible paths. You need to break the workflow into eight separate workflows using an
automatic and efficient approach. What should you do?

¢ A Create a playbook that uses a Multi-Choice Question flow and a second Multi-Choice Question for the additional answer
choices. Add instructions describing which logic to use in the instruction or question fields. Have the analyst select the
appropriate answer to move the flow into the right branch.

¢ B. Create eight playbooks for each workflow. Configure the triggered playbook to end on an instruction action that tells the
analyst to pick a workflow from the playbooks tab and attach that workflow to the alert.

e (. Create a playbook that uses a flow condition. Add four more branches to have a total of five branches and an "Else"
branch. On the "Else" branch, include another flow condition. Include the remaining three branches with the logic required.

¢ D. Create eight playbooks for each workflow. Create a job that identifies your recently opened cases, applies the needed
logic to determine which of the eight workflows should be attached, and attaches that workflow to the alert.

Ef: C

R -

The most efficient way is to use flow conditions in a single playbook. Since one flow condition supports up to five branches (four
defined and one "Else"), you can cascade conditions by placing another flow condition on the "Else" branch. This allows you to
logically split the workflow into eight distinct paths in an automated manner, without requiring multiple playbooks or manual analyst

input.
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