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HEE #40
Task: View IPS protections causing performance overhead.

-

Y.

See the Explanation. Explanation:

1- Open SmartConsole > IPS Protections.

2- Sort by "Performance Impact.”

3- Filter for "Critical” or "High."

4- Review actions-consider disabling or setting to "Detect."
5- Monitor gateway CPU usage post-modification.

HE #41
Task: Export current IPS protections list with their actions for audit.

HE:

SLR

See the Explanation. Explanation:

1- Go to Threat Tools > IPS Protections.

2- Use filter or leave default.

3- Click "Export > CSV."

4- Choose file name and download location.

5- Open CSV and sort by Action or Performance Impact for analysis.

EE #42
Task: View logs of Anti-Bot detections in SmartConsole.

He:

MH.

See the Explanation. Explanation:

1- Go to Logs & Monitor.

2- Use search filter: blade:"Anti-Bot" and time range = last 24 hours.

3- View events showing Botnet communication attempts.

4- Double-click logs to review source, domain contacted, and action taken.
5- Save filtered logs as report if needed.

A2 #43
Task: Add a comment in a Threat Prevention profile to indicate usage purpose.

He:

dY:

See the Explanation. Explanation:

1- Open the custom profile (e.g,, Corporate TP_Strict).

2- Add a note in the description field: e.g,, "Used for internal office users."
3- Save changes.

4- Optionally add version info or change history.

5- Use this for future auditing and documentation.

EE #4
Task: View and interpret Threat Prevention event in SmartEvent.

-



Y.

See the Explanation. Explanation:

1- Open SmartEvent > Events tab.

2- Filter by Category: Threat Prevention.

3- Open a specific event to see attack vector, target IP, and action.
4- Click "Show Packet Data" to analyze payload.

5- Cross-reference with IPS protections.
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