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While making revisions and modifications to the ECCouncil 312-50v13 practice exam, our team takes reports from over 90,000
professionals worldwide to make the ECCouncil 312-50v13 Exam Questions foolproof. To make you capable of preparing for the
312-50v13 exam smoothly, we provide actual ECCouncil 312-50v13 exam dumps.

ECCouncil Certified Ethical Hacker Exam (CEHv13) Sample Questions
(Q805-Q810):

NEW QUESTION # 805

You have the SOA presented below in your Zone.

Your secondary servers have not been able to contact your primary server to synchronize information. How long will the secondary
servers attempt to contact the primary server before it considers that zone is dead and stops responding to queries?
collegae.edu.SOA, cikkye.edu ipad.college.edu. (200302028 3600 3600 604800 3600)

e A. Ore day
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e B. One week
e C. One month
e D. One hour

Answer: B

NEW QUESTION # 806

An attacker changes the profile information of a particular user (victim) on the target website. The attacker uses this string to update
the victim's profile to a text file and then submit the data to the attacker’s database.

<

iframe src=""http//www.vulnweb.com/updateif. php"' style=""displaynone""

> < /iframe >

What is this type of attack (that can use either HTTP GET or HTTP POST) called?

A. Cross-Site Scripting

B. Cross-Site Request Forgery
C. Browser Hacking

D. SQL Injection

Answer: B

Explanation:

https7/book.hacktricks.xyz/pentesting-web/csrf-cross-site-request- forgery Cross-site request forgery (also known as CSRF) is a
web security vulnerability that allows an attacker to induce users to perform actions that they do not intend to perform

This is done by making a logged in user in the victim platform access an attacker controlled website and from there execute malicious
JS code, send forms or retrieve "images" to the victims account.

In order to be able to abuse a CSRF vulnerability you first need to find a relevant action to abuse (change password or email, make
the victim follow you on a social network, give you more privileges...). The session must rely only on cookies or HTTP Basic
Authentication header, any other header can't be used to handle the session. An finally, there shouldn't be unpredictable parameters
on the request.

Several counter-measures could be in place to avoid this vulnerability. Common defenses:

- SameSite cookies: If the session cookie is using this flag, you may not be able to send the cookie from arbitrary web sites.

- Cross-origin resource sharing: Depending on which kind of HTTP request you need to performto abuse the relevant action, you
may take it account the CORS policy of the victim site. Note that the CORS policy won't affect if you just want to send a GET
request or a POST request from a formand you don't need to read the response.

- Ask for the password user to authorise the action.

- Resolve a captcha

- Read the Referrer or Origin headers. Ifa regex is used it could be bypassed form example with:
http//mal.net?orig=http-/example.com

(ends with the url)

http-/example.com.mal.net

(starts with the url)

- Modify the name of the parameters of the Post or Get request

- Use a CSREF token in each session. This token has to be send mside the request to confirm the action. This token could be
protected with CORS.

NEW QUESTION # 807

While using your bank's online servicing you notice the following string in the URL bar:
"httpz//www.MyPersonalBank.comyaccount?id=368940911028389&Damount=10980&Camount=21" You observe that if you
modify the Damount & Camount values and submit the request, that data on the web page reflects the changes.

Which type of vulnerability is present on this site?

A. XSS Reflection

B. SQL Injection

C. Cookie Tampering

D. Web Parameter Tampering

Answer: D



Explanation:

This is a classic example of Web Parameter Tampering. This occurs when attackers manipulate parameters exchanged between
client and server to exploit vulnerabilities in the application logic. In this case:

Damount and Camount are passed via URL parameters.

The web application is not validating or sanitizing the values.

Altering the values affects the transaction outcome.

This is not an SQL Injection (no SQL code shown), nor is it XSS (no script injection), and it is unrelated to Cookie Tampering
(which involves browser-stored cookies).

Reference: CEH v13 eCourseware - Module 14: Hacking Web Applications # "Parameter Tampering" CEH v13 Study Guide -
Web Application Attacks # "Client-side Parameter Tampering”

NEW QUESTION # 808

A penetration tester is assessing a company's vulnerability to advanced social engineering attacks targeting its legal department.
Using detailed knowledge of mergers and legal proceedings, the tester crafts a highly credible pretext to deceive legal employees into
sharing confidential case documents. What is the most effective technique?

A. Send a spear-phishing email referencing specific merger details and requesting document access
B. Create a fake LinkedIn profile to connect with legal employees and request document sharing
C. Visit the office in person posing as a new legal intern to request document access

D. Conduct a mass phishing campaign with generic legal templates attached

Answer: A

Explanation:
CEH identifies spear-phishing as a targeted, context-rich social engineering method tailored to specific individuals or departments.
By incorporating accurate insider details, attackers significantly increase trust and likelihood of disclosure.

NEW QUESTION # 809

Suppose your company has just passed a security risk assessment exercise. The results display that the risk of the breach in the main
company application is 50%. Security staff has taken some measures and implemented the necessary controls. After that, another
security risk assessment was performed showing that risk has decreased to 10%. The risk threshold for the application is 20%.
Which of'the following risk decisions will be the best for the project in terms of its successful continuation with the most business
profit?

A. Accept the risk

B. Introduce more controls to bring risk to 0%
C. Avoid the risk

D. Mitigate the risk

Answer: A

Explanation:

Risk Mitigation

Risk mitigation can be defined as taking steps to reduce adverse effects. There are four types of risk mitigation strategies that hold
unique to Business Continuity and Disaster Recovery. When mitigating risk, it' s important to develop a strategy that closely relates
to and matches your company's profile.

A picture containing diagram Description automatically generated

Risk Acceptance

Risk acceptance does not reduce any effects; however, it is still considered a strategy. This strategy is a common option when the
cost of other risk management options such as avoidance or limitation may outweigh the cost of the risk itself. A company that
doesn't want to spend a lot of money on avoiding risks that do not have a high possibility of occurring will use the risk acceptance
strategy.

Risk Avoidance

Risk avoidance is the opposite of risk acceptance. It is the action that avoids any exposure to the risk whatsoever. It's important to
note that risk avoidance is usually the most expensive of all risk mitigation options.

Risk Limitation

Risk limitation is the most common risk management strategy used by businesses. This strategy limits a company's exposure by
taking some action. It is a strategy employing a bit of risk acceptance and a bit of risk avoidance or an average of both. An example
of risk limitation would be a company accepting that a disk drive may fail and avoiding a long period of failure by having backups.



Risk Transference

Risk transference is the involvement of handing risk off'to a willing third party. For example, numerous companies outsource certain
operations such as customer service, payroll services, etc. This can be beneficial for a company if a transferred risk is not a core
competency of that company. It can also be used so a company can focus more on its core competencies.

NEW QUESTION # 810
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