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NEW QUESTION # 122

A company has an application that generates a weather forecast that is updated every 15 minutes with an output resolution of 1
billion unique positions, each approximately 20 bytes in size (20 Gigabytes per forecast). Every hour, the forecast data is globally
accessed approximately 5 million times (1,400 requests per second), and up to 10 times more during weather events. The forecast
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data is overwritten every update. Users of the current weather forecast application expect responses to queries to be returned in less
than two seconds for each request.
Which design meets the required request rate and response time?

o A. Store forecast locations in an Amazon ES cluster. Use an Amazon CloudFront distribution targeting an AP Gateway
endpoint with AWS Lambda functions responding to queries as the origin. Create an Amazon Lambda@Edge function that
caches the data locally at edge locations for 15 minutes.

¢ B. Store forecast locations in an Amazon ES cluster. Use an Amazon CloudFront distribution targeting an Amazon API
Gateway endpoint with AWS Lambda functions responding to queries as the origin.

Enable API caching on the API Gateway stage with a cache-control timeout set for 15 minutes.

¢ (. Store forecast locations in an Amazon S3 as individual objects. Create an Amazon CloudFront distribution targeting an
Elastic Load Balancing group of an Auto Scaling fleet of EC2 instances, querying the origin of the S3 object. Set the cache-
control timeout for 15 minutes in the 3CloudFront distribution.

¢ D. Store forecast locations in an Amazon EFS volume. Create an Amazon CloudFront distribution that targets an Elastic
Load Balancing group of an Auto Scaling fleet of Amazon EC2 instances that have mounted the Amazon EFS volume. Set the
set cache-control timeout for 15 mmutes in the CloudFront distribution.

Answer: A

NEW QUESTION # 123
‘Which of the following statements is correct about the number of security groups and rules applicable for
an EC2-Classic mstance and an EC2-VPC network interface?

¢ A. In EC2-Classic, you can associate an instance with up to 500 security groups and add up to 100 rules
to a security group. In EC2-VPC, you can associate a network interface with up to 5 security groups and
add up to 50 rules to a security group.

¢ B. In EC2-Classic, you can associate an instance with up to 5 security groups and add up to 100 rules to a
security group. In EC2-VPC, you can associate a network interface with up to 500 security groups and
add up to 50 rules to a security group.

¢ C. In EC2-Classic, you can associate an instance with up to 5 security groups and add up to 50 rules to a
security group. In EC2-VPC, you can associate a network interface with up to 500 security groups and
add up to 100 rules to a security group.

¢ D. In EC2-Classic, you can associate an instance with up to 500 security groups and add up to 50 rules to
a security group. In EC2-VPC, you can associate a network interface with up to 5 security groups and add
up to 100 rules to a security group.

Answer: A

Explanation:

A security group acts as a virtual firewall that controls the traffic for one or more instances. When you
launch an instance, you associate one or more security groups with the instance. You add rules to each
security group that allow traffic to or from its associated instances. If you're using EC2-Classic, you must
use security groups created specifically for EC2-Classic. In EC2-Classic, you can associate an instance
with up to 500 security groups and add up to 100 rules to a security group. If you're using EC2-VPC, you
must use security groups created specifically for your VPC. In EC2-VPC, you can associate a network
mterface with up to 5 security groups and add up to 50 rules to a security group.

Reference: http:/docs.aws.amazon.com/ AWSEC2/latest/UserGuide/using-network-security. html

NEW QUESTION # 124

A company wants to deploy an AWS WAF solution to manage AWS WAF rules across multiple AWS accounts. The accounts are
managed under different OUs in AWS Organizations.

Administrators must be able to add or remove accounts or OUs from managed AWS WAF rule sets as needed Administrators also
must have the ability to automatically update and remediate noncompliant AWS WAF rules in all accounts Which solution meets
these requirements with the LEAST amount of operational overhead?

e A Use AWS Control Tower to manage AWS WAF rules across accounts in the organization Use AWS Key Management
Service (AWS KMS) to store account numbers and OUs to manage Update AWS KMS as needed to add or remove
accounts or OUs Create [AM users in member accounts Allow AWS Control Tower in the management account to use the
access key and secret access key to create and update AWS WAF rules in the member accounts



¢ B. Use AWS Firewall Manager to manage AWS WAF rules across accounts in the organization. Use an AWS Systems
Manager Parameter Store parameter to store account numbers and OUs to manage Update the parameter as needed to add
or remove accounts or OUs Use an Amazon EventBridge (Amazon CloudWatch Events) rule to identify any changes to the
parameter and to invoke an AWS Lambda finction to update the security policy in the Firewall Manager administrative
account

¢ C. Deploy an organization-wide AWS Config rule that requires all resources in the selected OUs to associate the AWS WAF
rules. Deploy automated remediation actions by using AWS Lambda to fix noncompliant resources Deploy AWS WAF rules
by using an AWS CloudFormation stack set to target the same OUs where the AWS Config rule is applied.

e D. Create AWS WAF rules in the management account of the organization Use AWS Lambda environment variables to store
account numbers and OUs to manage Update environment variables as needed to add or remove accounts or OUs Create
cross-account IAM roles in member accounts Assume the rotes by using AWS Security Token Service (AWS STS) in the
Lambda function to create and update AWS WATF rules in the member accounts.

Answer: A

NEW QUESTION # 125

A solutions architect is designing a multi-Region disaster recovery solution for an application that will provide public API access. The
application will use Amazon EC2 instances with a userdata script to load application code and an Amazon RDS for MySQL
database. The Recovery Time Objective (RTO) is

3 hours and the Recovery Point Objective (RPO) is 24 hours.

Which architecture would meet these requirements at the LOWEST cost?

¢ A Use Amazon API Gateway for the public APIs and Region failover. Deploy new EC2 instances with the userdata script.
Create a MySQL read replica of the RDS instance in a backup Region.

¢ B. Use Amazon Route 53 for Region failover. Deploy new EC2 instances with the userdata script for APIs, and create a
snapshot of the RDS instance daily for a backup. Replicate the snapshot to a backup Region.

e C. Use Amazon Route 53 for Region failover. Deploy new EC2 instances with the userdata script. Create a read replica of
the RDS instance in a backup Region.

¢ D. Use an Application Load Balancer for Region failover. Deploy new EC2 instances with the userdata script. Deploy
separate RDS instances in each Region.

Answer: B

NEW QUESTION # 126

A solutions architect wants to make sure that only AWS users or roles with suitable permissions can access a new Amazon API
Gateway endpoint The solutions architect wants an end-to-end view of each request to analyze the latency of the request and create
service maps How can the solutions architect design the API Gateway access control and perform request inspections”

e A Create an AWS Lambda function as the custom authorizer ask the API client to pass the key and secret when making the
call, and then use Lambda to validate the key/secret pair against the IAM system Use AWS X-Ray to trace and analyze user
requests to API Gateway

¢ B. Create a client certificate for API Gateway Distribute the certificate to the AWS users and roles that need to access the
endpoint Enable the API caller to pass the client certificate when accessing the endpoint. Use Amazon CloudWatch to trace
and analyze user requests to API Gateway.

e C. For the API Gateway resource set CORS to enabled and only return the company's domain in Access-Control- Allow-
Origin headers Then give the [AM user or role execute-api Invoke permission on the REST API resource Use Amazon
CloudWatch to trace and analyze user requests to APl Gateway

e D. For the API Gateway method, set the authorization to AWSJAM Then, give the [AM user or role execute-api Invoke
permission on the REST API resource Enable the API caller to sign requests with AWS Signature when accessing the
endpoint Use AWS X-Ray to trace and analyze user requests to API Gateway

Answer: D

NEW QUESTION # 127
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