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i =8 #183
Ifthe number of MAC addresses learned on an interface enabled with port security reaches the upper limit, which of the following
actions may the switch take?

A. Sets the interface state to error-down and generates an alarm.

B. Discards packets with unknown source MAC addresses without generating any alarm
C. Discards packets with unknown source MAC addresses and generates an alarm

D. Sets the interface state to error-down without generating any alarm

ER: A

FRE #184

On acampus network,iMaster NCE-Campusis used to deploy twoVNs (Virtual Networks):R&D VNandMarketing VN. Users in
these two VN’ belong to twoseparate security groups.

The campus network requiresR&D personnel and sales personnel to commumnicate with each other. To meet this requirement, which
of the following tasks does a network administrator need to perform?
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A. Configure inter- VN commumnication.
B. Deploy network service resources.
C. Deploy a policy control matrix.

D. Deploy an external network.

ER: AC

R A -

Comprehensive and Detailed Explanation:

#Inter- VN communicationallows users indifferent VNs (R&D and Marketing)to commumicate.

#Correct Steps:

#(B) Deploy a Policy Control Matrix# Definesrules for inter- VN communicationbetween security groups.

#(C) Configure Inter- VN Commumicatior# Enablesrouting between VNsthrough theborder gateway or firewall.
#Why Not Other Options?

#(A) Deploy Network Service Resources# This is forinternal VN service deployment, not inter- VN communication.
#(D) Deploy an External Network# This is forInternet or WAN access, not internal VN-to- VN commumnication.
#Reference:Huawei HCIE Datacom - Virtual Network Intercommumnication

8 #185
OSPFv2 is an IGP running on [Pv4 networks, whereas OSPFV3 is an IGP running on IPv6 networks. OSPFv2 and OSPFv3 have
similar LSA types, but their LSA functions are slightly different. Which of the following is not an OSPFv3 LSA type?

A. Network-LSA

B. ASBR-Summary-LSA
C. AS-External-LSA

D. Router-LSA

ZX: B

fE R

Comprehensive and Detailed Explanation:

OSPFv2 (for IPv4) and OSPFV3 (for [Pv6) LSAs differ in finction and naming conventions.

Key Differences in OSPFv3 LSAs:

OSPFv3does not use ASBR-Summary-LSA. Instead, it infroduces newlInter-Area Prefix LSAs (Type 3) and Inter- Area Router
LSAs (Type 4).

OSPFv2 ASBR-Summary-LSA (Type 4) is replaced in OSPFv3 by Inter- Area Router LSA (Type 4).
OSPFv3 LSA Types:

#Router-LSA (Type 1)- Describes router interfaces and links.

#Network-LSA (Type 2)- Describes broadcast network links.

#Inter- Area Prefix LSA (Type 3)- Replaces Summary LSAs for routes.

#Inter- Area Router LSA (Type 4)- Replaces ASBR Summary LSAs.

#AS-External LSA (Type 5)- Describes external routes (same as OSPFv2).
SinceASBR-Summary-LSA (Type 4) does not exist in OSPFv3, the correct answer isA.
#Reference:Huawei HCIE Datacom - OSPFv3 LSA Types

PR #186
Which of the following statements is incorrect about access control on small and midsize campus networks based on the Huawei
CloudCampus solution?

A. Master NCE can interconnect with a third-party RADIUS server.
B. iMaster NCE can function as an authentication server.

C. Cloud APs support local Portal authentication.

D. iMaster NCE can finction as a Portal relay device.

ER: C
i RE S «

Understanding Huawei CloudCampus Access Control
Huawef's CloudCampus solution provides centralized authentication and policy management via iMaster NCE-Campus.



# Analysis of Each Option:

# A. Master NCE can function as an authentication server.

* Correct: iMaster NCE includes AAA (Authentication, Authorization, and Accounting) capabilities, reducing dependency on
external servers.

# B. Cloud APs support local Portal authentication.

* Incorrect: Huawei Cloud APs do NOT support local Portal authentication.

* Instead, Portal authentication is managed centrally by iMaster NCE, NOT by individual APs.

# C. iMaster NCE can function as a Portal relay device.

* Correct: It can relay authentication requests to a RADIUS or AAA server.

# D. iMaster NCE can interconnect with a third-party RADIUS server.

* Correct: It supports integration with external RADIUS authentication servers for enterprise authentication.

Real-World Application:

* Used in Wi-Fi 6 enterprise deployments where centralized authentication, security, and policy enforcement are needed.
# Reference: Huawei HCIE-Datacom Guide - CloudCampus Authentication Architecture

i RE #187
In a scenario where a VXLAN tunnel is dynamically established through BGP EVPN, which of the following BGP EVPN routes is
used to advertise MAC addresses, ARP entries, and IRB routes?

A. Type 2
B. Type 1
C. Type 4
D. Type 3

ER: A

fR R A -

Comprehensive and Detailed In-Depth

In BGP EVPN, Type 2 routes (MAC/IP Advertisement routes) are used to advertise:

MAC addresses of endpoints.

ARP entries (MAC-to-IP bindings).

IRB (Integrated Routing and Bridging) routes, allowing the advertisement of both Layer 2 and Layer 3 reachability.
These routes are essential for enabling dynamic VXLAN tunnel establishment and seamless host mobility.

Type 1 (Ethernet Auto-Discovery): Used for multi-homing information.

Type 3 (Inclusive Multicast Ethernet Tag): Used for BUM (Broadcast, Unknown unicast, and Multicast) traffic.
Type 4 (Ethernet Segment): Used for identifying Ethernet segments in multi-homing scenarios.

Reference:

Huawei HCIE Datacom Official Certification Guide

Huawei VXLAN Configuration Guide

RFC 7432: BGP MPLS-Based Ethernet VPN
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