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8 #15
A company uses AWS Organizations to manage multiple accounts. Information security policies require that all unencrypted Amazon

EBS volumes be marked as non-conmpliant. A DevOps engineer needs to automatically deploy the solution and ensure that this
compliance check is always present.
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‘Which solution will accomplish this?

e A Create an AWS CloudFormation template that defines an AWS Inspector rule to check whether EBS encryption is
enabled. Save the tenplate to an Amazon S3 bucket that has been shared with all accounts within the company. Update the
account creation script pointing to the CloudFormation template in Amazon S3.

¢ B. Deploy an IAM role to all accounts from a single trusted account. Build a pipeline with AWS CodePipeline with a stage in
AWS Lambda to assume the IAM role, and list all EBS volumes in the account. Publish a report to Amazon S3.

e C. Create an AWS Config organizational rule to check whether EBS encryption is enabled and deploy the rule using the
AWS CLI Create and apply an SCP to prohibit stopping and deleting AWS Config across the organization.

¢ D. Create an SCP in Organizations. Set the policy to prevent the launch of Amazon EC2 instances without encryption on the
EBS volumes using a conditional expression. Apply the SCP to all AWS accounts. Use Amazon Athena to analyze the AWS
CloudTrail output, looking for events that deny an ec2:Runlnstances action.

ER:. C
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https:/docs.aws.amazon.convconfig/latest/developerguide/ec2-ebs-encryption-by-default. html
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A company has an AWS CodePipeline pipeline that is configured with an Amazon S3 bucket in the eu-west-1 Region. The pipeline
deploys an AWS Lambda application to the same Region. The pipeline consists of an AWS CodeBuild project build action and an
AWS CloudFormation deploy action.

The CodeBuild project uses the aws cloudformation package AWS CLI command to build an artifact that contains the Larmbda
function code's .zip file and the CloudFormation template. The CloudFormation deploy action references the CloudFormation
template from the output artifact of the CodeBuild project's build action.

The company wants to also deploy the Lambda application to the us-east-1 Region by using the pipeline in eu-west-1. A DevOps
engineer has already updated the CodeBuild project to use the aws cloudformation package command to produce an additional
output artifact for us-east-1.

‘Which combination of additional steps should the DevOps engineer take to meet these requirements? (Choose two.)

¢ A. Create a new CloudFormation deploy action for us-east-1 in the pipeline. Configure the new deploy action to use the
CloudFormation template from the us-east-1 output artifact.

e B. Modify the CloudFormation template to include a parameter for the Lambda finction code's zp file location. Create a new
CloudFormation deploy action for us-east-1 in the pipeline. Configure the new deploy action to pass in the us-east-1 artifact
location as a parameter override.

e (. Create an S3 bucket in us-east- 1. Configure the S3 bucket policy to allow CodePipeline to have read and write access.

e D. Create an S3 bucket in us-east- 1. Configure S3 Cross-Region Replication (CRR) from the S3 bucket in eu-west-1 to the
S3 bucket in us-east-1.

e E. Modify the pipeline to include the S3 bucket for us-east-1 as an artifact store. Create a new CloudFormation deploy
action for us-east-1 m the pipeline. Configure the new deploy action to use the CloudFormation template from the us-east- 1
output artifact.

Z%: AB

L EELR

A) The CloudFormation template should be modified to include a parameter that indicates the location of the .zip file containing the
Lambda finction's code. This allows the CloudFormation deploy action to use the correct artifact depending on the region. This is
critical because Lambda functions need to reference their code artifacts from the same region they are being deployed in.

B) You would also need to create a new CloudFormation deploy action for the us-east-1 Region within the pipeline. This action
should be configured to use the CloudFormation template from the artifact that was specifically created for us-east-1.
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A developer is maintaining a fleet of 50 Amazon EC2 Linux servers. The servers are part of an Amazon EC2 Auto Scaling group,
and also use Elastic Load Balancing for load balancing,

Occasionally, some application servers are being terminated after failing ELB HTTP health checks. The developer would like to
performa root cause analysis on the issue, but before being able to access application logs, the server is terminated.

How can log collection be autormated?

e A Use Auto Scaling lifecycle hooks to put instances in a Terminating:Wait state. Create an AWS Config rule for EC2



Instance-terminate Lifecycle Action and trigger a step function that invokes a script to collect logs, push them to Amazon S3,
and complete the lifecycle action once logs are collected.

¢ B. Use Auto Scaling lifecycle hooks to put instances in a Pending:Wait state. Create an Amazon CloudWatch alarm for EC2
Instance Termnate Successful and trigger an AWS Lambda function that invokes an SSM Run Command script to collect
logs, push themto Amazon S3, and complete the lifecycle action once logs are collected.

e (. Use Auto Scaling lifecycle hooks to put instances in a Terminating:Wait state. Create an Amazon EventBridge rule for EC2
Instance-terminate Lifecycle Action and trigger an AWS Lambda function that invokes an SSM Run Command script to
collect logs, push themto Amazon S3, and complete the lifecycle action once logs are collected.

¢ D. Use Auto Scaling lifecycle hooks to put instances in a Terminating:Wait state. Create an Amazon CloudWatch subscription
filter for EC2 Instance Terminate Successful and trigger a CloudWatch agent that invokes a script to collect logs, push them
to Amazon S3, and complete the lifecycle action once logs are collected.
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A development team is using AWS CodeCommit to version control application code and AWS CodePipeline to orchestrate
software deployments. The team has decided to use a remote main branch as the trigger for the pipeline to integrate code changes.
A developer has pushed code changes to the CodeCommit repository, but noticed that the pipeline had no reaction, even after 10
minutes.

Which of the following actions should be taken to troubleshoot this issue?

A. Check that the CodePipeline service role has permission to access the CodeCommit repository.

B. Check that an Amazon EventBridge rule has been created for the main branch to trigger the pipeline.

C. Check that the developer's IAM role has permission to push to the CodeCommit repository.

D. Check to see if the pipeline failed to start because of CodeCommit errors in Amazon CloudWatch Logs.

EX: B
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Explanation

When you create a pipeline from CodePipeline during the step-by-step it creates a CloudWatch Event rule for a given branch and
repo like this:

{

"source": |

"aws.codecommit"

L

"detail-type": [

"CodeCommit Repository State Change"

L

"resources" [

"arn:aws:codecommit:us-east- 1 xxxxx:repo-name"
L

"detail": {

"event: [

"referenceCreated",

"referenceUpdated"

]

eferenceType": [
"branch"

8
"referenceName™ [
"master"

]

}

}
httpsz/docs.aws.amazon.com/codepipeline/latest/userguide/pipelines- trigger-source-repo-changes-console. html
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A company needs to ensure that flow logs remain configured for all existing and new VPCs in its AWS account. The company uses
an AWS CloudFormation stack to manage its VPCs. The company needs a solution that will work for any VPCs that any ITAM user
creates.

‘Which solution will meet these requirements?

e A. Turn on AWS Config. Create an AWS Config rule to check whether VPC flow logs are turned on.
Configure automatic remediation to turn on VPC flow logs.
¢ B. Create an organization in AWS Organizations. Add the company's AWS account to the organization.
Create an SCP to prevent users from modifying VPC flow logs.
e C. Add the resource to the CloudFormation stack that creates the VPCs.
e D. Create an IAM policy to deny the use of API calls for VPC flow logs. Attach the IAM policy to all TAM users.

ER: A
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To meet the requirements of ensuring that flow logs remain configured for all existing and new VPCs in the AWS account, the
company should use AWS Config and automatic remediation. AWS Config is a service that enables customers to assess, audit, and
evaluate the configurations of their AWS resources. AWS Config continuously monitors and records the configuration changes of the
AWS resources and evaluates them against desired configurations. Custormers can use AWS Config rules to define the desired
configuration state of their AWS resources and trigger actions when a resource configuration violates a rule.

One of the AWS Config rules that customers can use is vpc-flow-logs-enabled, which checks whether VPC flow logs are enabled
for all VPCs in an AWS account. Customers can also configure automatic remediation for this rule, which means that AWS Config
will automatically enable VPC flow logs for any VPCs that do not have them enabled. Customers can specify the destination
(CloudWatch Logs or S3) and the traffic type (all, accept, or reject) for the flow logs as remediation parameters. By using AWS
Config and automatic remediation, the company can ensure that flow logs remain configured for all existing and new VPCs i its
AWS account, regardless of who creates them or how they are created.

The other options are not correct because they do not meet the requirements or follow best practices. Adding the resource to the
CloudFormation stack that creates the VPCs is not a sufficient solution because it will only work for VPCs that are created by using
the CloudFormation stack. It will not work for VPCs that are created by using other methods, such as the console or the APL
Creating an organization n AWS Organizations and creating an SCP to prevent users from modifying VPC flow logs is not a good
solution because it will not ensure that flow logs are enabled for all VPCs in the first place. It will only prevent users from disabling or
changing flow logs after they are enabled. Creating an IAM policy to deny the use of API calls for VPC flow logs and attaching it to
all IAM users is not a valid solution because it will prevent users from enabling or disabling flow logs at all. It will also not work for
VPCs that are created by using other methods, such as the console or CloudFormation.

1: AWS:EC2:FlowLog - AWS CloudFormation

2: Amazon VPC Flow Logs extends CloudFormation Support to custom format subscriptions, 1-minute aggregation intervals and
tagging

3: Logging IP traffic using VPC Flow Logs - Amazon Virtual Private Cloud About AWS Config - AWS Config vpc-flow-logs-
enabled - AWS Config Remediate Noncompliant Resources with AWS Config Rules - AWS Config
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