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HM #68
Which technique allows a cybercriminal to hide information?

A. Cryptography
B. Encryption

C. Steganography
D. Steganalysis

Ef#: C

A -
Comprehensive and Detailed Explanation From Exact Extract:
Steganography is the technique of hiding nformation within another file, message, image, or medium to conceal the existence of the
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information itself. It differs from encryption in that the data is hidden, not just scrambled.

* Steganalysis is the detection or analysis of hidden data.

* Encryption and cryptography involve scranmbling data but do not inherently hide its existence.

NIST and digital forensics guidelines define steganography as the art of concealed writing or data hiding, used by criminals to evade
detection.

M #69
‘Which Windows component is responsible for reading the boot.ini file and displaying the boot loader menu on Windows XP during
the boot process?

e A.NTLDR

* B. Winload.exe
¢ C. BOOTMGR
e D.BCD

EfE: A

A -

Comprehensive and Detailed Explanation From Exact Extract:

NTLDR (NT Loader) is the boot loader for Windows NT-based systens including Windows XP. It reads the boot.ini configuration
file and displays the boot menu, nitiating the boot process.

* Later Windows versions (Vista and above) replaced NTLDR with BOOTMGR.

* Understanding boot components assists forensic nvestigators in boot process analysis.

Reference:Microsoft technical documentation and forensic traning materials outline NTLDR's role in legacy Windows systens.

HE #70

A forensic examiner is reviewing a laptop running OS X which has been compromised. The examiner wants to know if any shell
commands were executed by any of the accounts.

Which log file or folder should be reviewed?

A. /Users/<user>/.bash_history

B. /var/log

C. /Users/<user>/Library/Preferences
D. /var/vm

EfE: A

fiR .-

Comprehensive and Detailed Explanation From Exact Extract:

The.bash_historyfile located in each user's home directory (e.g.,/Users/<user>/.bash history) records the history of shell commands
entered by the user in bash shell sessions. Reviewing this file allows investigators to see the commands executed by a specific user.
* /var/vimcontains virtual memory swap files, not command history.

* /var/logcontains system logs but not individual user shell command history.

* /Users/<user>/Library/Preferencesstores application preferences.

NIST guidelines and macOS forensics literature confirmbash_historyas the standard location for shell command histories on OS X
Systems.

R #71
Which tool identifies the presence of steganography?

A. Forensic Tookit (FTK)
B. DiskDigger

C. ComputerCOP

D. Disk Investigator

IEf#: D



Comprehensive and Detailed Explanation From Exact Extract:

Disk Investigator is a forensic tool that can analyze disk images and file systems to identify hidden data, including the presence of
steganography by examining slack space, hidden files, and embedded data.

* DiskDigger is mainly a data recovery tool.

* FTK is a comprehensive forensic suite but does not specialize in steganography detection.

* ComputerCOP is a parental control software, not a forensic tool.

Digital forensic best practices recognize Disk Investigator as usefil for detecting steganographic content in files and disk areas.

H #72

Susan was looking at her credit report and noticed that several new credit cards had been opened lately in her name. Susan has not
opened any of the credit card accounts herself.

Which type of cybercrime has been perpetrated against Susan?

¢ A Cyberstalking
¢ B. Malware

o (. Identity theft
¢ D. SQL njection

EfE: C

R -

Comprehensive and Detailed Explanation From Exact Extract:

Identity theft occurs when an attacker unlawfully obtains and uses another person's personal information to open accounts, access
credit, or commit fraud. The opening of credit cards without the victim's consent is a classic example.

* SQL injection is a web application attack method that does not directly relate to this case.

* Cyberstalking nvolves harassment via digital means and is unrelated.

* Malware is malicious software and may be used to facilitate identity theft but is not the crime itself.

Reference:According to the U.S. Federal Trade Commission (FTC) definitions and NIST Cybersecurity Framework, identity theft is
defined as the unauthorized use of someone's personal information for fraudulent purposes, perfectly matching Susan's situation.
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