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ER #39
Plan of Action defines the clear goal or objective for the plan. What information is generally NOT a part of a plan of action?

e A. Completion dates

¢ B. Milestones to measure progress

e (. Budget requirements to implement the plan's remediation actions
e D. Ownership of who is accountable for ensuring plan performance

IEf: C

AR :

Under the Cybersecurity Maturity Model Certification (CMMC) 2.0, a Plan of Action (POA) is a critical document that outlines the
specific actions a contractor needs to take to remediate cybersecurity deficiencies.

While POAs serve as a roadmap for achieving compliance with required controls, the inclusion of certain elements is standardized.
Key Elements of a Plan of Action (POA)

According to the CMMC guidelines and NIST SP 800- 171, which underpins many CMMC requirements, a POA typically
includes:

Completion Dates: Identifies target deadlines for resolving deficiencies.

Miilestones to Measure Progress: Includes interim steps or markers to ensure progress is monitored over time.

Ownership or Accountability: Clearly assigns responsibility for each action item to specific personnel or teams.



What is Generally NOT Part ofa POA?

Budget requirements to implement the plan's remediation actions (Option D) are generally not included in a POA. While budgeting is
critical for ensuring the plan's success, it is considered a part of the broaderproject management or resource planning process, not
the POA fitself. This distinction is intentional to keep the POA focused on actionable itens rather than resource allocation.
Supporting Reference

NIST SP 800-171A, Appendix D: Provides an overview of POA components, emphasizing the prioritization of corrective actions,
responsibility, and measurable outcomes.

CMMC Level 2 Practices (Aligned with NIST SP 800-171): Specifically, the focus is on actions, timelines, and accountability rather
than financial planning.

By excluding budget details, the POA remains a tactical document that supports immediate action and compliance tracking, separate
from financial considerations.

HA #40
Which assessment method compares actual-specified conditions with expected behavior?

A. Conpile
B. Interview
C. Examine
D. Test

Ef#E: D

A #41
‘Which domain has a practice requiring an organization to restrict, disable, or prevent the use of nonessential programs?

A. Access Control (AC)

B. Asset Management (AM)

C. Configuration Management (CM)
D. Media Protection (MP)

Ef#: C

H #42
‘Which phase of the CMMC Assessment Process includes the task to identify, obtain inventory, and verify evidence?

e A Phase 1: Plan and Prepare Assessment

¢ B. Phase 3: Report Recommended Assessment Results

¢ C. Phase 4: Remediation of Outstanding Assessment Issues
e D. Phase 2: Conduct Assessiment

IEf#: D

AR :

Understanding the CMMC Assessiment ProcessTheCMMC Assessiment Process (CAP)consists offour phases, each with specific
tasks and objectives.

* Phase 1: Plan and Prepare Assessment- Planning, scheduling, and preparing for the assessment.

* Phase 2: Conduct Assessment-Gathering and verifying evidence, conducting interviews, and evaluating compliance.

* Phase 3: Report Recommended Assessment Results- Documenting findings and reporting results.

* Phase 4: Remediation of Outstanding Assessment Issues- Allowing the organization to address any deficiencies.

Why "Phase 2: Conduct Assessment" is Correct?DuringPhase 2: Conduct Assessment, theAssessment Teamperforns key activities,
including:

#ldentifying required evidencefor compliance verification.

#Obtaining and reviewing artifacts(e.g,, security policies, configurations, logs).

#Verifying the sufficiency of evidenceagainst CMMC practice requirements.

#Interviewing key personneland observing cybersecurity implementations.

Since the question specifically mentions'identify, obtain inventory, and verify evidence,"this task directly falls underPhase 2: Conduct
Assessment.



Breakdown of Answer ChoicesOption

Description

Correct?

A: Phase 1: Plan and Prepare Assessment

#Incorrect-This phase focuses onscheduling, logistics, and planning, not evidence collection.

B: Phase 2: Conduct Assessment

#Correct - This phase involves gathering, verifying, and reviewing evidence.

C: Phase 3: Report Recommended Assessment Results

#Incorrect-This phasedocumentsresults but doesnotcollect evidence.

D: Phase 4: Remediation of Outstanding Assessment Issues

#Incorrect-This phase focuses oncorrective actions, not evidence collection.

* CMMC Assessmment Process Guide (CAP)-Phase 2: Conduct Assessmentexplicitly includes tasks such asgathering and verifying
evidence.

Official References from CMMC 2.0 DocumentationFinal Verification and ConclusionThe correct answer isB. Phase 2: Conduct
Assessmment, as this phase includesidentifying, obtaining, and verifying evidence, which is critical for determining CMMC compliance.

H #43
In the CMMC Model, how many practices are included in Level 2?

A. 180 practices
B. 72 practices
C. 110 practices
D. 17 practices

Ef#: B
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