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B #196

Which of'the following is an IT privacy practitioner's BEST recommendation to reduce privacy risk before an organization provides
personal data to a third party?

A. Encryption

B. Aggregation
C. Anonymization
D. Tokenization

Ef#: C

TR

Anonymization is a technique that removes or modifies all identifiers in a data set to prevent or limit the identification of the data
subjects. Anonymization is an IT privacy practitioner's best recommendation to reduce privacy risk before an organization provides
personal data to a third party, as it would protect the privacy of the data subjects by reducing the linkability of the data set with their
original identity, and also comply with the data minimization principle that requires limiting the collection, storage and processing of
personal data to what is necessary and relevant for the intended purposes. Anonymization would also preserve some characteristics
or patterns of the original data that can be used for analysis or research purposes by the third party, without compromising the
accuracy or quality of the results. The other options are not as effective as anonymization in reducing privacy risk before an
organization provides personal data to a third party. Tokenization is a technique that replaces sensitive or confidential data with non-
sensitive tokens or placeholders that do not reveal the original data, but it does not prevent or limit the identification of the data
subjects, as tokens can be reversed or linked back to the original data using a tokenization system or key. Aggregation is a technique
that combines individual data into groups or categories that do not reveal the identity of the data subjects, but it may not prevent or
limit the identification of the data subjects, as aggregated data can be de-aggregated or re-identified using other sources of
mformation or techniques. Encryption is a technique that transforms plain text data into cipher text using an algorithm and a key,
making it unreadable by unauthorized parties, but it does not prevent or limit the identification of the data subjects, as encrypted data
can be decrypted or linked back to the original data using an encryption systemor keyl, p. 74-75 Reference: 1: CDPSE Review
Manual (Digital Version)

HA #197
What is the PRIMARY means by which an organization comnumnicates customer rights as it relates to the use of their personal
mformation?

A. Distributing a privacy rights policy

B. Gaining consent when information is collected
C. Mailing rights documentation to customers

D. Publishing a privacy notice

EfE: D
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Explanation

The primary means by which an organization communicates customer rights as it relates to the use of their personal information is
publishing a privacy notice. A privacy notice is a document that infornms the customers about how their personal information is
collected, used, shared, stored, and protected by the organization, as well as what rights they have regarding their personal
nformation, such as access, rectification, erasure, portability, objection, etc. A privacy notice should be clear, concise, transparent,
and easily accessible to the customers, and should comply with the applicable privacy regulations and standards. A privacy notice
helps to establish trust and transparency between the organization and the customers, and enables the customers to exercise their
rights and choices over their personal information. References: : CDPSE Review Manual (Digital Version), page 39

M #198
Which of the following helps define data retention time is a stream-fed data lake that includes personal data?

A. Data lake configuration

B. Privacy impact assessments (PIAs)
C. Data privacy standards

D. Information security assessiments

F
R

: B



fEERA -

Explanation

A privacy impact assessiment (PIA) is a systematic process of identifying and evaluating the potential privacy risks and impacts of a
data processing activity or system. A PIA helps to ensure that privacy is considered and integrated into the design and development
of data processing activities or systemns, and that privacy risks are mitigated or eliminated. A PIA also helps to determine the
appropriate retention periods for personal data based on the purpose and necessity of the data processing, as well as the legal and
regulatory obligations that apply to the data. Therefore, a PIA helps to define data retention time in a stream-fed data lake that
includes personal data. References: : CDPSE Review Manual (Digital Version), page 99

H #199
Which of the following is the BEST method to ensure the security of encryption keys when transferring data containing personal
information between cloud applications?

¢ A. Whole disk encryption
¢ B. Digital signature

e (. Asymmetric encryption
¢ D. Symmetric encryption

EfE: C
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Asymmetric encryption is a method of encrypting and decrypting data using two different keys: a public key and a private key. The
public key can be shared with anyone, while the private key is kept secret by the owner. Data encrypted with the public key can
only be decrypted with the private key, and vice versa. Asymimetric encryption ensures the security of encryption keys when
transferring data containing personal information between cloud applications, by providing the following benefits:

It can prevent unauthorized access or use of the data, as only the intended recipient who has the matching private key can decrypt
the data sent by the sender who has the public key.

It can prevent man-in-the-middle attacks, where an attacker intercepts and modifies the data or keys in transit, as any tampering
with the data or keys will result in decryption failure or error.

It can enable digital signatures, where the sender encrypts a message digest of the data with their private key, and the recipient
verifies it with the sender's public key. Digital signatures can ensure the authenticity and integrity of the data and the sender.

The other options are less effective or irrelevant for ensuring the security of encryption keys when transferring data containing
personal information between cloud applications. Whole disk encryption is a method of encrypting all the data on a disk or device,
such as a laptop or a smartphone. It does not protect the data when they are transferred over a network or stored on a cloud server.
Symmetric encryption is a method of encrypting and decrypting data using the same key. It requires both parties to securely
exchange and store the key, which may be difficult or risky in a cloud environment. Digital signature is not a method of encryption,
but an application of asymmetric encryption that can provide additional security features for data transmission.

R #200
An IT privacy practitioner wants to test an application in pre-production that will be processing sensitive personal dat a. Which of
the following testing methods is BEST used to identity and review the application's runtime modules?

A. Dynamic application security testing (DAST)
B. Static application security testing (SAST)

C. Regression testing

D. Software composition analysis

IEf#E: A

AR :

The best testing method to identify and review the application's runtime modules is dynamic application security testing (DAST).
DAST s a testing technique that analyzes the application's behavior and fimctionality during its execution. DAST can detect security
and privacy vulnerabilities that are not visible in the source code, such as injection attacks, cross-site scripting, broken authentication,
sensitive data exposure, or improper error handling. DAST can also simulate real-world attacks and test the application's response
and resilience. DAST can provide a comprehensive and realistic assessment of the application's security and privacy posture in the
pre-production environment. Reference:

[ISACA Glossary of Terns]

[OWASP Top 10 Web Application Security Risks]

[ISACA CDPSE Review Manual, Chapter 2, Section 2.4.2]



[ISACA Journal, Volue 6, 2018, "Dynamic Application Security Testing'"|
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