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R #299

You need to ensure that computer objects can be created as part of the Windows Autopilot deployment. The solution must meet the
technical requirements.

To what should you grant the right to create the computer objects?

e A. Server2
e B.DCI

e C. Serverl
® D. GroupA

EfE: D
RN -

Reference:
https/blog matrixpost.net/set-up-windows-autopilot-production-environment-part-2/

M #300

You have a Microsoft 365 subscription that contains 100 devices enrolled in Microsoft Intune.
You need to review the startup processes and how often each device restarts.

‘What should you use?

A. Azure Monitor

B. Endpoint analytics

C. Device Management

D. Intune Data Warehouse

Ef: D

fEEL:

Endpoint analytics within Microsoft Intune specifically provides insights into device performance and health, including information
about startup processes and restart frequency. It offers features like:

Startup performance: Analyzes boot and sign-in times, identifying slow devices and their specific bottlenecks.

Restart frequency: Tracks how often devices restart overall and per model, helping identify unusual occurrences.

Model performance: Compares boot and sign-in performance across different device models.

E R #301

You have a Microsoft 365 ES subscription that contains 500 macOS devices enrolled in Microsoft Intune.

You need to ensure that you can apply Microsoft Defender for Endpoint antivirus policies to the macOS devices. The solution must
minimize administrative effort.

‘What should you do?

A. Onboard the macOS devices to the Microsoft Purview compliance portal.
B. From the Microsoft Intune admin center, create a security baseline.

C. Install Defender for Endpoint on the macOS devices.

D. From the Microsoft Intune admin center, create a configuration profile.

Ef: C

AR :

To apply Microsoft Defender for Endpoint antivirus policies to the macOS devices, you need to install Defender for Endpoint on the
devices. You can use Intune to deploy a script that installs Defender for Endpoint on macOS devices. After nstallation, you can use
Intune to create and assign antivirus policies to the devices. References:
https://docs.microsoft.comven-us/windows/security/threat-protection/microsoft-defender-atp/mac- nstall- with-int

H R #302

You have devices that are not rooted enrolled in Microsoft Intune as shown in the following table.

The devices are members of a group named Groupl.
In Intune, you create a device compliance location that has the following configurations:



* Name: Network1

* [Pv4 range: 192.168.0.0/16

In Intune. you create a device compliance policy for the Android platform. The policy has the following configurations:
* Name: Policyl

* Device health: Rooted devices: Block

* Locations: Location: Network 1

* Mark device noncompliant: Immediately

* Assigned: Groupl

The Intune device compliance policy has the following configurations:

* Mark devices with no compliance policy assigned as: Compliant

* Enhanced jaibreak detection: Enabled

* Compliance status validity period (days): 20

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

AR

Explanation:

Devicel is marked as compliant. = No Device2 is marked as compliant. = Yes Device3 is marked as compliant. = No Devicel is
marked as noncompliant because 1t is rooted and the device compliance policy Policyl blocks rooted devices under the Device
health setting].

Device2 is marked as compliant because 1t is not rooted and it is within the network location Network1 that is specified in the device
compliance policy Policyl 1.

Device3 is marked as noncompliant because it is outside the network location Network1 that is specified in the device compliance
policy Policyl 1. The device compliance location setting requires devices to be in a specific network range to be compliant2.

M #303

You have SOO Windows 10 devices enrolled in Microsoft Intune.

You plan to use Exploit protection in Microsoft Intune to enable the following system settings on the devices:

* Data Execution Prevention (DEP)

* Force randomization for images (Mandatory ASIR)

You need to configure a Windows 10 device that will be used to create a template file.

‘Which protection areas on the device should you configure in the Windows Security app before you create the template file? To
answer, drag the appropriate protection areas to the correct settings. Each protection area may be used once, more than once, or
not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Ef#:

fR e«

Explanation:

Exploit protection is a feature that helps protect against malware that uses exploits to infect devices and spread. Exploit protection
consists of many mitigations that can be applied to either the operating system or individual apps1.

To configure a Windows 10 device that will be used to create a template file for Exploit protection, you need to configure the
following protection areas on the device in the Windows Security app:

* DEP: Device security. Data Execution Prevention (DEP) is a mitigation that prevents code from running in memory regions marked
as non-executable. You can enable DEP system+wide or for specific apps in the Device security section of the Windows Security
appl.

* Mandatory ASLR: App & browser control. Force randomization for images (Mandatory ASLR) is a mitigation that randomizes
the location of executable images in memory, making it harder for attackers to predict where to inject code. You can enable
Mandatory ASLR system-wide or for specific apps in the App & browser control section of the Windows Security app1.
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