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R #51

A company plans to use Amazon CloudWatch to monitor its Amazon EC2 instances. The company needs to stop EC2 instances
when the average of the NetworkPacketsIn metric is less than 5 for at least 3 hours ina 12- hour time window. The company must
evaluate the metric every hour. The EC2 instances must continue to run if there is missing data for the NetworkPacketsIn metric
during the evaluation period.

A DevOps engineer creates a CloudWatch alarm for the NetworkPacketsIn metric. The DevOps engineer configures a threshold
value of 5 and an evaluation period of 1 hour.

Which set of additional actions should the DevOps engineer take to meet these requirements?

e A. Configure the Datapoints to Alarm value to be 9 out of 12. Configure the alarmto treat missing data as not breaching the
threshold. Add an AWS Systems Manager action to stop the instance when the alarm enters the ALARM state.

¢ B. Configure the Datapoints to Alarm value to be 9 out of 12. Configure the alarmto treat missing data as breaching the
threshold. Add an EC2 action to stop the instance when the alarm enters the ALARM state.

e C. Configure the Datapoints to Alarm value to be 3 out of 12. Configure the alarmto treat missing data as not breaching the
threshold. Add an EC2 action to stop the instance when the alarm enters the ALARM state.

e D. Configure the Datapoints to Alarm value to be 3 out of 12. Configure the alarm to treat missing data as breaching the
threshold. Add an AWS Systems Manager action to stop the instance when the alarm enters the ALARM state.
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To meet the requirements, the DevOps engineer needs to configure the CloudWatch alarm to stop the EC2 instances when the
average of the NetworkPacketsIn metric is less than 5 for at least 3 hours in a 12-hour time window. This means that the alarm
should trigger when 3 out of 12 datapoints are below the threshold of 5.

The alarm should also treat missing data as not breaching the threshold, so that the EC2 instances continue to run if there is no data
for the metric during the evaluation period. The DevOps engineer can add an EC2 action to stop the instance when the alarm enters
the ALARM state, which is a built-in action type for CloudWatch alarms.

il RE #52

A company uses a series of individual Amazon Cloud Formation templates to deploy its multi-Region Applications. These templates
nmust be deployed in a specific order. The company is making more changes to the templates than previously expected and wants to
deploy new templates more efficiently. Additionally, the data engineering team must be notified of all changes to the templates.
‘What should the company do to accomplish these goals?

¢ A Leverage CloudFormation nested stacks and stack sets (or deployments Use Amazon SN to notify the data engineering
team.

¢ B. Host the Cloud Formation templates in Amazon S3 Use Amazon S3 events to directly trigger CloudFormation updates
and Amazon SNS notifications.

¢ C. Implement CloudFormation StackSets and use drift detection to trigger update alerts to the data engineering team.

¢ D. Create an AWS Lambda function to deploy the Cloud Formation templates m the required order Use stack policies to
alert the data engineering team
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Explanation

This solution will meet the requirements because it will use CloudFormation nested stacks and stack sets to deploy the templates
more efficiently and consistently across muiltiple regions. Nested stacks allow the company to separate out common components and
reuse templates, while stack sets allow the company to create stacks in multiple accounts and regions with a single template. The
company can also use Amazon SNS to send notifications to the data engineering team whenever a change is made to the templates
or the stacks.

Amazon SNS is a service that allows you to publish messages to subscribers, such as email addresses, phone numbers, or other
AWS services. By using Amazon SNS, the company can ensure that the data engineering team is aware of all changes to the
templates and can take appropriate actions if needed. What is Amazon SNS? - Amazon Simple Notification Service
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A company has an application that stores data that includes personally Identifiable Information (PIl) In an Amazon S3 bucket All
data Is encrypted with AWS Key Management Service (AWS KMS) customer managed keys. All AWS resources are deployed
froman AWS Cloud Formation template.

A DevOps engineer needs to set up a development environment for the application in a different AWS account The data in the
development environment's S3 bucket needs to be updated once a week from the production environment's S3 bucket.

The company must not move Pll from the production environment without anonymizmg the Pll first The data in each environment
must be encrypted with different KMS customer managed keys.

‘Which combination of steps should the DevOps engineer take to meet these requirements? (Select TWO )

¢ A. Setup an S3 Batch Operations job to copy files from the production S3 bucket to the development S3 bucket. In the
development account, configure an AWS Lambda function to redact all PIl. Configure S3 Object Lambda to use the Lambda
function for S3 GET requests Give the Lambda fimction's 1 AM role encrypt and decrypt permissions on the KMS key in the
development account.

¢ B. Create a development environment from the CloudFormation template in the development account. Schedule a cron job
on an Amazon EC2 instance to run once a week to start the S3 Batch Operations job.

e (. Activate Amazon Macie on the S3 bucket In the production account Create an AWS Step Functions state machine to
initiate a discovery job and redact all Pll before copying files to the S3 bucket in the development account. Give the state
machine tasks decrypt permissions on the KMS key in the production account. Give the state machine tasks encrypt
permissions on the KMS key in the development account

¢ D. Create a development environment from the CloudFormatlon template in the development account. Schedule an Amazon
EventBridge rule to start the AWS Step Functions state machine once a week

e E. Setup S3 replication between the production S3 bucket and the development S3 bucket Activate Amazon Macie on the
development S3 bucket Create an AWS Step Functions state machine to initiate a discovery job and redact all Pll as the files
are copied to the development S3 bucket. Give the state machine tasks encrypt and decrypt permissions on the KMS key in
the development account.
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Activate Amazon Macie on the Production S3 Bucket:
Macie can identify and protect sensitive data such as PIL
Create a Step Functions state machine to automate data discovery and redaction before copying it to the development environment.
Example Step Functions state machine:

{

"Comment": "Anonymize PII and copy data",

"StartAt": "MacieDiscoveryJob",

"States": {

"MacieDiscoveryJob": {

"Type" "Task",

"Resource": "arn:aws:states::macie:startClassificationJob",
"End": true

}

}

j
Create a Development Environment from CloudFormation Template:

Deploy the development environment in a new account using the existing CloudFormation template.
Schedule an EventBridge rule to start the Step Functions state machine on a weekly basis.
EventBridge rule exanple:

{

"ScheduleExpression': "rate(7 days)",

"StateMachineAmn': "arn:aws:states:<region>:<account-id>:stateMachine:AnonymizeAndCopyData"
j

By using Macie for data anonymization and Step Functions for automation, you ensure PII is properly handled before data transfer
between environments.

Reference:

Amazon Macie

AWS Step Functions

AWS CloudFormation Templates
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A company's application uses a fleet of Amazon EC2 On-Demand Instances to analyze and process data. The EC2 instances are in

an Auto Scaling group. The Auto Scaling group is a target group for an Application Load Balancer (ALB). The application analyzes

critical data that cannot tolerate interruption. The application also analyzes noncritical data that can withstand interruption.

The critical data analysis requires quick scalability in response to real-time application demand. The noncritical data analysis involves

memory consumption. A DevOps engineer must implement a solution that reduces scale-out latency for the critical data. The solution
also must process the noncritical data.

‘Which combination of steps will meet these requirements? (Select TWO.)

¢ A For the critical data. modify the existing Auto Scaling group. Create a lifecycle hook to ensure that bootstrap scripts are
completed successfully. Ensure that the application on the instances is ready to accept traffic before the instances are
registered. Create a new version of the launch template that has detailed monitoring enabled.

¢ B. For the critical data, modify the existing Auto Scaling group. Create a warm pool instance in the stopped state. Define the
warm pool size. Create a newversion of the launch template that has detailed monitoring enabled. Use On-Demand Instances.

¢ C. For the noncritical data, create a second Auto Scaling group. Choose the predefined memory utilization metric type for the
target tracking scaling policy. Use Spot Instances. Add the new Auto Scaling group as the target group for the ALB. Modify
the application to use two target groups for critical data and noncritical data.

¢ D. For the critical data, modify the existing Auto Scaling group. Create a warm pool instance in the stopped state. Define the
warm pool size. Create a newversion of the launch tenplate that has detailed monitoring enabled. use Spot Instances.

¢ E. For the noncritical data, create a second Auto Scaling group that uses a launch template. Configure the launch template to
install the unified AmazonCloudWatch agent and to configure the CloudWatch agent with a custom memory utilization metric.
Use Spot Instances. Add the new Auto Scaling group asthe target group for the ALB. Modify the application to use two
target groups for critical data and noncritical data.
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* For the critical data, using a warm pooll can reduce the scale-out latency by having pre-initialized EC2 instances ready to serve
the application traffic. Using On-Demand Instances can ensure that the instances are always available and not interrupted by Spot
interruptions2.

* For the noncritical data, using a second Auto Scaling group with Spot Instances can reduce the cost and leverage the unused
capacity of EC23. Using a launch template with the CloudWatch agent4 can enable the collection of memory utilization metrics,
which can be used to scale the group based on the memory demand. Adding the second group as a target group for the ALB and
modifying the application to use two target groups can enable routing the traffic based on the data type.

References: 1: Warm pools for Amazon EC2 Auto Scaling 2: Amazon EC2 On-Demand Capacity Reservations 3: Amazon EC2
Spot Instances 4: Metrics collected by the CloudWatch agent
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A company is migrating from its on-premises data center to AWS. The company currently uses a custom on- premises CI/CD
pipeline solution to build and package software.

The company wants its software packages and dependent public repositories to be available in AWS CodeArtifact to facilitate the
creation of application-specific pipelines.

‘Which combination of steps should the company take to update the CI/CD pipeline solution and to configure CodeArtifact with the
LEAST operational overhead? (Select TWO.)

A. Update the CI/CD pipeline to create a VM image that contains newly packaged software Use AWS Import/Export to
make the VM image available as an Amazon EC2 AMI. Launch the AMI with an attached 1AM instance profile that allows
CodeAutifact actions. Use AWS CLI commands to publish the packages to a CodeAxtifact repository.

e B. Create a new Amazon S3 bucket. Generate a presigned URL that allows the PutObject request. Update the on-premises
CI/CD pipeline to use the presigned URL to publish the packages from the on-premises location to the S3 bucket. Create an
AWS Lambda finction that runs when packages are created in the bucket through a put command Configure the Lambda
finction to publish the packages to CodeArtifact

e (. Create an AWS Identity and Access Management Roles Anywhere trust anchor Create an 1 AM role that allows
CodeAurtifact actions and that has a trust relationship on the trust anchor. Update the on- premises CI/CD pipeline to assume
the new 1AM role and to publish the packages to CodeArtifact.

¢ D. For each public repository, create a CodeArtifact repository that is configured with an external connection Configure the

dependent repositories as upstream public repositories.

E. Create a CodeArtifact repository that is configured with a set of external connections to the public repositories. Configure



the external connections to be downstream of the repository
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Create an AWS Identity and Access Management Roles Anywhere trust anchor Create an IAM role that allows CodeArtifact
actions and that has a trust relationship on the trust anchor. Update the on-premises CI

/CD pipeline to assume the new IAM role and to publish the packages to CodeAxrtifact:

* Roles Anywhere allows on-premises servers to assume IAM roles, making it easier to integrate on- premises environments with
AWS services.

* Steps:

* Create a trust anchor in [AM.

* Create an IAM role with permissions for CodeArtifact actions (e.g., publishing packages).

* Update the CI/CD pipeline to assumme this role using the trust anchor.

Create a new Amazon S3 bucket. Generate a presigned URL that allows the PutObject request. Update the on- premises CI/CD
pipeline to use the presigned URL to publish the packages from the on-premises location to the S3 bucket. Create an AWS
Lambda finction that runs when packages are created in the bucket through a put command Configure the Lambda finction to
publish the packages to CodeArtifact:

* Using an S3 bucket as an intermediary, you can easily upload packages from on-premises systens.

* Steps:

* Create an S3 bucket.

* Generate presigned URLSs to allow the CI/CD pipeline to upload packages.

* Configure an AWS Lambda fumction to trigger on S3 PUT events and publish the packages to CodeAxtifact.

References:

* JAM Roles Anywhere

* Amazon S3 presigned URLs

* AWS Lambda function triggers
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