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B #291
Which of'the following should be of GREATEST concern to an IS auditor reviewing an organization's business continuity plan

(BCP)?

A. The BCP's contact information needs to be updated

B. The BCP is not version controlled.

C. The BCP has not been tested since it was first issued.

D. The BCP has not been approved by senior management.

H
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H #292
What is a reliable technique for estimating the scope and cost of a software-development project?

e A PERT

¢ B. Feature point analysis (FPA)
¢ C. Function point analysis (FPA)
e D. GANTT

Ef#: C

L2

Section: Protection of Information Assets

Explanation:

A function point analysis (FPA) is a reliable technique for estimating the scope and cost of a software-
development project.

E R #293
An organization is implementing a new data loss prevention (DLP) tool. Which of'the following will BEST enable the organization to
reduce false positive alerts?

A. Deploying the tool in monitor mode

B. Configuring a limited set of rules

C. Using the default policy and tool rule sets
D. Reducing the number of detection points

IEf#: B

AR :

To reduce false positive alerts, it is essential to carefully configure a limited set of rules tailored to the organization's specific data loss
prevention needs. This ensures that the DLP tool accurately identifies true positives and reduces the occurrence of false alarms.
References

* ISACA CISA Review Manual 27th Edition, Page 304-305 (DLP Tool Configuration)

E A #294
Data anonymizabon helps to prevent which types of attacks in a big data environment?

¢ A. Spoofing
e B. Man-in-the-middle
e C. Denial of service (DoS)


https://www.japancert.com/CISA.html

e D. Correlation

IEf#: D

H A #295
Which of'the following controls BEST ensures appropriate segregation of dudes within an accounts payable department?

A. Including the creator's user ID as a field in every transaction record created
B. Restricting access to update prograns to accounts payable staff only

C. Restricting program functionality according to user security profiles

D. Ensuring that audit trails exist for transactions

Ef: C

fEE -

Explanation

Restricting program finctionality according to user security profiles is the best control for ensuring appropriate segregation of duties
within an accounts payable department. An IS auditor should verify that the access rights and permissions of the accounts payable
staffare based on their roles and responsibilities, and that they are not able to perform incompatible or conflicting fnctions such as
creating, approving, or paying invoices. This will help to prevent fraud, errors, or abuse of authority within the accounts payable
process. The other options are less effective controls for ensuring segregation of duties, as they may involve audit trails, access
restrictions, or user identification. References:

CISA Review Manual (Digital Version), Chapter 6, Section 6.31
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