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Cisco Designing and Implementing Cisco Service Provider Cloud Network

Infrastructure 38 %€ 300-540 5% 5 & (Q82-Q87):

HA #82
An engineer attempts to kill a NETCONF session. The session ID is equal to the current session. What is the effect of this action?

A. The session is terminated, and all the connected users are logged out.
B. The configuration is saved, and the current user is logged out.

C. The configuration is removed, and the current user is logged out.

D. An invalid-value error is returned, and the current user is not logged out.

Ef#: D

fEE

NETCONEF rules state:

* A user cannot terminatetheir own active session.

* Attempting to kill the same session returnsinvalid-valueerror.
* The session continues running normally.

Thus:

* No logout

* No termination

* No configuration impact
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Therefore,Ais correct.

B #83

Refer to the exhibit. An engineer nusst configure dual-homing with single active redundancy in a BGP EVPN VXLAN fabric. Which
command must be run on the leafrouter to complete the EVPN Ethernet segment configuration?

¢ A replication-type static
¢ B. default-gateway advertise
¢ (. redundancy single-active
¢ D. vlan configuration 101

EfE: C

fEEH -

Ina BGP EVPN VXLAN multi-homing design, Ethernet Segment Identifiers (ESIs) are used to represent a set of links from one or
more leaf switches to the same downstream device (such as a CE, firewall, or aggregation switch). By default, when muiltiple leafs
share the same ESI, the EVPN design supportsall-active redundancy, where all participating leafs can forward traffic for that
Ethernet segment simultaneously.

However, somre use cases-like connecting to devices that do not support multipath forwarding or for strict active/standby
redundancy-requiresingle-activemulti-homing, In single-active mode, only one leaf in the Ethernet segment forwards traffic at any
time; the other leaf{s) act as standby and only take over if the active node fails. This behavior is explicitly controlled in the EVPN
Ethernet-segment configuration.

On Cisco platforns for EVPN VXLAN fabrics, this is configured under thel2vpn evpn ethernet-segment stanza using the command:
2vpn evpn ethernet-segment 1

identifier type 0 01.01.01.10.10.10.10.10.10.10

redundancy single-active

* identifier type O ... defines the ESI for the multi-homed connection.

* redundancy single-active specifies that only one leaf'in that ESI is allowed to be active at a time, thus enablingdual-homing with
single-active redundancy.

The other options do not relate to Ethernet-segment redundancy mode:

* B. default-gateway advertiseis used in EVPN anycast gateway configurations to advertise the default gateway MAC/IP, not for
ESI redundancy.

* C. replication-type staticis associated with multicast or ingress replication behavior for VXLAN VTEPs, not Ethernet-segment
redundancy.

* D. vlan configuration 101is a VLAN configuration context command and has no effect on EVPN ESI redundancy.

H #84
The primary benefit of MACSEC is:

A. Authenticating users accessing the network
B. Filtering traffic based on content

C. Increasing the speed of network devices
D. Encrypting frames on a network

IEf#: D

HH #85
An engineer recently deployed a Secure Endpoint VPC in AirGap mode. Which command must be run in the Secure Endpoint
Private Cloud portal to update the package to the latest version?

A. genisoimage

B. rpm-qa

C. jamf-sync all
D. force update -y

IEf#: D



RN -

Comprehensive and Detailed Explanation

In Cisco Secure Endpoint Private Cloud AirGap mode, Internet access is disabled. Updates must be uploaded manually and then
triggered inside the Secure Endpoint console.

The commandforce update -yinitiates the update of the manually uploaded Secure Endpoint package.

Other commands are not used for Secure Endpoint updates:

* rpm -qa# Lists Linux packages only

* jamf-sync ali# Used for Apple JAMF integrations

* genisoimage# Used to create ISO files, irrelevant to Secure Endpoint

Therefore,Ais correct.

B #86

Refer to the exhibit. An engineer nusst configure multhoming between router R1 and service provider SP-2.
Locally generated routes must be advertised to service provider SP-2. Which command must be run on R1 to complete the

configuration?

A. neighbor 10.0.0.0 route-map localonly out
B. network 10.0.0.0 route-map as200only out
C. neighbor 10.12.10.1 route-map localonly out
D. network 10.12.10.1 route-map as200only in

Ef#: C

fEEHL:

OnR1 (AS200), the requirenment is:

* Advertiselocally generated routes(for example, 10.10.10.0/24 from AS200)

* Only towardSP-2, which peers on IP10.12.10.1

* Apply a policy (route-map) controlling what R1 advertises

In BGP, to controlwhich locally originated routesare sent to a specific neighbor, the correct configuration is:
neighbor <IP> route-map <map-name> out

This applies outbound policy filtering or permitting to the prefixes advertised.

Thus:

* The neighbor toward SP-2 1s10.12.10.1

* The route-map must be appliedoutbound

* The command that accomplishes this is:

neighbor 10.12.10.1 route-map localonly out

Why the Other Options Are Incorrect

* A. network 10.0.0.0 route-map as200only outThe network command doesnotaccept route-map out.
This is invalid syntax.

* C. network 10.12.10.1 route-map as200only inIncorrect network, incorrect direction, and invalid syntax with in.
* D. neighbor 10.0.0.0 route-map localonly out10.0.0.0 is not a BGP neighbor; it's a network prefix.
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