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Amazon SCS-C02 Exam Syllabus Topics:

Topic Details

¢ Data Protection: AWS Security specialists learn to ensure data confidentiality and integrity for data in
transit and at rest. Topics include lifecycle management of data at rest, credential protection, and

Topic 1 cryptographic key management. These capabilities are central to managing sensitive data securely,

reflecting the exam's focus on advanced data protection strategies.
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o Threat Detection and Incident Response: In this topic, AWS Security specialists gain expertise in crafting
incident response plans and detecting security threats and anomalies using AWS services. It delves into
effective strategies for responding to compromised resources and workloads, ensuring readiness to manage
security incidents. Mastering these concepts is critical for handling scenarios assessed in the SCS-C02
Exam

Topic 2

¢ Identity and Access Management: The topic equips AWS Security specialists with skills to design,
implement, and troubleshoot authentication and authorization mechanisis for AWS resources. By

Topic 3 emphasizing secure identity management practices, this area addresses foundational competencies required

for effective access control, a vital aspect of the certification exam.
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According to different kinds of questionnaires based on study condition among different age groups, we have drawn a conclusion
that the majority learners have the same problemns to a large extend, that is low-efficiency, low-productivity, and lack of plan and
periodicity. As a consequence of these problem, our SCS-CO02 test prep is totally designed for these study groups to improve their
capability and efficiency when preparing for SCS-C02 Exans, thus inspiring them obtain the targeted SCS-CO02 certificate
successfully. Our SCS-C02 question torrent can play a very important part in helping you achieve your dream

Amazon AWS Certified Security - Specialty Sample Questions (Q321-Q326):

NEW QUESTION # 321

A company has a legacy application that runs on a single Amazon EC2 instance. A security audit shows that the application has been
using an IAM access key within its code to access an Amazon S3 bucket that is named DOC-EXAMPLE-BUCKET] in the same
AWS account. This access key pair has the s3:GetObject permission to all objects in only this S3 bucket. The company takes the
application offline because the application is not compliant with the company's security policies for accessing other AWS resources
from Amazon EC2.

A security engneer validates that AWS CloudTrail is turned on in all AWS Regions. CloudTrail is sending logs to an S3 bucket that
is named DOC-EXAMPLE-BUCKET?2. This S3 bucket is in the same AWS account as DOC-EXAMPLE-BUCKET1. However,
CloudTrail has not been configured to send logs to Amazon CloudWatch Logs.

The company wants to know if any objects in DOC-EXAMPLE-BUCKET! were accessed with the TAM access key in the past
60 days. If any objects were accessed, the company wants to know if any of the objects that are text files (.txt extension) contained
personally identifiable information (PII).

‘Which combination of steps should the security engineer take to gather this information? (Choose two.)

¢ A. Use Amazon CloudWatch Logs Insights to identify any objects in DOC-EXAMPLE-BUCKET!] that contain PII and that
were available to the access key.

¢ B. Configure Amazon Macie to identify any objects n DOC-EXAMPLE-BUCKET!1 that contain PII and that were available
to the access key.

e C. Use AWS Identity and Access Management Access Analyzer to identify any API calls that used the access key to access
objects that contained PII in DOC-EXAMPLE-BUCKET!1.

¢ D. Use Amazon Athena to query the CloudTrail logs in DOC-EXAMPLE-BUCKET? for any API calls that used the access
key to access an object that contained PII.

¢ E. Use Amazon OpenSearch Service (Amazon Elasticsearch Service) to query the CloudTrail logs in DOC-EXAMPLE-
BUCKET?2 for API calls that used the access key to access an object that contained PII.

Answer: B,.D

NEW QUESTION # 322

A security engineer is configuring a mechanism to send an alert when three or more failed sign-in attempts to the AWS Management
Console occur during a 5S-minute period. The security engineer creates a trail in AWS CloudTrail to assist in this work.

Which solution will meet these requirements?
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A. In AWS Identity and Access Management Access Analyzer, create a new analyzer. Configure the analyzer to send an

Amazon Simple Notification Service (Amazon SNS) notification when a failed sign- in event occurs 3 times for any IAM user

within a period of 5 minutes.

¢ B. Create an Amazon Athena table from the CloudTrail events. Run a query for eventName matching ConsoleLogin and for
errorMessage matching "Failed authentication”. Create a notification action from the query to send an Amazon Sinple
Notification Service (Amazon SNS) notification when the count equals 3 within a period of 5 minutes.

¢ (. InCloudTrail, turn on Insights events on the trail. Configure an alarm on the insight with eventName matching
ConsoleLogin and errorMessage matching "Failed authentication”. Configure a threshold of 3 and a period of 5 minutes.

¢ D. Configure CloudTrail to send events to Amazon CloudWatch Logs. Create a metric filter for the relevant log group.

Create a filter pattern with eventName matching ConsoleLogn and errorMessage matching "Failed authentication”. Create a

CloudWatch alarm with a threshold of 3 and a period of 5 minutes.

Answer: D

Explanation:

The correct answer is B. Configure CloudTrail to send events to Amazon CloudWatch Logs. Create a metric filter for the relevant
log group. Create a filter pattern with eventName matching ConsoleLogin and errorMessage matching "Failed authentication'.
Create a CloudWatch alarm with a threshold of 3 and a period of 5 minutes.

This answer is correct because it meets the requirements of sending an alert when three or more failed sign-in attempts to the AWS
Management Console occur during a 5-minute period. By configuring CloudTrail to send events to CloudWatch Logs, the
securityengineer can create a metric filter that matches the desired pattern of failed sign-in events. Then, by creating a CloudWatch
alarm based on the metric filter, the security engineer can set a threshold of 3 and a period of 5 minutes, and choose an action such
as sending an email or an Amazon Simple Notification Service (Amazon SNS) message when the alarm is triggered12.

The other options are incorrect because:

* A. Turning on Insights events on the trail and configuring an alarm on the insight is not a solution, because Insights events are used
to analyze unusual activity in management events, such as spikes in API call volume or error rates.Insights events do not
capturefailed sign-in attempts to the AWS Management Console3.

* C. Creating an Amazon Athena table from the CloudTrail events and running a query for failed sign-in events is not a solution,
because it does not provide a mechanismto send an alert based on the query results. Amazon Athena is an interactive query service
that allows analyzing data in Amazon S3 using standard SQL, but it does not support creating notifications or alarms from queries4.
* D. Creating an analyzer in AWS Identity and Access Management Access Analyzer and configuring it to send an Amazon SNS
notification when a failed sign-in event occurs 3 times for any IAM user within a period of 5 minutes is not a solution, because IAM
Access Analyzer is not a service that monitors sign-in events, but a service that helps identify resources that are shared with external
entities.

IAM Access Analyzer does not generate findings for failed sign-n attempts to the AWS Management Console5.

References:

1: Sending CloudTrail Events to CloudWatch Logs - AWS CloudTrail2: Creating Alarms Based on Metric Filters - Amazon
CloudWatch3:Analyzing unusual activity in management events - AWS Cloud Trai4:What is Amazon Athena? - Amazon
Athena5:Using AWS Identity and Access Management Access Analyzer - AWS Identity and Access Management

NEW QUESTION # 323

A company deployed IAM Organizations to help manage its increasing number of [AM accounts. A security engineer wants to
ensure only principals in the Organization structure can access a specic Amazon S3 bucket.

The solution must also minimize operational overhead

Which solution will meet these requirements?

e A. Add an SCP to the Organizations master account, allowing all principals access to the bucket.

e B. 1 Put all users into an JAM group with an access policy granting access to the J bucket.

e C. Have the account creation trigger an [AM Lambda finction that manages the bucket policy, allowing access to accounts
listed i the policy only.

e D. Specify the organization ID in the global key condition element of a bucket policy, allowing all principals access.

Answer: D

NEW QUESTION # 324

A company wants to configure DNS Security Extensions (DNSSEC) for the company's primary domain. The company registers the
domain with Amazon Route 53. The company hosts the domain on Amazon EC2 instances by using BIND.

What is the MOST operationally efficient solution that meets this requirement?



A. Migrate the zone to Route 53 with DNSSEC signing enabled. Create a zone-signing key (ZSK) and a key-signing key
(KSK) that are based on an AWS. Key Management Service (AWS KMS) customer managed key.

B. Migrate the zone to Route 53 with DNSSEC signing enabled. Create a key-signing key (KSK) that is based on an AWS
Key Management Service (AWS KMS) customer managed key. Add a delegation signer (DS) record to the parent zone.
C. Set the dnssec-enable option to yes in the BIND configuration. Create a zone-signing key (ZSK) and a key-signing key
(KSK). Run the dnssec-signzone command to generate a delegation signer (DS) record Use AWS. Key Management
Service (AWS KMS) to secure the keys.

D. Set the dnssec-enable option to yes in the BIND configuration. Create a zone-signing key (ZSK) and a key-signing key
(KSK) Restart the BIND service.

Answer: B

Explanation:

To configure DNSSEC for a domain regjstered with Route 53, the most operationally efficient solution is to migrate the zone to
Route 53 with DNSSEC signing enabled, create a key-signing key (KSK) that is based on an AWS Key Management Service
(AWS KMS) customer managed key, and add a delegation signer (DS) record to the parent zone. This way, Route 53 handles the
zone-signing key (ZSK) and the signing of the records in the hosted zone, and the customer only needs to manage the KSK in AWS
KMS and provide the DS record to the domain registrar. Option A is incorrect because it does not involve migrating the zone to
Route 53, which would simplify the DNSSEC configuration. Option B is incorrect because it creates both a ZSK and a KSK based
on AWS KMS customer managed keys, which is unnecessary and less efficient than letting Route 53 manage the ZSK. Option C is
incorrect because it does not involve migrating the zone to Route 53, and it requires running the dnssec-signzone command manually,
which is less efficient than letting Route 53 sign the zone automatically. Verified References:

* https://docs.aws.amazon.conyRoute53/latest/DeveloperGuide/domain-configure-dnssec. html

* https://aws.amazon.com/about-aws/whats-new/2020/12/announcing-amazon-route-53-support-dnssec/

NEW QUESTION # 325

A company stores images for a website in an Amazon S3 bucket. The company is using Amazon CloudFront to serve the images to
end users. The company recently discovered that the images are being accessed from countries where the company does not have a
distribution license.

Which actions should the company take to secure the images to limit their distribution? (Choose two.)

¢ A. Update the website DNS record to use an Amazon Route 53 geolocation record deny list of countries where the company
lacks a license.

¢ B. Update the S3 bucket policy with a deny list of countries where the company lacks a license.

e C. Add a CloudFront geo restriction deny list of countries where the company lacks a license.

e D. Enable the Restrict Viewer Access option in CloudFront to create a deny list of countries where the company lacks a
license.

e E. Update the S3 bucket policy to restrict access to a CloudFront origin access control (OAC).

Answer: C.E

Explanation:
https/docs.aws.amazon.cony AmazonCloudFront/latest/DeveloperGuide/georestrictions. html

NEW QUESTION # 326
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