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CompTIA Cybersecurity Analyst (CySA+) Certification Exam Sample
Questions (Q501-Q506):
NEW QUESTION # 501 
An analyst produces a weekly endpoint status report for the management team. The report Includes specific details for each
endpoint in relation to organizational baselines. Which of the following best describes the report type?

A. Vulnerability
B. Mitigation
C. Compliance
D. Forensics

Answer: C

NEW QUESTION # 502 
A security analyst is reviewing events that occurred during a possible compromise. The analyst obtains the following log:
Which of the following is most likely occurring, based on the events in the log?

A. An adversary is attempting to find the shortest path of compromise.
B. An adversary is performing a vulnerability scan.
C. An adversary is performing a password stuffing attack.
.
D. An adversary is escalating privileges.

Answer: B

Explanation:
Based on the events in the log, the most likely occurrence is that an adversary is performing a vulnerability scan. The log shows
LDAP read operations and EDR enumerating local groups, which are indicative of an adversary scanning the system to find
vulnerabilities or sensitive information. The final entry shows SMB connection attempts to multiple hosts from a single host, which
could be a sign of network discovery or lateral movement. References: CompTIA CySA+ Study Guide: Exam CS0-003, 3rd
Edition, Chapter 4: Security Operations and Monitoring, page 161; Monitor logs from vulnerability scanners, Section: Reports on
Nessus vulnerability data.

NEW QUESTION # 503 
A company is implementing a vulnerability management program and moving from an on- premises environment to a hybrid IaaS
cloud environment. Which of the following implications should be considered on the new hybrid environment?

A. The current scanners should be migrated to the cloud
B. Existing vulnerability scanners cannot scan IaaS systems
C. Cloud-specific misconfigurations may not be detected by the current scanners
D. Vulnerability scans on cloud environments should be performed from the cloud

Answer: C

Explanation:
Cloud-specific misconfigurations are security issues that arise from improper or inadequate configuration of cloud resources, such as
storage buckets, databases, virtual machines, or containers. Cloud-specific misconfigurations may not be detected by the current
scanners that are designed for on-premises environments, as they may not have the visibility or access to the cloud resources or the
cloud provider's APIs. Therefore, one of the implications that should be considered on the new hybrid environment is that cloud-
specific misconfigurations may not be detected by the current scanners.

NEW QUESTION # 504 
An auditor is reviewing an evidence log associated with a cyber crime. The auditor notices that a gap exists between individuals who
were responsible for holding onto and transferring the evidence between individuals responsible for the investigation. Which of the
following best describes the evidence handling process that was not property followed?



A. Validating data integrity
B. Preservation
C. Chain of custody
D. Legal hold

Answer: C

Explanation:
The chain of custody is a documented history that tracks how evidence is handled, collected, transported, and preserved at every
stage of the forensic investigation. If a gap exists in the record of who transferred or accessed the evidence, it could call into question
the integrity and admissibility of the evidence.

NEW QUESTION # 505 
You are a penetration tester who is reviewing the system hardening guidelines for a company. Hardening guidelines indicate the
following.
There must be one primary server or service per device.
Only default port should be used
Non- secure protocols should be disabled.
The corporate internet presence should be placed in a protected subnet
Instructions :
Using the available tools, discover devices on the corporate network and the services running on these devices.
You must determine
ip address of each device
The primary server or service each device
The protocols that should be disabled based on the hardening guidelines

Answer:

Explanation:
see the answer below in explanation:
Explanation:
Answer below images
A computer screen with white text Description automatically generated

NEW QUESTION # 506
......
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