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Juniper Security, Professional (JNCIP-SEC) Sample Questions (Q16-Q21):
NEW QUESTION # 16 
Exhibit
An administrator wants to configure an SRX Series device to log binary security events for tenant systems.
Referring to the exhibit, which statement would complete the configuration?

A. Configure the tenant as TSYS1 for the pi security profile.
B. Configure the tenant as root for the pi security profile.
C. Configure the tenant as local for the pi security profile
D. Configure the tenant as master for the pi security profile.

Answer: B

NEW QUESTION # 17 
Referring to the exhibit, you have been assigned the user LogicalSYS1 credentials shown in the configuration.
In this scenario, which two statements are correct? (Choose two.)

A. When you log in to the device, you will be permitted to view all routing tables available on the SRX device
B. When you log in to the device, you will be located at the operational mode of the main system
C. When you log in to the device, you will be located at the operational mode of the Logic
D. When you log in to the device, you will be permitted to view only the routing tables for Logic

Answer: C,D

NEW QUESTION # 18 
In Juniper ATP Cloud, what are two different actions available in a threat prevention policy to deal with an infected host? (Choose
two.)

A. Quarantine the host.
B. Send a custom message
C. Drop the connection silently.
D. Close the connection.

Answer: C,D

NEW QUESTION # 19 
Referring to the exhibit,
which two statements are correct about the NAT configuration? (Choose two.)

A. Only a specific host can initiate a session to the reflexive address after the initial session.
B. Both the internal and the external host can initiate a session after the initial translation.
C. Any external host will be able to initiate a session to the reflexive address.
D. The original destination port is used for the source port for the session.

Answer: A,D

Explanation:
The NAT setup allows only specific external hosts to reach the internal network post-initial session, providing controlled access.
Reflexive NAT preserves the source port from the original request, maintaining continuity.
More on this can be found in Juniper NAT Configuration Documentation.
Looking at the NAT configuration, we observe the use ofpersistent NATwith the keywordpermit target-host
. Here's a detailed breakdown:
* Persistent NAT (Correct: Option B):Whenpersistent NATis configured with thepermit target-host option, it allows the internal host
(from the 172.16.1.0/24 network) to initiate communication with an external host. After the initial session is established, only the
specific external host (target host) is allowed to initiate subsequent sessions to the internal host using the reflexive address. This
ensures that random external hosts cannot initiate sessions, which enhances security.



* Original Destination Port Reuse (Correct: Option D):In this configuration, theinterface-based source NATuses the original
destination port of the incoming session as the source port for the outbound session. This maintains port transparency for NATed
traffic, which can be crucial for certain types of applications that depend on consistent port numbers.
* Incorrect Options:
* Option Ais incorrect because persistent NAT with target-host does not allow both internal and external hosts to initiate sessions
freely. Only the specific external hostcan initiate a session after the initial session is established by the internal host.
* Option Cis incorrect because only the specific external host can initiate subsequent sessions, not any random external host.
Juniper References:
* Juniper NAT Documentation: Describes the behavior of persistent NAT and how target-host restrictions work for enhanced
security.

NEW QUESTION # 20 
A customer wants to be able to initiate a return connection to an internal host from a specific Server.
Which NAT feature would you use in this scenario?

A. target-server
B. target-host
C. port-overloading
D. any-remote-host

Answer: B

NEW QUESTION # 21
......
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