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AE #4

Scenario 6:

Trunroll is a fast-food chain headquartered in Chicago, Illinois, specializing in wraps, burritos, and quick-serve snacks through both
company-owned and franchised outlets across several states. Recently, the company identified two major risks: increased
dependence on third-party delivery platforms that could disrupt customer service if contracts were to fail or fees rose sharply, and
stricter health and safety inspections that might expose vulnerabilities in hygiene practices across certain franchise locations.
Therefore, the top management of Trunroll adopted a structured risk management process based on ISO 31000 guidelines to
systematically identify, assess, and mitigate risks, embedding risk awareness into daily operations and strengthening resilience against
future disruptions.

To address these risks, Trunroll outlined and documented clear actions with defined responsibilities and timelines. Regarding the
dependence on third-party delivery platforms, the company decided not to move forward with planned partnerships with third-party
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delivery apps, as the risk of losing control over the customer experience and rising costs outweighed the potential benefits.

To address stricter health inspections across franchises, Trunroll invested in stronger hygiene protocols, mandatory staff training, and
upgraded monitoring systers to reduce the likelihood of violations. Yet, management understood that some exposure would remain
even after these measures. To address this risk, they decided to use one of the insurance methods, reserving internal financial
resources to cover unexpected losses or penalties, ensuring the remaining risk was managed within acceptable boundaries.
Additionally, Trunroll set up a cloud-based platform to document and maintain risk records. This allowed managers to log supplier
inspection results, training outcomes, and incident reports into one secure system, while also providing flexibility to update and scale
applications as needed without managing the underlying infrastructure. In doing so, Trunroll ensured that all risk-related information is
documented in progress reports and incorporated into mid-term and final evaluations, with risk management being updated regularly
to monitor changes and treatments.

Based on the scenario above, answer the following question:

Which risk treatment option did Trunroll use to address the risk of increasing dependence on third-party delivery platforms?

A. Risk modification
B. Risk sharing

C. Risk avoidance
D. Risk retention

HE: C

HE #45

Scenario 3:

NovaCare is a US-based healthcare provider operating four hospitals and several outpatient clinics. Following several mnor system
outages and an internal assessiment that revealed inconsistencies in security monitoring tools, top management recognized the need
for a structured approach to identify and manage risks more effectively. Thus, they decided to implement a formal risk management
process in line with ISO 31000 recommendations to enhance safety and improve resilience.

To address these issues, the Chief Risk Officer of NovaCare, Daniel, supported by a team of departmental representatives and risk
coordinators, initiated a comprehensive risk management process. Initially, they carried out a thorough examination of the
environment in which risks arise, defining the conditions under which potential issues would be assessed and managed. Internally,
they reviewed IT security policies and procedures, capabilities of the IT team, and reports from the internal assessment. Externally,
they analyzed regulatory requirements, emerging cybersecurity threats, and evolving practices in IT security and resilience.

Based on this analysis, to ensure uninterrupted healthcare services, compliance with regulatory requirements, and protection of
patient data, top management and Daniel decided to reduce minor system outages by 50% within a year and achieve full coverage of
security monitoring tools across all critical IT systens.

Afterwards, Daniel and the team explored potential risks that could affect various departments using structured interviews and
brainstorming workshops. As a result, key risks emerged, including data breaches linked to unsecured backup systens, record-
keeping errors due to IT systemissues, and regulatory noncompliance in reporting breaches and outages.

Furthermore, the team assessed the effectiveness and maturity of existing controls and processes, particularly in system monitoring
and data backup management. Through document reviews and interviews with department heads, the team found that these
processes were applied inconsistently and lacked standardization, with procedures followed on a case-by-case basis rather than
through documented, uniform methods.

Based on the scenario above, answer the following question:

In Scenario 3, NovaCare's top management and Daniel examined the environment in which risks arise, defining the conditions under
which potential issues would be assessed and managed. What did they examine in this case?

A. The risk treatment framework

B. The compliance obligations regarding the risk management process
C. The context of the risk management process

D. The criteria for emerging risks

He. C

Y.

The correct answer is C. The context of the risk management process. ISO 3100022018 clearly states that establishing the context is
a foundational step in the risk management process. Context defines the internal and external parameters to be considered when
managing risk and sets the conditions under which risks are identified, analyzed, evaluated, and treated.

In Scenario 3, NovaCare's team examined both internal context (IT security policies, procedures, team capabilities, and internal
assessiment reports) and external context (regulatory requirements, emerging cybersecurity threats, and evolving industry practices).
This comprehensive examination directly aligns with ISO 31000's guidance on context establishment.

Option A is incorrect because compliance obligations are only one element of the external context and do not represent the full



scope of the activity described. Option B refers to emerging risk criteria, which are not explicitly defined in the scenario. Option D
relates to treatment, which occurs later in the process.

Froma PECB ISO 31000 Lead Risk Manager perspective, understanding the context ensures that risk management is tailored,
relevant, and effective. Therefore, the correct answer is the context of the risk management process.

EE #46
Likelihood can be described in various ways, including using descriptive terms. What should risk managers do when using a
descriptive term?

A. Ensure that the term has a certain ambiguity to account for different interpretations
B. Define the meaning of descriptive terms

C. Avoid using descriptive teris altogether

D. Keep the descriptive terms short, a maximum of two words

HE: B

dE:

The correct answer is A. Define the meaning of descriptive terms. ISO 31000 emphasizes clarity, consistency, and shared
understanding in risk management. When likelihood is expressed using descriptive ternms such as "rare," "possible,"” or "likely," these
terms must be clearly defined to ensure consistent interpretation across the organization.

Without clear definitions, descriptive likelihood terms can be interpreted differently by different stakeholders, leading to inconsistent
risk assessments and flawed decision-making. ISO 31000 highlights the importance of establishing risk criteria, which include
defined scales for likelihood and consequences. These scales may be qualitative, semi-quantitative, or quantitative, but i all cases,
their meaning must be documented and communicated.

Option B is incorrect because brevity alone does not ensure clarity or consistency. Option C contradicts ISO 31000 principles, as
ambiguity undermines effective risk commumnication and comparability. Option D is incorrect because ISO 31000 allows and
supports the use of descriptive terms when they are properly defined.

Froma PECB ISO 31000 Lead Risk Manager perspective, defining descriptive terms improves transparency, supports informed
decision-making, and enhances comparability across risks and organizational units. Therefore, the correct answer is define the
meaning of descriptive terms.

AE #47
What is the difference between monitoring and review in risk management?

A. Monitoring focuses on strategic alignment, while review is limited to daily supervision of activities.

B. Monitoring and review are identical activities and can be used interchangeably.

C. Monitoring is about continual checking and observing status changes, while review evaluates suitability, adequacy, and
effectiveness against objectives.

D. Monitoring ensures compliance with regulations, while review ensures compliance with contractual obligations.

HE. C

Y.

The correct answer is C. ISO 31000 clearly distinguishes between monitoring and review, even though they are closely related and
often conducted together.

According to ISO 31000, monitoring is a continual activity focused on checking, supervising, observing, or critically determining the
status of risks, controls, and the risk management process. Monitoring helps identify changes m risk levels, emerging risks, or
deviations from expected performance in real time or near real time. Exanples include tracking key risk indicators, control
performance, or incident trends.

In contrast, review is a periodic or event-driven activity aimed at evaluating the suitability, adequacy, and effectiveness of the risk
management framework, process, and controls in relation to objectives and context. Reviews assess whether risk management
arrangements remain appropriate given changes in internal or external environments, strategy, or stakeholder expectations.

Option A is incorrect because ISO 31000 does not divide monitoring and review along regulatory versus contractual lines. Option B
is incorrect because monitoring is not limited to strategic alignment, nor is review limited to daily supervision. Option D contradicts
ISO 31000, which explicitly differentiates the two concepts.

Froma PECB ISO 31000 Lead Risk Manager perspective, understanding this distinction is essential for effective governance.
Monttoring provides early detection, while review supports learning, improvement, and strategic alignment. Therefore, the correct
answer is monitoring is continual checking, while review evaluates suitability, adequacy, and effectiveness.



EHE #48
In the context of internal communication, which aspect is most important for first-line employees to be informed about?

A. Responsibilities for individual risks and understanding of the risk management process
B. Available options for crisis management

C. External regulatory developments

D. Strategic risks that require board-level oversight

HE: A

Y.

The correct answer is A. Responsibilities for individual risks and understanding of the risk management process. ISO 31000
emphasizes that effective risk management must be integrated into organizational activities, including day-to-day operations
performed by first-line employees.

First-line employees play a critical role in identifying, reporting, and managing risks at an operational level. For them to contribute
effectively, they must clearly understand their responsibilities, how risks relate to their tasks, and how the risk management process
functions in practice. This includes knowing how to report issues, follow controls, and escalate concerns when necessary.

Strategic risks requiring board- level oversight are primarily relevant to top management and oversight bodies, not first-line staff.
Available options for crisis management may be relevant during emergencies but are not the most important aspect of routine internal
commumnication. External regulatory developments are typically interpreted and translated into procedures by management rather than
communicated in full detail to first-line employees.

Froma PECB ISO 31000 Lead Risk Manager perspective, ensuring that first-line employees understand their risk-related
responsibilities strengthens risk culture, improves early detection of issues, and supports effective implementation of controls.
Therefore, the correct answer is responsibilities for individual risks and understanding of the risk management process.
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