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Microsoft Cybersecurity Architect Sample Questions (Q206-Q211):
NEW QUESTION # 206 
You need to recommend an identity security solution for the Azure AD tenant of Litware. The solution must meet the identity
requirements and the regulatory compliance requirements.
What should you recommend? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer:
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Explanation:

NEW QUESTION # 207 
Your company plans to deploy several Azure App Service web apps. The web apps will be deployed to the West Europe Azure
region. The web apps will be accessed only by customers in Europe and the United States.
You need to recommend a solution to prevent malicious bots from scanning the web apps for vulnerabilities.
The solution must minimize the attach surface.
What should you include in the recommendation?

A. network security groups (NSGs)
B. Azure Firewall Premium
C. Azure Traffic Manager and application security groups
D. Azure Application Gateway Web Application Firewall (WAF)

Answer: C

Explanation:
https://docs.microsoft.com/en-us/azure/web-application-firewall/ag/bot-protection

NEW QUESTION # 208 
You have an Azure subscription that has Microsoft Defender for Cloud enabled. Suspicious authentication activity alerts have been
appearing in the Workload protections dashboard.
You need to recommend a solution to evaluate and remediate the alerts by using workflow automation. The solution must minimize
development effort. What should you include in the recommendation?

A. Azure Event Hubs
B. Azure Monitor webhooks
C. Azure Logics Apps
D. Azure Functions apps

Answer: C

Explanation:
Explanation
The workflow automation feature of Microsoft Defender for Cloud feature can trigger Logic Apps on security alerts,
recommendations, and changes to regulatory compliance.Note: Azure Logic Apps is a cloud-based platform for creating and running
automated workflows that integrate your apps, data, services, and systems.
With this platform, you can quickly develop highly scalable integration solutions for your enterprise and business-to-business (B2B)
scenarios.

NEW QUESTION # 209 
You have an Azure subscription that has Microsoft Defender for Cloud enabled. Suspicious authentication activity alerts have been
appearing in the Workload protections dashboard.
You need to recommend a solution to evaluate and remediate the alerts by using workflow automation. The solution must minimize
development effort. What should you include in the recommendation?

A. Azure Event Hubs
B. Azure Monitor webhooks
C. Azure Logics Apps
D. Azure Functions apps

Answer: C

Explanation:
The workflow automation feature of Microsoft Defender for Cloud feature can trigger Logic Apps on security alerts,
recommendations, and changes to regulatory compliance.
Note: Azure Logic Apps is a cloud-based platform for creating and running automated workflows that integrate your apps, data,
services, and systems. With this platform, you can quickly develop highly scalable integration solutions for your enterprise and



business-to-business (B2B) scenarios.

NEW QUESTION # 210 
Your company is developing a modern application that will run as an Azure App Service web app. You plan to perform threat
modeling to identify potential security issues by using the Microsoft Threat Modeling Tool. Which type of diagram should you
create?

A. dataflow
B. network flow
C. process flow
D. system flow

Answer: C

NEW QUESTION # 211
......
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