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Thema Einzelheiten

Thema 1
Integration: This domain explains how to integrate FortiSandbox within the Fortinet Security Fabric and
with third-party tools, as well as identifying ATP deployments and resolving integration-related issues.

Thema 2
Deployment and system settings: This domain covers understanding FortiSandbox deployment within
different stages of the Cyber Kill Chain, along with configuring system settings, high availability (HA)
clusters, and troubleshooting system-related issues.

Thema 3
Results analysis: This section involves understanding common attack vectors, analyzing malware behavior,
and interpreting scan job reports to assess threats and make informed security decisions.

Thema 4

Scanning and rating components: This section focuses on FortiSandbox scanning mechanisms, including
scanning components, managing guest virtual machines, and configuring scan options to properly analyze
and rate suspicious files.

Fortinet FCP - FortiSandbox 5.0 Administrator FCP_FSA_AD-5.0
Prüfungsfragen mit Lösungen (Q23-Q28):
23. Frage 
You are asked to configure FortiSandbox to use one VM instance for multiple sequential scan jobs without shutting down the
instance between each scan job submission. Which scan profile setting must you enable to achieve this? (Choose one answer)

A. Adaptive VM scan
B. Pipeline mode
C. VM scan ratio
D. Parallel VM scan

Antwort: B

Begründung:
From the Scanning and Rating Components lesson, the Study Guide explicitly states:
"The Pipeline Mode feature improves performance by allowing to scan multiple files, one at a time, without shutting down the VM
instance after scanning each file."
"FortiSandbox will continue scanning files without shutting down the VM instance, as long as the VM status hasn't changed. If the
VM status changes, then the VM instance will shut down and will be restored for the next job." This precisely matches the
requirement - using one VM instance for multiple sequential scan jobs without shutting down between submissions. The other
options serve different purposes:
Adaptive Scan dynamically adjusts clone numbers
VM Scan Ratio controls the percentage of jobs scanned in a VM
Parallel VM Scan runs multiple VMs simultaneously for a single job

24. Frage 
Refer to the exhibit.



Which command must you use to configure the worker node? (Choose one answer)

A. hc-worker -a -sI0.25.1.50 -p<password>
B. hc-worker -a -sI0.25.1.30 -p<password>
C. hc-worker -a -sI0.50.1.30 -p<password>
D. hc-worker -a -sI0.75.1.254 -p<password>

Antwort: A

Begründung:
From the High Availability and Management lesson, the Study Guide states:
"You must configure the HA group name, password, and the cluster virtual IP. The worker nodes provide load balancing. The
primary node distributes scan jobs to the worker nodes."
"You must configure the HA group name, password, and the virtual IP only on the primary node... Devices will interact with the
cluster using this virtual IP." From the exhibit topology:
Cluster Virtual IP address = 10.25.1.50
Primary Node port1 = 10.25.1.30
Secondary Node port1 = 10.25.1.40
Worker Node port1 = 10.75.1.10
The worker node must be configured to point to the Cluster Virtual IP (10.25.1.50), not the individual primary node IP. This is
because worker nodes join the cluster by connecting to the cluster virtual IP address.
Therefore the correct command is: hc-worker -a -sI0.25.1.50 -p<password>

25. Frage 
You notice a recent file downloaded by some end stations is exhibiting malware behavior, however, on the sandbox the file is rated
clean. After further investigation you determine that only end stations using the Opera browser are being affected. What must you do
to prevent these infections? (Choose one answer)

A. Configure a custom VM to use the same browser as the exploited end stations.
B. Change the job queue priority to process web-based files first.
C. Enable the STIX/TAXII Integration setting on FortiSandbox.
D. Modify the scan profile to include the malware file type.

Antwort: A

Begründung:
The best answer is B. The Study Guide explains that under VM settings, "FortiSandbox has a Browser selection that allows you to
choose which internet browser the VM instance will use. This helps to customize the test using an internet browser that more closely
resembles the user's environment or just monitor if the test delivers different results." It also states that the default browser choices
are Internet Explorer, Firefox, Chrome, and Edge. In addition, the guide says that "The VM images provided by Fortinet might not
suit your needs... You can generate a custom VM that fits your organization's needs and upload it to FortiSandbox." Because only
endpoints using Opera are affected, the clean verdict likely occurred because the sandbox environment does not accurately
reproduce the exploited browser environment. The most effective fix is to make the sandbox environment match the real target
environment more closely by using a custom VM with the same browser behavior as the affected endpoints. The other answers do



not address the root cause. STIX/TAXII is unrelated, changing the scan profile file type does not solve a browser-specific exploit
path, and job queue priority affects order, not analysis fidelity. Therefore, the required action is to configure a custom VM to use the
same browser as the exploited end stations.

26. Frage 
To allow access to the FortiSandbox GUI the administrator must configure an IP address and a default gateway. Which two
commands must the administrator use to accomplish this task? (Choose two answers)

A. set api-port port1
B. set default-gw <IP Address>
C. set admin-port port1
D. set port1-ip <IP address>

Antwort: B,D

Begründung:
From the Deployment and System Settings lesson, the Study Guide explicitly states:
"Initial port1 IP configuration must be performed from the console, using the commands shown on this slide. If your management
computer is on a separate subnet from FortiSandbox, you must specify a gateway address using the commands shown on this slide."
The two required commands are:
set port1-ip <IP address> - to assign the IP address to port1 for GUI access set default-gw <IP Address> - to configure the default
gateway so the management computer can reach FortiSandbox from a different subnet Option B (set api-port port1) is for API
access configuration, and Option C (set admin-port port1) is not a valid FortiSandbox CLI command for this purpose.

27. Frage 
A FortiSandbox VM has been deployed and has been functioning correctly for several months. Suddenly, the system begins
rejecting file submissions with an error message indicating a licensing problem. How can you determine, using the CLI, if the license
is still valid? (Choose one answer)

A. hc-setting -1
B. vm-license -1
C. vm-status
D. status

Antwort: D

Begründung:
From the Deployment and System Settings lesson, the Study Guide explicitly states:
"The status command shows information about the system, including firmware level, device serial number, disk usage, Windows VM
status, states of the boot and data disks, and more. For VM appliances, it will also show the FortiSandbox license status." The key
phrase is "For VM appliances, it will also show the FortiSandbox license status" - making the status command the correct choice for
verifying license validity on a FortiSandbox VM deployment.
While vm-license -l shows installed Windows/Microsoft Office license keys, and vm-status shows guest VM image information,
neither directly reports on the FortiSandbox appliance license validity. The status command is the definitive command for checking
overall system and license status.

28. Frage
......

Viele IT-Fachleute traümt von dem Fortinet FCP_FSA_AD-5.0 Zertifikat. Die Fortinet FCP_FSA_AD-5.0 Zertifizierungsprüfung
ist eine Prüfung, die IT-Fachkenntnisse und Erfahrungen eines Menschen testet. Um die Prüfung zu bestehen braucht man genügende
Fachkenntnisse. Um diese Kenntnisse zu meistern muss man viel Zeit und Energie kosten. EchteFrage ist eine Website, die Ihnen viel
Zeit und Energie erspart und die relevanten Kenntnisse zur Fortinet FCP_FSA_AD-5.0 Zertifizierungsprüfung ergänzt. Wenn Sie
Interesse an EchteFrage haben, können Sie im Internet teilweise die Fragen und Antworten zur Fortinet FCP_FSA_AD-5.0
Zertifizierungsprüfung von EchteFrage kostenlos als Probe herunterladen.

FCP_FSA_AD-5.0 Online Test: https://www.echtefrage.top/FCP_FSA_AD-5.0-deutsch-pruefungen.html
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