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Microsoft MD-102 Exam Syllabus Topics:

Topic Details

Topic 1
Manage applications: This section covers skills to manage application implementation, manage updates,
and manage performance to support the performance of users to meet the needs of business organizations.

Topic 2
Prepare infrastructure for devices: This topic focuses on adding devices to Microsoft Entra ID and enrolling
devices to Microsoft Intune.

Topic 3
Protect devices: In this topic, aspiring administrators get knowledge about configuration of endpoint
security and management of device updates by using Intune.

Topic 4
Manage and maintain devices: This section deals with managing, troubleshooting, and safeguarding various
devices. It also covers methods to ensure that they meet organizational policies and security standards.
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You have a Microsoft 365 subscription that contains two users named User1 and User2. You need to ensure that the users can
perform the following tasks:
* User1 must be able to create groups and manage users.
* User2 must be able to reset passwords for no administrative users.
The solution must use the principle of least privilege.
Which role should you assign to each user? To answer, drag the appropriate roles to the correct users. Each role may be used once,
more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:

Explanation:

Microsoft 365 or Office 365 subscription comes with a set of admin roles that you can assign to users in your organization using the
Microsoft 365 admin center. Each admin role maps to common business functions and gives people in your organization permissions
to do specific tasks in the admin centers1.
To ensure that User1 can create groups and manage users, you should assign the User Administrator role to User1. This role allows
User1 to create and manage all aspects of users and groups, including resetting passwords for non-administrative users1.
To ensure that User2 can reset passwords for non-administrative users, you should assign the Helpdesk Administrator role to User2.
This role allows User2 to reset passwords, manage service requests, and monitor service health for non-administrative users1.

NEW QUESTION # 159 
You have a Microsoft 365 subscription that uses Microsoft Intune Suite. You use Microsoft Intune to manage devices. Azure AD
joined Windows devices enroll automatically in Intune. You have the devices shown in the following table.

You are preparing to upgrade the devices to Windows 11. All the devices are compatible with Windows 11.
You need to evaluate Windows Autopilot and in-place upgrade as deployment methods to implement Windows 11 Pro on the
devices, while retaining all user settings and applications.
Which devices can be upgraded by using each method? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



Answer:

Explanation:

Explanation:

NEW QUESTION # 160 
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:

Explanation:
A screenshot of a computer Description automatically generated with medium confidence



NEW QUESTION # 161 
Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique
solution that might meet the stated goals. Some question sets might have more than one correct solution, while others might not have
a correct solution.
After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the
review screen.
Your company uses Windows Update for Business.
The research department has several computers that have specialized hardware and software installed.
You need to prevent the video drivers from being updated automatically by using Windows Update.
Solution: From the Device Installation settings in a Group Policy object (GPO), you enable Specify search order for device driver
source locations, and then you select Do not search Windows Update.
Does this meet the goal?

A. No
B. Yes

Answer: B

Explanation:
Device driver searches using Windows Update must be prevented.
Configure the policy value for Computer Configuration -> Administrative Templates -> System -> Device Installation -> "Specify
search order for device driver source locations" to "Enabled: Do not search Windows Update".
Reference:
https://www.stigviewer.com/stig/microsoft_windows_server_2012_member_server/2013-07-
25/finding/WN12-CC-000024

NEW QUESTION # 162 
Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique
solution that might meet the stated goals. Some question sets might have more than one correct solution, while others might not have
a correct solution.
After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the
review screen.
You have an Azure Directory group named Group1 that contains Windows 10 Enterprise devices and Windows 10 Pro devices.
From Microsoft Intune, you create a device configuration profile named Profile1.
You need to ensure that Profile1 applies to only the Windows 10 Enterprise devices in Group1.
Solution: You configure an applicability rule for Profile1. You assign Profile1 to Group1.
Does this meet the goal?

A. No
B. Yes

Answer: B

Explanation:
Applicability rules allow administrators to target devices in a group that meet specific criteria. For example, you create a device
restrictions profile that applies to the All Windows 10/11 devices group. And, you only want the profile assigned to devices running
Windows Enterprise.
To do this task, create an applicability rule.
Reference:
https://docs.microsoft.com/en-us/mem/intune/configuration/device-profile-create



NEW QUESTION # 163
......

Preparation for the professional Endpoint Administrator (MD-102) exam is no more difficult because experts have introduced the
preparatory products. With ValidTorrent products, you can pass the Microsoft MD-102 Exam on the first attempt. If you want a
promotion or leave your current job, you should consider achieving a professional certification like Endpoint Administrator (MD-
102) exam.
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