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What is the primary purpose of NetFlow in network security analysis?
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A. Capturing full packet data for forensic analysis
B. Encrypting network traffic to prevent data leaks
C. Blocking malicious IPs automatically
D. Monitoring and analyzing network traffic patterns

Answer: D

NEW QUESTION # 76 
Which of the following best describes a NetFlow record?
Response:

A. A summary of network communication between hosts
B. A database of encrypted network payloads
C. A list of blocked IP addresses in a firewall
D. A complete capture of all packets in a session

Answer: A

NEW QUESTION # 77 
Which of the following is a benefit of using a transparent proxy?
Response:

A. It encrypts all internet traffic by default
B. It eliminates the need for network monitoring
C. It blocks all traffic from unknown sources
D. It does not require client-side configuration

Answer: D

NEW QUESTION # 78 
Which tool is commonly used for reverse engineering network protocols by capturing and analyzing packet data?
Response:

A. Nmap
B. Metasploit
C. Wireshark
D. Netcat

Answer: C

NEW QUESTION # 79 
Which of the following encoding methods is most commonly used to represent binary data in text format?
Response:

A. Blowfish
B. SHA-256
C. Base64
D. XOR

Answer: C

NEW QUESTION # 80
......
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