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ISC Certified Information Systems Security Professional (CISSP) Sample
Questions (Q572-Q577):
NEW QUESTION # 572 
Which of the following access control models is MOST restrictive?

A. Discretionary Access Control (DAC)
B. Rule based access control
C. Mandatory Access Control (MAC)
D. Role Based Access Control (RBAC)

Answer: C

Explanation:
Access control models are frameworks that define how the access rights and permissions are granted and enforced for the subjects
(such as users, processes, or devices) and the objects (such as files, folders, or databases) in a system or a network. The most
restrictive access control model is Mandatory Access Control (MAC), which is a model that assigns a security label (such as a
classification or a clearance level) to each subject and object, and allows access only if the subject's security label matches or
dominates the object's security label. MAC is enforced by the system or the network, and cannot be modified by the subjects or the
owners of the objects. MAC provides strong security and confidentiality for the objects, as it prevents unauthorized or unintended
access by the subjects. Discretionary Access Control (DAC) is not the most restrictive access control model, as it is a model that
allows the subjects or the owners of the objects to grant or revoke access rights and permissions to the objects, based on their
discretion. DAC is enforced by the access control lists (ACLs) or the capabilities that are associated with the objects. DAC
provides flexibility and convenience for the subjects and the owners of the objects, but it also increases the risk of unauthorized or
unintended access by the subjects. Role Based Access Control (RBAC) is not the most restrictive access control model, as it is a
model that assigns access rights and permissions to the subjects based on their roles or functions in the organization, rather than their
identities or security labels. RBAC is enforced by the policies and rules that are defined by the organization. RBAC provides
scalability and manageability for the subjects and the objects, as it simplifies the administration and the maintenance of the access
rights and permissions.
Rule based access control is not the most restrictive access control model, as it is a model that grants or denies access to the
subjects based on a set of rules or conditions that are triggered by certain events or actions, such as the time, the location, or the
frequency of the access. Rule based access control is enforced by the logic or the algorithm that is implemented by the system or the
network. Rule based access control provides adaptability and dynamism for the subjects and the objects, as it allows the access
rights and permissions to change according to the context or the situation. References: Official (ISC)2 Guide to the CISSP CBK,
Fifth Edition, Chapter 5: Identity and Access Management (IAM), page 211. CISSP All-in-One Exam Guide, Eighth Edition,
Chapter 10: Identity and Access Management, page 591.

NEW QUESTION # 573 
The BEST method to mitigate the risk of a dictionary attack on a system is to

A. encrypt the access control list (ACL).
B. use complex passphrases.
C. implement password history.
D. use a hardware token.

Answer: D

NEW QUESTION # 574 
From a security perspective, which of the following are the MOST important resources of any computing system?

A. Memory and storage
B. Operating System (OS) and applications
C. Central Processing Unity (CPU) and supporting chipsets
D. Network and connectivity

Answer: B

Explanation:



Primary Attack Surface - The OS and applications are the most common targets for exploits (e.g., privilege escalation, malware,
zero-day vulnerabilities).
Access Control & Security Policies - The OS enforces authentication, authorization, and security configurations.
Vulnerability Impact - Flaws in the OS or applications (e.g., unpatched software, misconfigurations) lead to data breaches,
ransomware, and system compromises.

NEW QUESTION # 575 
All hosts on an IP network have a logical ID called a(n):

A. TCP address.
B. MAC address.
C. Datagram address.
D. IP address.

Answer: D

Explanation:
All hosts on a network have a logical ID that is called an IP address. An IP address is a numeric identifier that is assigned to each
machine on an IP network. It designates the location of a device on a network. A MAC address is typically called a hardware
address because it is "burned" into the NIC card. TCP address and Datagram address are imposter answers.
Source: KRUTZ, Ronald L. & VINES, Russel D., The CISSP Prep Guide: Mastering the
Ten Domains of Computer Security, 2001, John Wiley & Sons, Page 87.

NEW QUESTION # 576 
Why is data classification control important to an organization?

A. To ensure security controls align with organizational risk appetite
B. To control data retention in alignment with organizational policies and regulation
C. To ensure its integrity, confidentiality and availability
D. To enable data discovery

Answer: A

Explanation:
A data classification only protects data confidentiality and integrity, it has nothing to do with availability.
A data classification identifies the value of the data to the organization and is critical to protect data confidentiality and integrity.

NEW QUESTION # 577
......

Our CISSP exam questions have the merits of intelligent application and high-effectiveness to help our clients study more leisurely. If
you prepare with our CISSP actual exam for 20 to 30 hours, the CISSP exam will become a piece of cake in front of you. Not only
you will find that to study for the exam is easy, but also the most important is that you will get the most accurate information that you
need to pass the CISSP Exam.
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